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UBND TINH LAM PONG CONG HOA XA HQI CHU NGHIA VIET NAM

TRUONG CAO PANG DA LAT Poc 1ap — Tw do — Hanh phic

CHUONG TRINH PAO TAO
(Ban hanh kém theo Quyét dinh sé 469/0D-CPPL ngay 23 thang 8 nam 2023
ciia Hiéu truomg Trieong Cao dang Pa Lat)

Tén nganh: Cong ngh¢ thong tin

M4 nganh: 64802

Tén nghé (Tiéng Viét): Quan tri mang may tinh

Tén nghé (Tiéng Anh): Computer network administration
Ma nghé: 6480209

Trinh d dao tao: Cao ding

Hinh thirc dao tao: Chinh quy

Doi twong tuyén sinh: Tot nghiép THPT hoiic twong dwong
Thoi gian dao tao: 2,5 nim

1. Muc tiéu dao tao

1.1. Muc tiéu chung: Pao tao K su thuc hanh nghé Quan tri mang may tinh

1.2. Muc tiéu cu thé:

1.2.1 Kién thic, kj nang nghé nghiép:

* Kién thic: , ‘

- Trinh bay duoc céc kién thice co ban vé may tinh;

- Trinh bay duoc Kién thirc nén tang vé mang may tinh;

- Phan tich dwoc nhu cau sir dung hé théng mang cua khéach hang;

- Phan tich dwoc nhu cau nang cap, toi vu hoa hé théng mang.

- X&c lap dugc mo hinh, chinh sdch mang;

- Trinh bay dugc nguyén tac, phuong phap dé hoach dinh, thiét, ké va xay dyng,
cai dat va cau hinh, van hanh va quan tri, bao tri, sua chira va nang cap hé thong mang
may tinh;

- X4c dinh duoc chirc nang, hoat dong cua thiét bi mang trong hé théng;

- Trinh bay duoc quy trinh kiém tra cac thiét bi mang, théng mang;

- Trinh bay chinh xac ciu trdic va vai trd cua cac dich vu mang, cac kién thac mang
may tinh, quan tri mang;

- Xéc dinh dugc cac yéu cau khai thac, cap nhat dir liéu, tao bao céo trong phan
mem,

- M0 ta duoc cac budc lap bao céo vé hidu suat sir dung mang;

- Trinh bay duoc cac kién thirc co ban vé phat trién cac tng dung trén mang;

- X4c dinh dwgc mé hinh, hé thong mang can thiét cho viéc khai thac dich vu
CNTT;

- M6 ta duoc cach thiét ké va lap dit mang khdng day;

- Liét ké dugc cac nguy co, su ¢ méat an ninh, an toan di liéu cling nhu dé xuét
dugc céc giai phap xu 1y su ¢o; Phan loai duoc cac loai vi-rut va cdc phan mém diét vi-
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rut;

- Phan ‘gich, danh gia dugc mirc do an toan cua hé théng Mang va cac bién phap
bao vé hé thong mang;

- Xac dinh duogc quy trinh ban giao ca, ghi nhat ky cong viéc;

- Xac dinh duoc cac tidu chuan an toan lao dong;

- Trinh bay dugc nhiing kién thirc co ban vé chinh tri, vin hoa, x4 hoi, phép luat,
quoc phong an ninh, giao duc thé chat theo quy dinh.

* KY nang:

- Str dung dugc cong nghé thong tin co ban theo quy dinh;

- Khai thac duogc cc tng dung trén hé thong mang;

- Thiét ké, xay dung va trién khai dugc hé thong mang cho doanh nghiép nhoé va
trung binh;

- Cai dat, cAu hinh va quan tri duoc hé théng mang str dung hé diéu hanh may ch;

- Cai dat, ciu hinh va quan tri dugc cac dich vu: DNS, DHCP, RRAS, Web, Mail,

- Cau hinh chinh xac cac thiét bi mang théng dung: Switch, Router,...;

- Panh gia dugc hé thong bao mat, ma hoa duoc dir licu;

- Xay dung va trién khai dugc hé thong tuong lira bao vé hé théng mang;

- Bao tri, stra chira va nang cap duoc phan mém va phan cang cua hé thong mang;

- Xay dung duoc cc (ing dung don gian trén hé théng mang;

- Panh gia, lya chon duogc thiét bi hé thdng mang khong day;

- Bao dudng va khic phuc dugc 18i hé thdng mang khéng day;

- Kém cap, hudng din duoc cac tho bac thap hon;

- Ghi dugc nhat ky ciling nhu bao cao cong viéc, tién do cong viéc;

- Thyuc hién dugc céac bién phép v€ sinh cong nghiép, an toan lao dong;

- Giao tiép higu qua thdng qua viet, thuyét trinh, thao luan, dam phén, lam chu tinh
huong;

- Quan 1y nhom, giam sat duoc hé thong cong nghé thong tin vira va nho;

- Lap ké hoach, phan cong va giam sat dugc cong viéc cua nhom;

- Quan 1y duoc cac su ¢b va tinh hudng khan cép;

- Str dung duoc ngoai ngit co ban, dat bac 2/6 trong Khung nang Iuc ngoai ngir cua
Viét Nam; (rng dung dugc ngoai ngit vao cong viéc chuyén mon cua nganh, nghé.

1.2.2 Chinh tri, dao dirc, thé chdt va quéc phong

* Chinh tri, phap luét: , ‘ ‘

-Co hi€u bict mot so kien thirc pho thong vé Chu nghia Mac - L& nin, tu tuéng HO
Chi Minh; Hién phap va Phéap luat cua nha nudc;

- Nam viing quyén va nghia vu ciia ngudi cong dan nuée Cong hoa Xa hoi Chi
nghia Viét Nam;

- C6 hicu biét vé duong 10i phat trién kinh té cua Dang, thanh tyu va dinh huéng
phat trién cua nganh Céng nghé thong tin Viét Nam;

- Cé‘hiéu biét vé phong, chong tham nhiing; nguyén nhén, hau qua cua tham nhiing;
¥ nghia, tim quan trong cua cong tac phong, chong tham nhiing; trach nhiém cua cong
dan trong viéc phong, chong tham nhiing;

- Trung thanh vai su nghiép xay dung va bao vé To qubc X& hoi Chu nghia Viét
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Nam, thuc hi¢n day du trach nhiém, nghia vy ctia nguoi cdng dan; séng va lam viéc theo
Hién phap va Phap luat;

* Pao duc, tac phong cong nghiép:

- C6 hiéu biét vé truyén thong tot dep cua giai cip cong nhan Viét Nam;

- ,Hleu biét vé lich st phat trién, tam quan trong ciia nganh Cong nghé thdng tin
trén the gidi va tai Viét Nam;

- Yéu nghg, c6 kién thirc cong dong va tac phong lam viéc cua mot cong dan song
trong xa hoi cong nghiép, co 16i song lanh manh phu hop véi phong tuc tap quan va
truyén thong van hoa dan toc;

- Luén ¢ y thirc hoc tap rén luyén dé nang cao trinh d6, dap (ng yéu cau cua cong
VIEC.

* Thé chat, quéc phong: ’

- Bu stc khoé theo tiéu chuan cua B Y te;

- C6 hiéu biét vé cac phuong phap rén luyén thé chat;

- Hiéu biét nhitng kién thirc, K§ nang co ban can thiét trong chuong trinh Gido duc
quoc phong - An ninh;

- C6 y thirc to chuc ky luat va tinh than canh gidc cach mang, sin sang thuc hién
nghia vu bao vé To quoc.

1.3. Vi tri viéc 1am sau khi tét nghiép:

Sau khi t6t nghiép nguoi hoc c6 néng lyc dap tng cac yéu Cau tai cac vi tri viéc
lam ctia nganh, nghé bao gom:

- Phan tich va thiét ké hé thong mang;

- Lip dat, cAu hinh hé théng mang;

- Trién khai dich vu mang va quan tri d6i twong sir dung mang;

- Quan tri hé thong phan mém;

- Bao tri va stra chira hé théng mang;

- Quan tri mang may tinh;

- Giam sat hé thong mang.

- Khoi lugng kién thuc toi thieu, yéu cau ve nang lye ma nguoi hoc phai dat duoc
sau khi tot nghiép nganh, nghé Quan tri mang may tinh trinh d6 cao dang cd thé ticp tuc
phat trién ¢ cac trinh d6 cao hon;

- Ngudi hoc sau tét nghiép co nang lic tu hoc, tw cap nhat nhirng tién bo khoa hoc
cong nghé trong pham vi nganh, ngh€ dé nang cao trinh d6 hoac hoc lién thong Ién trinh
do cao hon trong cung nganh, nghé hoac trong nhom nganh, nghé hoac trong cung linh
vuc dao tao.

Nguoi lam viée trong nganh/nghé Quan tri mang mdy tinh lam viéc tai cac co quan,
don vi chuyén nganh, cdc co quan don vi hanh chinh sy nghiép, cac dich vu thudc cac
thanh phan Mang may tinh. Nguoi lam viéc trong nganh/nghe Quan tri mang may tinh
1a nguoi ¢6 kién thic ly thuyet rong, kién thirc thuc té can thiét, ky nang thyc hanh
chuyén sau, sang tao vao thuc té cong tac va tu hoc tap. Nguoi hanh nghé can phai c6
du sirc khoe, c6 tam vé nghé nghiép va c6 kha ning t6 chirc va quan 1y cong viéc.

2. Khoi hrong Kién thirc va thoi gian khoéa hoc:

- Sb lugng mén hoc, mo dun tdi thiéu: 28

- Khéi lwong kién thuc, ki ning t6i thiéu toan khoa hoc: 80 tin chi (2366 gio)
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e Khéi lwong cac mon hoc chung /dai cuong: 471 gio
e Khéi lwong cdc mén hoc, mé dun chuyén mon: 1895 gid
- Khéi lugng Iy thuyét: 547 gio; Thuc hanh, thyc tap, thi nghiém: 1704 gio; Kiém
tra: 115 gio.
3. Noi dung chwong trinh:

Thai gian hoc tap (gio)

Trong do
Thuc
MA Sé hanhA/
STT| MH/ Tén mén hoc, mé-dun tin|Téng|  [thwetap/
MD chi| s6 | LY | thi |Kiém
thuyét| nghiém/| tra
bai tap/
thao
luin
| | Ciac mon hoc chung/ dai cwong 21 | 471 | 184 261 26
1 | MHO1 | Giao dyc chinh tri 4 | 75 41 29 5
2 | MHOZ2 | Phap luat 2 | 30 18 10 2
3 | MHO3 | Tiéng Anh 5| 120 | 42 72 6
4 | MHO4 | Tin hoc 31| 75 15 58 2
5 | MHO5 | Gido duc thé chat 2160 | 5 51 4
6 | MHO06 | Gido duc quoc phongvaanninh | 3 | 75 | 36 35 4
7 | MHO7 | Bdo v¢ tai nguyén va moi truong | 2 | 36 27 6 3
I Czi‘c mon h(.;c, mo dun chuyén mén 59 | 1895 | 363 1443 89
nganh, nghé
1.1 | Cac m6n hoc, mo dun co sé& 11| 330 88 230 12

45 15 28
75 20 53

8 | MHO8 | Mang may tinh 2
2
75 20 53 2
2
4

9 | MHO09 | Lap trinh co ban

10 | MH10 | Co so dit ligu

11 | MH11 | K§ ning mém

12 | MH12 | Lap rap va bao tri may tinh
Mon hgc, m6 dun chuyén mon nganh,

45 13 30
90 20 66

WININININ

1.2 Xy Lo A 4411415| 235 | 1109 | 71
nghe bat bugc
13 | MH13 | Tiéng Anh chuyén nganh 21 75 | 25 46 4
14 | Mp14 | Chuyén dé 1:Quan tri mang 0 | 25 | 61 | 4
may tinh 1
15 | MH15 Quan tri co so dir liéu voi SQL o | 75 20 51 4
Server
16 | MH16 | Thiét ké va quan tri website 3] 90 | 25 61 4
17 | MH17 | K§ thuat dién — dién tir 41 90 | 30 56 4
18 | MH18 | Thiét ké, xdy dungmang LAN | 3 | 75 | 15 57 3
19 | MH19 Qua_m tri h¢ thong WebServer va 3| 75 15 57 3
MailServer
20 | MH20 | An toan mang 2 | 45 15 28 2




21 | MH21 Cau hinh va quan tri thiét bi 3| 75 15 57 3
mang
22 | MH22 | Cong ngh¢ mang khong day 2 | 45 15 28 2
23 | Mpp3 | Chuyén dé 2: Quan tri mang 3| 75| 15| 57 | 3
may tinh 2
24 | MH24 | H¢ diéu hanh ma ngudn m& 21 60 | 15 43 2
25 | MD25 | D6 an t6t nghiép (*) 5125 | 5 217 3
26 | MH26 | Thuc tap tot nghiép 7 | 320 0 290 30
Mo6n hgc, mé dun tw chon (Chon it
1.3 nht 4 tin chi) 4 | 150 | 40 104 6
27 | MH27 | PHP & MySQL 2 | 75 20 52
28 | MH28 Xay dung website st dung > | 75 20 52
Framework
Lap trinh tryc quan (VB.NET/
29 | MH29 C#NET) 2 | 75 20 52 3
30 | MH30 | Lap trinh Web (ASP.NET) 2 | 75 20 52 3
31 | MH31 | An toan va bao mat thong tin 2 | 75 20 52 3
32 | MH32 | Bao tri hé thong mang 2| 75 20 52 3
Tong cong 80| 2366 | 547 | 1704 | 115

* Ghi cha:

+ Thoi gian kiém tra cia mon hoc dwoc tinh vao gio Iy thuyét; thoi gian kiém tra
Cua mo dun duwoc tinh vao gio thuc hanh.

o F Sinh vién chu déng dang ky it nhat 4 tin chi trong danh muc cdc mé dun tir chon
de hoc.

4. Huéng din sir dung chwong trinh

4.1. Hwéng din xac dinh ndi dung va thai gian cho cac hoat dgng ngoai khoa:

- Qua trinh ddo tao can t6 chtc cac hoat dong ngoai khoéa nhu vin héa, vin nghé,
thé thao, tham quan da ngoai dé tang cuong kha nang giao tiép cho sinh vién. Ngoai ra
cﬁp trang bi cac dau sach, gido trinh tai thu vién dé phuc vu qué trinh nghién ciru cac
kién thire chuy@n mén va tim kiém thdng tin nghé nghiép trén mang Internet;

- PBé sinh vién c6 nhan thac day da vé nghé nghiép dang theo hoc, khoa phéi hop
cac don vi chirc nang bb tri, lap ké hoach tham quan mot s6 co so doanh nghiép dang
san xuat kinh doanh phu hop véi nghé dao tao;

- Thoi gian hoat dong ngoai khoa dugc bd tri ngoai thoi gian ddo tao chinh khoa.

4.2. Huwéng din to chirc kiém tra hét mon hoc, mé dun:

~ Thai gian va cach thitc t6 chac kiém tra hét mon hoc, mé dun dugc hudng dan cu
thé trong chuong trinh cta trtng mén hoc, mé dun.

4.3. Huwéng din xét cong nhan tét nghiép:

+ Ngudi hoc phai hoc hét chuong trinh dao tao trinh do cao ding cua nghé Quan
tri mang may tinh va phai tich liiy dt 6 mé dun hoac tin chi theo quy dinh trong chuong
trinh dao tao.

+ Sau khi tich liiy du sé tin chi hoic s6 gio caa mé dun/ mén hoc theo quy dinh
trong chuong trinh dao tao thi nguoi hoc du diéu kién dé xét tét nghiép theo quy dinh
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cua nha truong.

+ Can clr vao két qua xét céng nhan tét nghiép dé cap bang tt nghiép va cong
nhan danh hiéu k¥ su thuc hanh theo quy dinh.

4.4. Cac chu y khéc:

+ Cac md dun MP14, MP26, MP29 va cac mon hoc ty chon dwoc xay dyng dé
c6 thé lién két dao tao tai doanh nghiép cho phu hop véi diéu kién thuc té va nhu cau
viéc lam cua doanh nghiép tuyén dung.

Hang ndm cdn ctr vao nhu cau cua thi tredng lao dong va sy phét trién cua cac linh
vuc kinh té, xa hoi ciing nhu diéu kién cu thé cia Truong Cao dang Pa Lat. Hoi dong
khoa hoc nha trudng s& dé xuat diéu chinh ndi dung cac mén hoc, mé dun cho phu hop
V6i diéu kién thuc té,

HIEU TRUONG
(D3 ky)

Bui Quang Son
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CHUONG TRINH MON HQC MANG MAY TIiNH

Tén mén hoc: MANG MAY TiNH

Ma mén hoc: MHO8

Thaoi gian thue hién mon hoc: 45 gior (Ly thuyét: 15 gid; Thuc hanh, thi nghiém,
thao ludn, bai tap: 28 gio; Kiém tra 02 gio)

I. Vi tri, tinh chét ciia mén hoc:

1. Vi tri:

- Mdn hoc dugce bé tri hoc sau mdn hoc: Tin hoc

2. Tinh chit:

- L’él mon hoc co s¢ trong chuong trinh dao tao Trung cap, Cao dang Cong nghé
thong tin (Ung dung phan mém).

I1. Muc tiéu mon hoc:

1. Vé kién thuc:

- Trinh bay lich sir phét trién mang may tinh;

- Trinh bay céc loai mang may tinh;

- Trinh bay duoc phuong thirc van chuyén dit liéu theo md hinh tham chiéu OSI;

- Trinh bay vé dia chi IP;

- Trinh bay mét sé ¢éng nghé cia mang cuc bo (LAN);

- Trinh bay mét sé @ng dung co ban cia mang may tinh va Internet;

- Nhan biét duoc cac thiét bi mang;

2. Vé k¥ nang:

- Thiét ké, cai dat mang LAN cho mét sé t6 chic doanh nghiép;

- Quan ly cac tai nguyén, hoat dong trong mang cuc bo caa mot té chic;

3. Vé ning lyc ty cha va trach nhiém:

- Co6 kha nang ty nghién cutru, ty hoc, tham khéo tai li¢u lién quan dén mén hoc dé
van dung vao hoat dong hoc tap.

- Van vdung duoc cac kién thuc tu nghién C}ﬁ:u, hoc tap va kién thuec, k¥ nang da
dugc hoc dé hoan thién cac ky ning lién quan dén mon hoc mot cach khoa hoc, diung
quy dinh.

I11. Noi dung mon hoc:

1. Nbi dung tong quét va phan bo thoi gian:

Thoi gian ( gio)
' Thuc
50 Tén chwong, muc Téng Ly hanh, thi | iem
T ) thuyét nghi¢m, tra*
thao luan,
bai tap
1 | Chuong 1: Gié¢i thi€éu mang 5 2 3 0
1. Lich str cua mang may tinh. 0.75 0.25 0.5 0
2. Céc loai mang may tinh. 0.75 0.25 0.5 0
2.1. Mang cuc bd LAN ( Local
Area Network)



22. Mang d6 thi MAN (
Metropolitan Area Network)

2.3. Mang dién rong WAN( Wide
Area Network)

2.4. Mang Internet

3. M0 hinh xtr Iy mang.

3.1. M6 hinh xtr Iy mang tap trung
3.2. M6 hinh xir Iy mang phan phdi
3.3. Mo hinh xtr ly mang cOng tac
4. M6 hinh quéan 1y mang.

4.1. Workgroup

4.2. Domain

5. M6 hinh Ung dung mang.

5.1. Mang ngang hang( Peer to
peer)

5.2. Mang khéach chu ( Client-
server)

6. Dich vu mang.

7. Loi ich thuc tién ctia mang.
Chuong 2: M6 hinh tham chiéu
OSI

1. Gi6i thiéu mo hinh OSI.

1.1. Khéi ni€m giao thirc( Protocol)
1.2. Céc 6 chirc dinh chuan

1.3. M6 hinh OSI

1.4. Chtic nang cua cac lop trong
mo hinh tham chiéu OSI

2.Qua trinh xr Iy va van chuyén goi
dir ligu.

2.1. M6 hinh xur ly

2.2. Quy trinh dong goi dir liéu
3.Mb hinh tham chiéu TCP/IP

3.1. Cac 16p cua md hinh tham
chiéu TCP/IP

3.2. Cac budc dong goi dir licu
trong mo hinh TCP/IP

Chuong 3: Dia chi IP

1. Téng quan vé dia chi IP.

2. Gi6i thiéu vé cac 16p dia chi IP.
2.1.Lép A

22.Lép B

23.Lép C

24.LépD vaE

2.5. Vi du cach trién khai dat dia
chi IP cho mét hé théng mang

3. Chia mang con.
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Chuwong 4: Phwong tién truyén
din va cac thiét bi mang

1. Gi6i thiéu vé moi trudng truyén
dan.

1.1. Khai niém

1.2. Tén s truyén thong

1.3. Céac dac tinh ctia phuong tién
truyén dan

2. Cac loai cap mang.

2.1. Céap dong truc

2.2. Céap xoan ddi

2.3. Cap xoan d6i c6 vo boc chdng
nhiéu STP

2.4. Cap xoan doi khong co vo boc
chbng nhiéu UTP

2.5. Céap quang

2.6. Cac k¥ thuat bAm cap mang

3. Pudng truyén vé tuyén.

3.1. Song vo tuyén

3.2. Song viba

3.3. Hong ngoai

4.Céc thiét bi mang.

4.1. Card mang( Adapter)

4.2. Modem

4.3. Repeater

4.4. Hub

4.5. Bridge

4.6. Switch

4.7. Wireless Access Point

4.8. Router

Kiém tra Chuong I+ II+III+IV
Chuwong 5: Kién triic va cong
nghé mang LAN

1. Kién trac mang.

1.1. Mang tuyén ( Bus)

1.2. Mang sao ( Star)

1.3. Mang vong( Ring)

1.4. Mang két hop( star ring)

2. Giao thuc truy cdp moi truong
truyén.

2.1. CSMA/CD

2.2. Token Bus

2.3. Token Ring

3. Cong nghé mang LAN.

3.1. Ethernet

3.2. FDDI
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Chuong 6: Internet

1. Téng quan vé Internet.

1.1. Khai niém vé Internet

1.2. Stir dung Internet

1.3. Tim hiéu vé Internet

1.4. Cac dich vu Internet

2.Dich vu World Wide Web.

2.1. Cac hoat dong chinh cua trang
Web

2.2. G161 thi¢u mo6 hinh hoat dong
cua Web

2.3. Khido siat Web Brower-
Internet Explorer

3.Tim kiém thong tin trén Internet.
3.1. Mot sé khai niém: Search
Engine, Meta- search engine, ...
3.2. Nguyén tic chung trong tim
kiém

3.3. Mot sb van dé khi tim kiém

4. Trinh quan ly mail Outlook
Express.

4.1. St dung Outlook Express

4.2. Cai dat Outlook Express

4.3. Thiét 1ap tham sd email trong
Outlook Express

4.4. Quan 1y hop thu trong Outlook
Express

Kiém tra
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1. Noi dung chi tiét:
Chuong 1: Gidi thi¢éu mang
1. Muc tiéu:

2. Noi dung chuong

2.1.
2.2.

2.2.1.
2.2.2.
2.2.3.
2.2.4.

2.3.

2.3.1.
2.3.2.
2.3.3.

Lich su ciia mang may tinh.
Céc loai mang may tinh

Mang cuc bo LAN ( Local Area Network)

Mang d6 thi MAN ( Metropolitan Area Network)

Mang dién rong WAN( Wide Area Network)

Mang Internet

M0 hinh xtr Iy mang

M0 hinh xtr ly mang tap trung
M3 hinh xtr Iy mang phan phdi
Mo hinh xtr Iy mang cdng tac

11

Thoi gian: 05 gio

Trinh bay duoc su phat trién va loi ich thyc tién cia mang may tinh;
Trinh bay dugc cac mo hinh, dich vu mang;
Phén loai va xac dinh duoc cac kiéu thiét ké mang may tinh théng dung;
— (€0 thai d6 nghiém tuc, chiu kho tim toi hoc hoi.




2.4. MO0 hinh quan Iy mang
2.4.1. Workgroup
2.4.2. Domain
2.5. MO0 hinh trng dung mang
2.5.1. Mang ngang hang( Peer to peer)
2.5.2. Mang khach chu ( Client- server)
2.6.  Dich vu mang
2.7.  Loi ich thuc tién ciia mang
Chuwong 2: M6 hinh tham chiéu OSI Thoi gian : 02 gio
1. Muc tiéu:
— Trinh bay duoc cac khai niém ctia mé hinh OSI va phuong thirc giao tiép TCP/IP;
— Trinh bay dugc qua trinh xir Iy va van chuyén mot goi tin trong hé théng mang méy
tinh;
— Trinh bay phuong thirc hoat dong cua TCP/IP;
— Phan biét dugc chirc ndng nhiém vu cua tung 16p trong mo hinh tham chiéu OSI;
— Phan biét dugc cac budc dong goi, van chuyén dir 1iéu trong TCP/IP;
— (€06 thai d6 nghiém tuc, chiu kho tim toi hoc hoi.
2. Noi dung chuong
2. 1. Gi6i thi€éu moé hinh OSI

2.1.1. Khai niém giao thirc( Protocol)

2.1.2.  Céc to chic dinh chuén

2.1.3. M0 hinh OSI

2.14. Chtic niang cua cac 16p trong mé hinh tham chiéu OSI

2.2. Qua trinh xtr 1y va van chuyén géi dir liéu

2.2.1. M0 hinh xtr 1y

2.2.2. Quy trinh dong goi dit liéu

2.3 M0 hinh tham chiéu TCP/IP

2.3.1.  Cac10p cia mo hinh tham chiéu TCP/IP

2.3.2. Céc budc dong goi dir licu trong mo hinh TCP/IP
Chuong 3: Dia chi IP Thoi gian: 09 gio

1. Muc tiéu:
— Trinh bay duoc ciu trac dia chi IPv4;
— Trinh bay dugc cac 16p dia chi IP;
— Pat duogc dia chi IP cho cac may tram mdt cach khoa hoc, chinh xac;
— Phan chia duoc mang con trong mét hé thong mang LAN;
— Co thai do ti mi, chinh xac, khoa hoc.
2. Noi dung chuong
Téng quan vé dia chi IP
Gi061 thiéu céc 16p dia chi IP
1. LoépA
2. LopB
3. LopC
4. LopD vaE
5. Vi du cach trién khai dat dia chi IP cho mot hé théng mang
Chia mang con
hwong 4: Phwong tién truyén din va cac thiét bi mang Thoi gian: 13 gio
Muc tiéu:

2. 1.
2. 2.
2. 2.
2. 2.
2. 2.
2. 2.
2. 2.
2. 3.
C
1.
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— Trinh bay duoc tac dung ctia cac phuong tién truyén dan;

— Lép rap duoc cac thiét bi trong mot hé théng mang LAN;

— Khao sat mot sd thiét bi quan trong nhu: Hub, Repeater, Bridge, Router, Switch....
v6i day du cac thong sd;

— Co thai d6 nghiém tdc, chu dong tim toi, hoc hoi.
2. Noi dung chuong

1. Gi6i thiéu vé méi trudng truyén dan

1.1. Khainiém

1.2.  Tan s6 truyén thong

1.3.  Céac dic tinh cua phuong tién truyén din
.2 Céc loai cap mang

2.1. Cép dong truc

2.2, Cap xoan doi

2.3.  Cép xoan ddi c6 vo boc chéng nhiéu STP
2.4.  Cép xodn doi khong c6 vo boc chong nhidu UTP
2.5. Céap quang

2.6. Céc k¥ thuat bAm cap mang

3. Puong truyén vo tuyén

3.1.  Soéng vo tuyén

3.2. Song viba

3.3. Hong ngoai

4. Céc thiét bi mang

4.1.  Card mang( Adapter)

INESESENESE SECESE SECN SN SENE SN SRS SE SR CENESE SN

4.2.  Modem

4.3. Repeater

4.4. Hub

45. Bridge

4.6. Switch

4.7.  Wireless Access Point

4.8. Router

Kiém tra

Chuwong 5: Kién tric va cong nghé mang LAN Thoi gian: 02 gio
1. Muc tiéu:

— Trinh bay vé céc kién trac mang;
— Trinh bay cac giao thirc truy cap dudng truyén mang;
— Trinh bay cong ngh¢ Ethernet, FDDI trong mang LAN;
— Trién khai duoc mot $6 hé théng mang don gian;
— Thai d6 tich cuc chu dong hoc hoi.

2. No1 dung chuong

2.1. Kién trac mang( Topology)

2.1.1.  Mang tuyén ( Bus)

2.1.2.  Mang sao ( Star)

2.1.3. Mang vong( Ring)

2.1.4.  Mang két hop( star ring)

2.2. Giao thuc truy cap moi truong truyén

2.2.1. CSMA/CD

2.2.2.  Token Bus

2.2.3.  Token Ring

13



2.3. Cong ngh¢ mang LAN
2.3.1.  Ethernet

2.3.2. FDDI
Chuong 6: Cac dich vu trén Internet Thoi gian: 14 gio
1. Muc tiéu:

— Trinh bay duoc cong dung, phuong thirc hoat dong ctia mét sb dich vu trén mang
Internet;
— Cai dat va sir dung cac trinh duyét Internet thong dung;
— St dung duogc dich vu WWW dé quan 1y, truy cdp, tim kiém va khai thac théng tin
trén mang internet;
— St dung dugc mot s6 dich vu truyén file FTP trén mang;
— St dung dugc mot s6 dich vu thu dién tur;
— C0 thai do cha dong, tich cuc.
2. Noi dung chuong
2. 1. Téng quan vé Internet
.1.1.  Khai niém vé Internet
.1.2. S dung Internet
.1.3.  Tim hiéu vé Internet
.1.4.  Cac dich vu Internet
. 2. Dich vu World Wide Web
.2.1.  Céc hoat dong chinh cta trang Web
.2.2.  Gidi thi€u mo hinh hoat dong cua Web
2.2.3. Khao sat Web Brower- Internet Explorer
2..3.1. Truy cap vao cac Web Site
2..3.2. Luu hinh va ndi dung van ban tir trang Web
2.2.3.3. Intrang Web
2.2.3.4. Lién két dén cac trang Web khac
2.2.3.5. Download
2.2.3.6. Luu trir dia chi cac trang Web thuong truy cap
2.3. Tim kiém thong tin trén Internet
2.3.1. Mot s6 khai niém: Search Engine, Meta- search engine, ...
.3.2.  Nguyén tic chung trong tim kiém
.3.3. Mot s van d¢ khi tim kiém
4. Trinh quan ly mail Outlook Express
.4.1. S dung Outlook Express
.4.2.  Cai dat Outlook Express
.4.3.  Thiét lap tham sb email trong Outlook Express
.4.4.  Quan 1y hdp thu trong Outlook Express
* Kiém tra
IV. Piéu kién thuc hién mon hec:
1. Phong hoc chuyén mon hoa/ nha xudng:
- Hoc tai xuong thuc hanh may tinh.
2. Trang thiét bi may méc:
- May tinh c6 cai dat san hé diéu hanh tir Windows Xp tré [én, may chiéu Projector.
- Thiét bi mang: Card, Bo dinh tuyén, Hub, diu RJ45, Cap mang, Kim bam
3. Hoc liéu, dung cu, nguyén vat liéu:
- Vat liéu:

NN DNDNDDNDNDDNDDN

NNDNPNDDNDDNDDN
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+ Phong thuc hanh dat chuan;
+ Gidy vé A4, A3, but da mau, muc in;
+ Dia cai dat Windows 2000 server tré [én, Windows XP tro 1én;
+ Cép, day mang.
- Dung cu va trang thiét bi:
+ Phan, bang den;
- Hoc liéu:
+ C4c slide bai giang;
+ Tai liéu huéng dan mén hoc Mang may tinh;
+ Gido trinh Mang may tinh.
+ Phan mém Microsoft Office 2010 tro 1én.
V. N§i dung va phwong phap danh gia:
1. No6i dung:
- Kién thire: Pugc danh gid qua bai viét, kiém tra van dap hodc tréc nghiém, tu luan,
thuc hanh dat cac yéu cau:
+ Trinh bay dugc cac md hinh mang;
+ Trinh bay duoc cac giao thirc truyén trong hé théng mang;
+ Trinh bay chuan doan va sira chita cac sy ¢ co ban trén hé thong trén mang;
+ Trinh bay r6 céc kién thirc co ban vé thiét bi mang;
+ Trinh bay duoc quy trinh cai dat hé diéu hanh mang.
- K§ nang:
banh gia ky nang thuc hanh cuaa hoc sinh:
+ Thiét ké cac md hinh két n6i mot hé théng mang LAN:;
+ Thao tac duoc Ky thuat bdm cap mang;
+ Cai dat va cau hinh giao thicc mang TCP/IP;
+ Kiém tra va chinh cé4c su cé don gian trén mang;
+ Phu trdch quan ly mot mang may tinh tai co quan xi nghiép;
+ Khai thac dich vu Internet;
+ Cai dat hé diéu hanh mang.
- Néng lyc ty chu va trach nhiém: Véan dung duoc cac kién thirc tu nghién ciru, hoc tip
va kién thtre, k¥ ning da duoc hoc dé hoan thién cac k¥ ning lién quan dén mon hoc
mdt cach khoa hoc, ding quy dinh
2. Phuong phap:
- Kiém tra dinh ky:
+ S bai: 4 bai kiém tra dinh ky
+ Thoi gian: 45 phat/ bai.
+ Hinh thuc: tu luan, trac nghiém hoac thuc hanh
- Kiém tra két thdic mén hoc:
+ Hinh thac: thyc hanh.
+ Thoi gian: tir 120 phat dén 150 phuit.
VI. Hwéng din thuc hién moén hoc:
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1. Pham vi ap dung mon hoc: Chuong trinh mon hoc dugc s dung dé giang day cho
trinh d6 Cao dang Cong nghé théng tin (tng dung phan mém) va tai liéu tham khao cho
cac nganh ky thuat khac.
2. Huéng dan vé phuong phap giang day, hoc tip mén hoc:
- Bdi véi gido vién, giang vién:
+ Gido vién trudc khi giang day can phai can ctr vao noi dung cua tung bai hoc
chuan bi day du cac dicu kién thuc hi¢n tgai hoc dé dam bao chﬁt luong giang day;
+ Khi thuc hién chuong trinh mén hoc can xac dinh nhitng diém kién thirc co ban,
xac dinh r6 cac yéu cau ve kien thuc, ky nang ¢ tirng ndi dung; o
+ Cﬁnrlién hé kien thac véi thuc té san xuat va doi song, dac biét 1a cac phan mém
thyc t€ sur dung mang Internet c6 hiéu qua;
+ Phat van cac cau hoi;
+ Phan nhom cho cac hoc sinh thuc hién tinh toan trén may tinh ;
- P6i voi ngudi hoc:
+ Hoc sinh trao ddi véi nhau, thuc hién céc bai thuc hanh va trinh bay theo
nhom;
+ Thuyc hién cac bai tap thuc hanh duoc giao.
3. Nhitng trong tdm can chu y:
- Chwong 2: M6 hinh tham chiéu OSI
- Chuong 3: bia chi IP
- Chuong 4: Phuong tién truyén dan va cac thiét bi mang
- Chuong 5: Kién tric va cong nghé mang LAN
4. Tai liéu tham khao:
[1] Gido trinh quan tri mang — tir website www. ebook4you.org; ‘
[2] Ngb6 B& Hung - Pham The Phi (2005), Giao trinh mang mdy tinh Dai hoc Can Tho;,
[3] Nguyén Thic Hai (2000), Gido trinh Mang may tinh va cac hé thong mé, Nha xuat
ban Giéo duc.
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CHUONG TRINH MON HOQC LAP TRINH CO BAN

Tén mén hoc: LAP TRINH CO BAN

Ma moén hoc: MHO09

Thoi gian thye hién mon hoc: 75 gior (Ly thuyét: 20 gio; Thuc hanh, thi nghiém,
thdo ludn, bai tap: 53 gio; Kiém tra 2 gio)

I. Vi tri, tinh chét ciia mén hoc:

1. Vi tri: Mén hoc nay duoc bé tri sau mén hoc: Tin hoc cin ban.

2. Tinh chat: Lap trinh co ban 1a mdn hoc co s¢ &p dung cho trinh d6 Trung cap,
Cao dang Cdng nghé thong tin.

I1. Muc tiéu mon hoc:

1. Vé kién thuc:

- Cung cap cho hoc sinh, sinh vién nhitng khai niém co ban vé ngén ngir 1p trinh

C/C++: cau lénh, tir khda, cl phap, cach khai bao va st dung bién, ham va céc cau tric
Iénh trong ngdn ngir C/ C++;

- Trinh bay dugc ¥ nghia, cach khai bao, cach truy xuat vai mét s6 cau tric dix ligu;

- Trinh bay duoc mot s6 thuat toan dé xir Iy mot sé yéu cau don gian;

2. Vé k¥ nang:

- Cai dat dugc mot s6 chuong trinh ing dung don gian bang ngdn ngit lap trinh
C/C++;

- Viét, chinh sira, thuc thi duoc céac chuong trinh C/C++ ¢6 san;

3. V& ning luc ty chu va trach nhiém:

- C6 kha nang tu nghién ctru, tu hoc, tham khao tai liéu lién quan dén mon hoc dé van
dung vao hoat dong hoc tap. , ’

- Van dung dugc cac kién thuce ty nghién ctru, hoc tap va kién thirc, k§ nang da dugc
hoc d€ hoan thién cac k¥ nang lién quan dén moén hoc mét cach khoa hoc, diing quy dinh.

I11. N¢i dung mon hoc:

1. Noi dung tong quat va phan bo thoi gian:

Thai gian (gio)
, Thuc
50 Tén chwong, muc Tong | Ly hanh, thi | igm trax
I s6 | thuyét nghi¢m,
thao luan,

bai tap
1 | Tong quan vé ngbn ngit C/ C++ 3 2 1 0
Gii thiéu ngon ngtr C/ C++ 0.5 0.5 0 0
Cac thao tac co ban 15 1 0.5 0
Str dung trg giup 1 0.5 0.5 0
2 | Céc thanh phan co ban 9 5 4 0
Tur khéa va ki hiéu 0.5 0.5 0 0
Céc kiéu dit liéu so cap 2 1 1 0
Bién, hang, biéu thac 2 1 1 0
Cau trtic chuong trinh 2 1 1 0
Cau lénh 15 1 0.5 0
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Thuc thi chuong trinh
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Cac lénh c6 cau tric
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Cau tric ré nhanh

CAu trac lva chon

Cau tric lap

Cac lénh Break, Continue

Kiém tra bai I+11+111

Ham

Khai niém ham

Xay dung ham

Cé4c tham s6 cua ham

Ham d¢ quy

Mang

Khéi niém mang

Khai bao mang
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Truy xuat mang

Con tro

o

Khai niém con tro va dia chi

o

Khai bao va st dung con tro

Con tré va mang 1 chiéu

Con tro va ham.

Chudi ky tu
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Chwong 1: Tong quan vé ngdn ngir C/ C++

1. Muc tiéu:

2. Noi dung:

Chuong 2: Cac thanh phin co ban

2.1. Gidi thiéu ngon ngir C/ C++

2.1.1. Lich st phat trién
2.1.2. Su can thiét

2.2. Cac thao tac co ban
2.2.1. Khéi dong

2.2.2. Thoat khoi

2.2.3. Tao méi, ghi mot chuong trinh C/ C++

2.3. Str dung tro gidp

18

Trinh bay duoc lich st phét trién caa ngdn ngit C/ C++;
Trinh bay dugc nhitng tng dung thyc té ciia ngdn ngit l4ap trinh C/ C++;
Thao tac thanh thao trén méi truong phat trién C/ C++;
Str dung duoc hé théng tro gip ctia phan mém C/ C++;
Chu dong tim hiéu cac tinh nang ctia ngon ngitr C/ C++.

Thot gian: 3 gio

Thei gian: 9 gio



1. Muc tiéu:
- Trinh bay duoc cac khai niém: tap ki tu, tir khoa, kiéu dir liéu, bién, hang, biéu thic,
cau lénh, khéi 1énh trong ngdn ngir C/ C++;
- Trinh bay duoc ciu tric, phuong thirc thuc thi cia mot chuong trinh C/ C++;
- Viét duoc mot sb doan chuong trinh cu thé dé thuc hién céc yéu cau don gian;
- Nghiém tc, ti mi trong viéc tiép nhan céac kién thirc va ap dung vao thuc hanh.
2. No6i dung:
2.1. Tukhoa va ki hiéu
2.1.1. Tu khéa
2.1.2. Ky hiéu
2.1.3. Tap ky hié¢u
2.2. Céc kiéu dir liéu so cap
2.2.1. Kiéu sb nguyén
2.2.2. Kiéu diu phay dong
2.2.3. Kiéu ky tu
2.3.  Bién, hang, biéu thuc
2.3.1. Phan loai, khai b4o va sir dung bién
2.3.2. Hang
2.3.3. Biéu thtic
2.4. Cau trdc mot chuong trinh
2.4.1.Tién xt ly va bién dich
2.4.2. Cau triic mot chuong trinh C
2.4.3. Cac thu vién thong dung
2.5. Caulénh
2.5.1. Khai niém
2.5.2. Lénh gan va Iénh gop
2.5.3. Nhap va xuat di liéu
2.6. Thyc thi chuong trinh
Chuwong 3 : Cac lénh cau truc Thoi gian: 16 gio

1. Muc tiéu:

— Trinh bay duoc ¥ nghia, ¢t phap cua cac cau trdc lénh;
— Viét dugc mot s6 doan chuong trinh cu thé dé thuc hién cac yéu cau don gian;
— Nghiém tuc, ti mi, sdng tao trong qua trinh hoc va van dung vao thuc hanh.

. Noi dung:

. 1. CAu trdc ré nhanh

. 1.1. Dang day du

. 1.2. Dang khong day du
. 2. CAu trac lya chon

. 2.1 Khai niém

. 2.2 CU phéap

. 3. Cau trdc lap

. 3.1. Cu trtc lap For

. 3.2. Cau trac lap While, Do while
. 4. Cac lénh dac biét
.4.1. Lénh Break

. 4.2. Lénh Continue

NPNPDPNDNPNDPDPNDNDDNDPNDDNDDNDDNDDND DN
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* Kiém tra

Chuwong 4: Ham Thoi gian: 14 gio
1. Muc tiéu:
— Trinh bay dugc khai niém, phan loai ham;
— Trinh bay duoc qui tic xay dung ham, cach sir dung ham trong mét chuong trinh;
— Trinh bay duoc khai niém tham s, tham tri va cach truyén tham sé;
- Viét duoc mot s6 ham don gian va sir dung cac ham d6 trong cac chuong trinh cu
the;
— Nghiém tuc, ti mi, sang tao trong qua trinh hoc va van dung vao thuc hanh.
2. No6i dung:
2.1. Khai niém ham
2.1.1. Khai niém va phan loai
2.1.2. Quy tac hoat dong cua ham
2.2. Xay dung ham
2.2.1. Dinh nghia ham
2.2.2. Str dung ham
2.3. Céac tham s6 caa ham
2.3.1. Phan biét cac loai tham sb
2.3.2. Cach truyén tham sb
2.4. Ham dé quy
2.4.1. Khai ni¢m d¢ quy
2.4.2. Cac bai toan dung d¢ quy
2.4.3. Cach xay dung ham d¢ quy
2.4.4. Cac vi du vé ham dé quy

Chuong 5 : Mang Thot gian: 10 gio
1. Muc tiéu
— Trinh bay dugc khai niém mang, phan loai, cach khai b4o mang;
— Thuc hién céch truy xuét véi cac phan tr caa mang;
— Viét duoc cac chuong trinh thuc hién c4c thao tac truy xuat trén mang;
— Nghiém tuc, ti mi, sang tao trong qua trinh hoc va van dung vao thuc hanh.
2. Noi dung:
2.1. Khai niém mang
2.2. Khai bao mang
2.3. Truy xuat mang
2.3.1. Truy xuat mang 1 chiéu
2.3.2. Truy xuat mang 2 chiéu

Chuwong 6 : Con tré Thot gian: 12 gio
1. Muc tiéu:

— Trinh bay dugc khai niém vé con tro va dia chi cua con tro;

— Khai bao con tro, cach truy xuit gia tri cho cac nut;

— Viét duoc cac chuong trinh thuc hién cac thao tac truy xuat trén ddi tugng kiéu con
tro, két hop duoc con tré véi mang va ham;

— Nghiém tuc, ti mi, sang tao trong qua trinh hoc va van dung vao thuc hanh.
2. Noi dung:
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2.1. Khai niém vé con tré va dia chi

2.2. Khai bao va sir dung bién con tro
2.2.1. Khai bao bién con tro

2.2.2. Céc thao tac trén con tro

2.2.2.1. Géan dja chi cua bién cho con tré
2.2.2.2. N6i dung caa 6 nhé con tro chi toi
2.2.2.3. Cap phat va giai phong viing nhé
2.2.2.4. Mot s6 phép toan

2.3. Con tro va mang 1 chiéu

2.3.1. Phép toan lay dia chi

2.3.2. Tén mang la 1 hang dia chi

2.3.3. Con tré tro t6i cac phan tir cia mang 1 chiéu

Chuong 7 : Chudi ky tw Thoi gian: 11 gio
1. Muc tiéu:
— Trinh bay duoc khai niém vé kiéu dir liéu chudi ky tu;
— Khai bao bién chudi, cach thao tac trén chudi:
Viét dugc cac chuong trinh thuc hién mét sé thao tac xu ly cac chudi ky tu ;
— Nghiém tuc, ti mi, sang tao trong qua trinh hoc va van dung vao thuc hanh.
2. No6i dung:
2.1. Khai niém
2.2. Khai bao
2.2.1. Khai béo theo mang
2.2.2. Khai bao theo con tro
2.3. Céc thao tac trén chudi
2.3.1. Nhap chudi tir ban phim
2.3.2. Xuat chudi ra man hinh
2.3.3. Mot s6 ham xir ly chudi
* Kiém tra
IV. Piéu kién thuc hién mon hoc:
1. Phong hoc chuyén mon hoa/nha xudng: Phong thuc hanh may tinh
2. Trang thiét bi may moc: May chiéu, may tinh cai dat phan mém C/ C++.
3. Hoc liéu, dung cu, nguyén vat liéu: Gido trinh, tai liéu lap trinh C/ C++, bai tap thuc
hanh mon 1ap trinh C/ C++;
V. Nogi dung va phwong phap danh gia:
1. Noi dung
- Kién thirc:
+ Nén tang cua ngbn ngit C/ C++: cau tric chuong trinh, kiéu dit liéu, toan ti,...
+ CAu Iénh c6 cau tric: R& nhanh, lua chon, lap;
+ CAu tric ham, xay dung ham, truyén tham sé;
+ Khai béo, truy xuat cac phan tir mang;
+ Khai b4o bién con tré, thao tac trén con tro;
+ Xtr ly chudi ky tu.
- K¥ ndng:
+ Tao va thuc thi cac chuong trinh (rng dung C/ C++;
+ Ap dung cac ciu tric 1énh dé viét dugc mot s6 chuong trinh xir Iy yéu cau don
gian;
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+ Viét mot s6 ham don gian va st dung trong céc ang dung;
+ Viét cac tng dung nho vai con tro;
+ Xir ly dir liéu trén mang va xau ky tu.
- Néng lyc ty chu va trach nhiém: Van dung dugc cac kién thirc ty nghién ctru, hoc tap
va kién thuc, k§ nang da dugc hoc dé hoan thién cac k¥ nang li€én quan dén mon hoc
mot cach khoa hoc, dung quy dinh
2. Phuong phép:
- Kiém tra dinh ky:
+ Sb bai: 2 bai kiém tra dinh ky
+ Thoi gian: 45 phat — 90 phut/ bai.
+ Hinh thirc: tu luan, tric nghiém hoic thuc hanh.
- Kiém tra két thdic mon hoc:
+ Hinh thac: thuc hanh.
+ Thoi gian: tir 90 phat dén 120 phut.
VI. Huéng dan thue hién mén hoc:
1. Pham vi ap dung mon hoc:
Chuong trinh mon hoc duoc sir dung dé giang day cho hoc sinh, sinh vién Trung cap,
Cao dang Cong ngh¢ thong tin.
2. Hudng dan vé phuong phéap giang day, hoc tap mén hoc:
- B4i véi gido vién, giang vién:
+ Giao vién truge khi giang day can phai can cir vao noi dung cua tieng bai hoc,
chuan bi day du cac dicu kién thuc hién bai hoc dé dam bao chat lwong giang day.
+ St dung phwong phéap phat van;
+ Phan nhém cho cac hoc sinh, sinh vién trao ddi vai nhau, trinh bay theo nhém.
- DP6i voi nguoi hoc:
+ Hoc sinh trao ddi véi nhau, thuc hién cac bai thuc hanh va trinh bay theo nhém;
+ Thuc hién céc bai tap thuc hanh dugc giao.
3. Nhitng trong tdm can chu y:
Chuong 2: Cac thanh phél’n co ban
Chuong 3: Céc Iénh c6 cau trac
Chuong 6: Con tro
Chuong 7: Chuoi ky tu
4. Tai liéu can tham khao:
[1] Lé Manh Thanh (2000), Giao trinh mon lap trinh C, NXB Giao duc.
[2] Nguyén Linh Giang, Nguyén Xuan Thuc, Lé Van Thai (2005), Giao trinh ky thugt
Igp trinh C, NXB Giéo duc.
[3] Ngb Trung Viét (1995), Giao trinh ngbn ngez Igp trinh C va C** , NXB Giao thong
van tai.
[4] B. Kernighan and D. Ritchie (1990), The C programming language, Prentice Hall.
5. Ghi cha va giai thich:
Co thé giang day noi dung ciaa mon hoc Lap trinh co ban trén moi truong ngdn ngir
lap trinh C++ thay cho ngdn ngir 1ap trinh C.
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CHUONG TRiINH MON HQC CO SO DU LIEU

Tén mon hoc: CO SO DU LIEU

Ma mén hgoc: MH10

Thoi gian thye hién mon hoc: 75 gior (Ly thuyét: 20 gio; Thyc hanh, thi nghiém,
thdo luan, bai tap: 53 gio; Kiém tra: 2 gio)

I. Vi tri, tinh chét ciia mén hoc:

1. Vi tri:

Co s& dir lidu 1a mdn hoc co so dao tao trinh d6 Trung cap, Cao dang Cong
nghé théng tin.
M6n hoc nay duoc bé tri sau mén hoc: Tin hoc.

2. Tinh chit: Co s dit liéu 1a mdn hoc co s& bit budc.

I1. Muc tiéu mon hoc:

1. Vé kién thuc:

— Trinh bay duoc nguyén ly thiét ké co so dir liéu quan hé;

— Trinh bay dugc cdc mé hinh dir liéu va cac cdng cu mo ta dir liéu;

— Trinh bay dugc c&c khai niém, tinh nang va cac phuong thirc xu ly dir liéu
cua hé quan tri co s dir liéu SQL.

2. Vé k¥ nang:

~— Sudung thanh thao cach xay dung cac rang budc, cac phu thuoc ham, cach
chuan hoa cac co so dit liéu quan hé;
— Thiét ké duoc mot s6 co sa dit liéu quan hé thong dung: quan Iy nhan sy,
quan ly ban hang, ...

3. Vé ning lyc ty cha va trach nhiém:

- Co6 kha nang tu nghién ctru, tu hoc, tham khao tai liéu lién quan dén mon hoc dé
véan dung vao hoat dong hoc tap.

- Van dung dugc cac kién thtrc ty nghién ctru, hoc tap va kién thuc, k¥ ning da
dugc hoc dé hoan thién cac k¥ ning lién quan dén mon hoc mét cach khoa hoc, dung
quy dinh.

I11. N¢i dung mon hoc:

1.Noi dung tong quét va phan bo thoi gian:

Thai gian (gio)
Thuc hanh,
STT Tén chwong, muc Tong Ly thi nghiém, | Kiém
s6 | thuyét | thao luan, tra
bai tap
1 | Chuong 1. M6 hinh quan hé 10 2 8
1:1. NguyénAnhﬁn ra doi cuia mo 0.5 0.5 0
hinh quan hé
1.2. Hé quan tri co so dir liéu 0.75 0.75 0
1.3. M6 hinh quan hé 4 0.5 3.5
1.4. M0 hinh thyc the két hop 5 0.5 45
2 | Chuong 2: Ngon ngir truy van
SoL 25 5 19 1
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2.1. Céch tao quan hé bang 5 L 4
SQL server
2.2. Cau lénh truy van 19 4 15
2.3. Kiém tra 1 0 0 1
3 | Chuong 3: Rang bugc toan ven 7 3 4
quan hé
3.41. R:ang bgoc toap ven - Cac 05 05 0
yéu to cua rang bugc toan ven
3.2. Phan loai rang bugc toan 6.5 95 4
ven
4 | Chuong 4: Phu thuoc ham 9 5 4
4.1. Khai niém phu thuéc ham 5 3 2
4.2. He luat dan Armstrong 4 2 2
5 | Chuong 5: Phu cta tap phu thudc 8 1 -
ham
5.1. Dinh pghiq 0.5 0.5 0
5.2. PhuAt0| \thleu cua mot tap 15 05 1
phu thuoc ham
5.3. Khda cua luge do quan hé 6 0 6
6 ICiiéll:IO‘ng 6. Chuan hoéa Co so dir 16 6 9 1
6.}1. Céc d?ng chuan cua lugc 12 5 7
do quan hé
6.2. Phép tach két noi bao toan 3 1 2
6.4. Kiém tra 1 0 0 1
Cong 75 20 53 2

2. Noi dung chi tiét:
Chuwong 1: M6 hinh quan h¢
1. Muc tiéu:

Trinh bay duoc cac khéi niém vé co so dir lidu, hé quan tri co so dit liéu va mo

2.1.
2.2.

hinh quan hé;

Thoi gian:10 gio

Thuc hién dung cac budc chuyén doi tir luge do co s dit lieu sang md hinh quan

hé dir liéu;

Ap dung cac phép toan dai s6 quan hé dé biéu dién trén luge d6 quan hé;
Nghiém tuc, ti mi trong viéc hoc va lam bai tap.
2. Noi dung chuong

Nguyén nhan ra doi cua mo hinh quan hé

Hé quan tri co so dir liéu

2.2.1 Cosodiliéulagi
2.2.2 Hé quan tri co so dir liéu la gi
2.2.3 Nguoi dung

2.3.

M® hinh quan hé

2.3.1 MO0 hinh quan h¢ la gi?

2.3.2

Céc khai niém co ban cia md hinh quan hé

2.3.3 Cac phép toan tap hop
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2.3.4 Cac phép toan quan hé

2.4. M0 hinh thuc thé két hop

2.4.1 Gidi thiéu mé hinh thuc thé két hop

2.4.2  Chuyén tir mé hinh thyc thé két hop sang lugc do co so dir

liu

Chuong 2: Ngon ngir truy van SQL Thoi gian: 25 gie

1. Muc tiéu:
— Trinh bay dugc cach xay dung co s¢ dir liéu trén SQL server;
— Néu duoc ciu tric cac cau lénh truy van SQL;
—  Xay dung duoc mot sé co s dir liéu trén SQL server;
— Viét cac cau Iénh truy van dén co so dir liéu bang SQL;
— Nghiém tuc, ti mi trong viéc hoc va lam bai tap.
2. Noi dung chuong
2.1 Cach tao quan hé bang SQL server
211 Céc budéc tao quan hé bang SQL server
2.1.2 Tao quan hé va nhap dir liéu
2.2 Cau lénh truy van
2.2.1  Biéuthtic
2.2.2 Cau lénh SQL
2.2.2.1  Truy véan dinh nghia di liéu
2.2.2.2  Truy van chon
2.2.2.3  Truy van nhém
2.2.2.4  Truy van ldong nhau
2.2.2.5 Truy van cap nhat dit liéu
2.2.2.6  Truy van hop
* Kiém tra
Chuwong 3: Rang bugc toan ven quan hé
1. Muc tiéu:

Thoi gian: 7 gio

— Trinh bay duoc khai niém, cach phan loai, cac yéu té rang budc toan ven;

—  Xay dung duoc cac rang budc dit lidu trong mot sb bai toan ¢
— Nghiém tuc, ti mi trong viéc hoc va lam bai tap.
2. No1 dung chuong

2.1 Rang budc toan ven-Céc yéu td cua rang budc toan ven

2.1.1 Rang budc toan ven

2.1.2  Céc yéu té cua rang budc toan ven

2.2 Phan loai rang budc toan ven

2.2.1 Rang budc toan ven lién bd

2.2.2 Rang budc toan ven vé phu thudc ton tai

2.2.3 Rang budc toan ven vé mién gia tri

2.2.4 Rang budc toan ven lién thudc tinh

2.2.5 Rang budc toan ven lién thudc tinh lién quan hé

2.2.6  Rang budc toan ven vé thudc tinh tong hop

Chwong 4: Phu thugc ham
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1. Muc

tiéu:

Trinh bay dugc cac khai niém phu thuoc ham;

Trinh bay duoc duoc thuat toan Satifies, hé luat dan Armstrong;

Trinh bay dugc cach mé ta cac phu thude ham dé ang dung vao cé4c bai toan tim
khoa, tim phu téi thiéu va chuan héa co so dit liéu;

Nghiém tuc, ti mi trong viéc hoc va lam bai tap.

2. Noi dung chuong

2.1

2.11
2.1.2
2.1.3

Khai niém phu thudc ham
Pinh nghia phu thugc ham
Phu thuéc ham hién nhién
Thuat toan Satifies

2.1.4 Céc phu thuoc ham c6 thé co

2.2 Hé luat dan Armstrong

2.2.1 Phu thudc ham duoc suy dién logic tir F

2.2.2  Hé luat dan Armstrong
Chuong 5: Phu caa tip phu thugc ham Thoi gian: 8 gior
1. Muc tiéu:

Trinh bay duoc cac khai niém vé phu thudc ham, khoa cia luge d6 quan hé;
Trinh bay duoc cach tim tap phu thuoc ham tdi thiéu trong bai toan;

Xac dinh duoc day du va chinh xéac céc khoa cia cac lugc dd co so dir liéu.
Nghiém tac, ti mi trong viéc hoc va lam bai tap.

2. Noi dung chuong

1. Dinh nghia
2. Phu téi thiéu cua mot tap phu thuoc ham
2.1. Phu thudc ham c6 vé trai du thura
2.2. Phu thuéc ham c6 vé phai mot thudc tinh
2.3. Tap phu thugc ham khong du thira
2.4, Tap phu thuéc ham téi thiéu
3. Khoda cua luge do quan hé
3.1. Dinh nghia
3.2. Thuat toan tim tit ca cac khoa
Chwong 6: Chuan héa Co sé dix liéu Thoi gian: 16 gior
1. Muc tiéu:
— Trinh bay duoc cac khai niém vé cac dang chuan cua luge do quan hé, cac phép
tach, két noi bao toan dix liéu;
— Trinh bay dugc cach thiét ké co s& dit liéu bang cach phan ra;
— Thiét ké, chuan héa mot sb luge d6 quan hé cu thé;
— Nghiém tuc, ti mi trong viéc hoc va lam bai tap.
2. Noi dung chuong
2.1  Dang chuan cua luge d6 quan hé

2.1.1 Dang chuan mét
2.1.2 Dang chuén hai
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2.1.3 Dang chuan ba

2.1.4 Dang chuan Boyce — Codd

2.2 Phép tach két néi bao toan

2.2.1 Phép tach két ndi bao toan thdng tin

2.2.2 Phép tach két ndi bao toan phu thuéc ham

* Kiém tra
IV. Piéu kién thuc hién mén hec:
1. Phong hoc chuyén méon hoéa/ nha xuong: Pay du anh sang. Phong day tich hop.
2. Trang thiét bi may méc: Bang trang; May chiéu, bat trinh chiéu; 1 may tinh/ sinh vién,
mang internet.
3. Hoc ligu, dung cu, nguyén vat ligu: Gido trinh, tai ligu vé Co s dit ligu, mot s6 co s6
dit lieu thyc tien; BUt bang trang; Giay A3 ding lam bai tap nhom d€ trinh bay phan tich
mo hinh, chuan hod; May tinh c6 cai san MS Access 2010 hoac SQL Server 2008 tro
Ién.
V. N§i dung va phwong phap danh gia:
1. N6i dung:
- Kién thtc:

+ M@ hinh dir liéu quan hé;

+ Ngbn ngit truy van SQL;

+ Nguyén Iy thiét ké Co s¢ dir liu: Cac Rang budc toan ven, phu thugc ham, chuan

hoa co so dir liéu.
- K§ nang:
+ Thiét ké md hinh dit liéu;

Xéc dinh day du cc thyc thé trong mé hinh;
Xéc dinh khoa cho luoc db quan hé;
Tim cac rang budc toan ven va cac phu thudc ham caa luge d6 co so dit lidu;
Chuan hoa luoc d6 quan hé thong qua phép tach bao toan thdng tin;
Dung cac ngdn ngit md ta dé thao tac dix liéu.
- Nang luc tu chu va trach nhiém:

+ + + + +

+ Van dung QHQC cac kién thuc tu nghién ctru, hqc tap va kién thuc, ky nang da
duoc hoc dé hoan thién cac k¥ nang lién quan dén moén hoc mdt cach khoa hoc,
dang quy dinh.

2. Phuong phap:
* Kiém tra dinh ky:
+ S6 lwong: 02 bai
+ Thoi gian: 45 phat — 90 phat;
+ Hinh thire: thuc hanh trén may hoac tu luan.
* Kiém tra két thuc mo dun:
+ Hinh thie: tu luan;
+ Thoi gian: 90 phat — 120 phut.
VI. Huéng din thuc hiégn mén hoc:
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1. Pham vi ap dung mén hoc: Chuong trinh mén hoc dugc su dung dé giéng day cho
hoc sinh, sinh vién Cong nghé thong tin. Gido vién giang day céac tiet ly thuyét ket hop
véi cac bai thuc hanh dan xen.
2. Huéng dan vé phuong phap giang day, hoc tip mén hoc:
- D0i Vi gido vién, giang vién: Gido vién trudc khi giang day can phai can cir vao ndi
dung cua tirng chuong chuan b1 day du cac dieu Kién thuc hiéQ bai hoc dé dam bao chat
luong giang day; Hoc ly thuyét két hop véi cac bai tap thuc tien.
- Béi voi nguoi hoc: Poc tai liéu trude khi thuc hién gio hoc; Hoan thanh cac bai tap veé
nha dugc gido vién giao.
3. Nhitng trong tdm can chu y:

— Chuong 2: Ngbn ngit truy van SQL

— Chuong 3: Rang budc toan ven quan h¢;

— Chuong 6: Chuan hoa co s dir liéu.
4. Tai liéu tham khao:
[1] L& tién Vuong (1999), Nhdp mén co so dix liéu, NXB Khoa hoc K thuat.
[2] Tran Birc Quang, HO Thuan (2003), Co s¢ di liéu va co s tri thic tap 1, tap 2, NXB
Thong Kké.
[3] B Trung Tuan (2003), Co s di liéu, NXB Gio duc.
[4] Tai liéu dién tir tir internet: Gido trinh Co sé dit liéu Trieong Cao Beang Cong Nghiép 4.
5. Ghi chu va giai thich (néu co):
- Goi y mot s co so dir liéu thyc tién:

v’ Quan 1y diém.

v Quan ly tuyén sinh.

v Quan ly don hang.

v' Quan ly quan ca phé. ,

v Quan ly thanh pham ctia phan xuong gia cong san pham.

v" Quan ly de an.
- Mdi co s¢ di ligu c6 the xay dung theo nhiéu ¥ niém khac nhau, dép &g nhu cau quan
ly thuc tai trong xa héi va hudng phét trién trong tuong lai.
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CHUONG TRINH MON HQC KY NANG MEM

Tén mén hec: KY NANG MEM

Ma mon hec: MH11

Thoi gian thuc hién mén hec: 45 gio (Ly thuyét: 13 gio; Thuc hanh: 30 gio;
Kiém tra: 2 gio).

. Vj tri, tinh chdt ciia mon hec:

—Vj tri: Mon hoc nay duoc bd tri giang day vao hoc ky 2 ctia khoa hoc.

—Tinh chdt: Mon hoc gitip sinh vién nang cao k¥ ning thuyét trinh va k§ ning lam
viéc nhom

I1. Muc tiéu mén hec:

1. Vé kién tharc:

Sau khi hoc xong mén hoc nay sinh vién s& dugc trang bi kién thirc va cac ki ning
trong thuyét trinh va lam viéc nhom.

2. Vé ky ning:

Xay dung hoat dong va phét trién hoat dong nhdm, sir dung mot sé cong cu diéu
hanh hop nhém, khic phuc xung d6t, hoan thién ban than trong lam viéc nhém.

3. Vé nding luc tw chi va trach nhigm:

Can than, chiam chi khi hoc tap;

I11. N§i dung mon hoc:

1. Ngi dung téng quéat va phan bé théi gian:

s4 Thoi gian
o > .
T Tén cac bai trong mén hec Tong Ly Thuc hanh, Kiém
s0 thuyét Bai tap tra”
1 | Bai 1: Gigi thiéu chung vé ky
o 10 3 7 0
nang thuyeét trinh
2 | Bai 2: Trinh bay hiéu qua bai
o 15 3 11 1
thuyét trinh
3 | Bai 3: Tong quan vé nhém 5
Bai 4: Ky nang lam viéc nhom 15
Cong 45 13 30 2

2. Néi dung chi tiét:

Bai 1: Gigi thiéu chung vé ky niing thuyét trinh  Thoi gian: 10 gio

1. Muc tiéu: Gilp nguoi hoc biét dugc cac budce xdy dung mot bai thuyét trinh, hiéu
duoc cac khai niém co ban vé ky nang thuyét trinh, trinh bay duoc so luoc cac budc mot
bai thuyét trinh va nghiém tac trong tiép thu kién thuc ly thuyét, chu dong tim kiém céc
thong tin lién quan.
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2. Noi dung:
2.1  Xac dinh r6 muc tiéu
2.2 Tim hiéu ngudi nghe
2.3 Tim hiéu dia diém va thiét bi nghe nhin
2.4 Thu thap théng tin
2.5  Phéc thao dé cuong
2.6 Soan thao bai thuyét trinh
2.7  Luyéntap
2.8 Chuan bj hinh thirc va tam ly
Bai 2: Trinh bay hiéu qua bai thuyét trinh Thoi gian: 15 gio
1. Muc tiéu: Gitp ngudi hoc hiéu dugc 1am thé nao dé ty tin hon trong thuyét trinh,
hiéu duoc 1am thé nao dé kiém soat cing thang, kiém soat ngudi nghe, biét cach Gmg
XU v6i bao chi va tra 11 cau hoi va biét duoc cach thirc xay dung mot bai thuyét
trinh hi¢u qua.
2. NOoi dung:
2.1  Kiém soét sy cing thang
2.2 Thuyét trinh mot céach tu tin
2.3 Kiém soat nguoi nghe
2.4 Traloi cau hoi
2.5 Ung xu véi bao chi
Bai 3: Tong quan vé nhom Thoi gian: 5 gio
1. Muc tiéu: Gitp nguoi hoc hiéu khai niém vé nhém va tim quan trong ctia nhom,
biét duoc cac loai nhom, hiéu dugce vai trd cac thanh vién trong nhoém va iét 1am thé
nao hoat ddng nhom, phat trién nhom.
2. Noi dung:
2.1.  Khai niém nhom
2.2.  Hoat dong nhom
2.3.  Diéu hanh nhom
Bai 4: Ky niang lam viéc nhom Thoi gian: 15 gio
1. Muc tiéu: Gitp ngudi hoc biét dugc cach thie dua ¥ kién trong hoat dong hop nhom,
biét duoc mot sd cong cu diéu hanh hop nhém, hiéu vé céc xung dot co thé xay ra
trong nhom va biét cach giai quyét va biét cach hoan thién ban than trong 1am viéc
nhom.
2. Noi dung:
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2.1 Giai quyét cac xung dot
2.2  Hop nhom
2.3 Mot s6 cong cu diéu hanh hop nhém
2.4 Cai thién ban than trong lam viéc nhdm
IV. Diéu kién thwc hign mén hec:
1. Phong hoc chuyén mon héa/nha xuong:
Phong hoc tich hgp may tinh;
2. Trang thiét bi may mac:
- May tinh, may chiéu;
- Phong hoc c6 ndi mang Internet
3. Hoc liéu, dung cu, nguyén vt liéu:
- Gi4o trinh, gido an, Slide bai giang, d¢ cuong mén hoc;
- Cac bai tap thuc hanh.
4. Cac diéu kién khac:

V. N§i dung va phwong phap, danh gia:
1. Ngi dung
—  Kién thic:
+ Hiéu biét chung vé thuyét trinh va k¥ ning thuyét trinh.
+ Hiéu biét vé cac hoat dong trong mot nhom, cach thire xay dung va giai quyét
van dé trong nhom.
+ Hiéu biét vé phat trién va cach thirc diéu hanh mot nhom.
+ Hiéu vé cac k¥ nang can c6 trong thuyét trinh va lam viéc nhom.
- Ky nang:
+ Két cdu bai thuyét trinh hop 1y.
+ Tinh thuyét phuc ctia bai thuyét trinh.
+ Hanh van va sy tu tin cia nguoi thyc hién.
+ Kha nang kiém soat, ngon ngir co thé.
+ Phan chia cong viéc trong doi nhoém hop 1y.
- Nang lyc tw chai va trach nhigm: Ty thuc hién duoc cac tng dung trén may tinh cé
lién quan dén cong viéc.
2. Phwong phap:
+ Phuong phap kiém tra trac nghiém
+ Phuong phap thuc hanh kiém tra tai chd
VI. Huéng dan thwc hién mon hoc:
1. Pham vi &p dung mén hgc:
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Chuong trinh mén hoc dugc sir dung dé giang day cho sinh vién trung cap, cao dang
nghé Thiét ké va lap trinh web cta truong.

2. Hwong ddn vé phwong phdp giang day, hoc tdp ciia mon hec:

- Doi véi gido vién, giang vién: Gido vién trude khi giang day can phai can cir vao
noi dung caa tirng bai hoc chuan bj day du cac diéu kién thuc hién bai hoc dé dam
bao chat lugng giang day.

- D0i Vi nguoi hoc: Lam bai tap luyén tap va thuc hanh

3. Nhéng trong tim chwong trinh can cha y :

— Trinh bay hiéu qua bai thuyét trinh.
T chirc va lam viée nhom.
4. Tai ligu can tham khdo:
— Nguyén Hién L&, Nghé thudt néi chuyén truréc cong chiing, NXB Tré -1992.
— Richard Hal, Birng chi thuyét trinh gidi — hdy thuét trinh xudt ching, NXB Lao
dong Xa hoi — 2008.
— Tim Hindle, Kj ndng thuyét trinh, NXB téng hgp TP.HCM — 2006.
— Co6ng ty TNHH TUV Rheinland Viét Nam, Tap bai giang vé ky ndng trinh bay.
— 1.Michel Maginn; Thiic ¢y nhém 1am viéc hiéu qua; Nha xuét ban tong hop TP
HCM, 2007.
— 2.Tran Thi bich Nga; Pham Ngoc Sau; Nguyén Thu Ha (bién dich); Xay dung
nhom 1am viéc hiéu qua; Nha xuat ban tong hop TP Ho Chi Minh, 2006.
— 3.PGS.TS Vii Hoang Ngan, ThS Truong Thi Nam Thing; Xay dung va phat trién
nhém lam viéc; Nha xuét ban Phu nit, 2009.
— ThS.Nguyén Thi Oanh; Lam viéc theo nhom; Nha xuét ban Tré, 2007.
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CHUONG TRINH MON HQC LAP RAP VA BAO TRI MAY TiNH

Tén mén hec: LAP RAP VA BAO TRI MAY TINH

M& mon hoc: MH12

Thoi gian thye hién mon hoc: 90 gio' (Ly thuyét: 20 gio; Thuc hanh, thi nghiém,
thao ludn, bai tap: 66gi0; Kiém tra: 4 gio)

I. Vi tri, tinh chat ciia mén hoc:

1. Vi tri: Mén hoc dugc b tri sau khi sinh vién hoc xong mén hoc: Mang may
tinh.

2. Tinh chét: La mon hoc co s& bét budc.

I1. Muc tiéu mon hoc:

1. Vé kién thuc:

- Trinh bay duoc tong quan vé may vi tinh.

- Trinh bay dugc chtic nang tirng thanh phan ctia may vi tinh.

2. Vé k¥ ning:

- Cai dat dugc hé diéu hanh va cac phan mém ang dung.

- Chon lva céc thiét bi dé lap rap mot may vi tinh.

- Chuan doan va khac phuc duoc sy ¢d may tinh.

3. Vé ning lyc ty cha va trach nhiém:

- C6 kha nang tu nghién ctru, tuy hoc, tham khao tai li¢u lién quan dén mon hoc
dé van dung vao hoat dong hoc tap.

- Van dung duoc cac kién thirc ty nghién clru, hoc tap va kién thtrc, k¥ ning da
duoc hoc d€ hoan thién cac ky nang lién quan dén mon hoc mot cach khoa hoc, diing
quy dinh.

I11. N§i dung mén hoc:

1. Noi dung tong quat va phan bo thoi gian:
Thoi gian ( gio )
£ A Thwe hanh
TS# Ten chwong, myc Téng | Ly | thi nghiém, | Kiém
s0 | thuyet | thdo luan, tra
bai tap

1 | Bai 1: Cac thanh phin may tinh | 12 5 7 0
1. Gidi thiéu 0.5 0.5 0
2. Thiét bi ndi vi 6 3 3
2.1. V6 may (case) 1 0.5 0.5
2.2. B6 ngudn 1 0.5 0.5
2.3. Bang mach chinh 1 0.5 0.5
2.4. CPU 1 0.5 0.5
2.5. B6 nh¢ trong 1 0.5 0.5
2.6. B0 nhd ngoai 1 0.5 0.5
3. Cac thiét bi ngoai vi thong dung | 5.5 3.5 2
3.1. Man hinh 1 0.5 0.5

33



3.2. Ban phim

3.3. Chuot

3.4. May in

3.5. Mot s6 thiét bj khac

Bai 2: Lip rap may vi tinh

1. Céc thiét bi co ban

2. Dung cu

3. Qui trinh thuc hién

3.1. Lap dat CPU va quat lam mat
CPU

3.2. Lap dat bo nhd RAM

3.3. Lap mainboard vao v6 may
3.4. Lap dat 6 dia

3.5. Lap céc day tin hiéu

3.6. Két ndi man hinh, ban phim,
chudt

3.7. Két ndi nguon dién va khoi
dong may

Bai 3: Thiét 1ap thong so trong
Bios

1. Setup céac thanh phan cin ban
(Standard CMOS Setup)

1.1. Thiét 1ap ngay, gio trong hé
thong

1.2. Théng tin vé 6 dia

2. Setup céc thanh phan ning cao
(Advanced Setup)

2.1. Thu ty khoi dong céc thiét bi
c6 thé thao rdi duoc (Removable
Device Priority)

2.2. Thir ty khoi dong cta 6 dia
cimg (Hard Disk Boot Priority)
2.3. Thu ty khoi dong cua 6 dia
CD( CD-ROM Boot Priority)
2.4. Thtr tu khoi1 dong mang
(Network boot priority)

3. Setup céc thanh phan c6 lién
quan dén van hanh hé théng

3.1. Auto Configuration

3.2. AT Clock Option

3.3. Synchronous AT Clock/AT
Bus Clock Selector

3.4. AT Cycle Wait States/Extra
AT Cycle WS

3.5. Fast AT Cycle

3.6. DRAM Read Wait
StatessDRAM Brust Cycle
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3.7. DRAM/Memory Write Wait
States

3.8. Hidden Refresh Option

3.9. Slow Refresh Enable

3.10. L1 Cache Mode

3.11. L2 Cache Mode

3.12. IDE HDD Auto
Detection/IDE SETUP

4, Power Management Setup

5. Huéng dan Setup Bios

Bai 4: Cai dit hé diéu hanh va
trinh diéu khién

1. Phan vung dia cirng

1.1. Phan vung dia cung trén dia
cai dit h¢ diéu hanh

1.2. Phan viing dia ctng bang
phan mém trong Hirenboot

2. Cai dat hé diéu hanh

2.1. Cai dit hé diéu hanh
Microsoft

2.1.1. Cai dat h¢ diéu hanh
Windows 8.1

2.1.2. Cai dit h¢ diéu hanh
Windows 10

2.2. Cai dat hé diéu hanh mién phi
cua Linux

3. Cai dit trinh diéu khién

3.1. Cai dat ty dong

3.2. Cai dat co lya chon( tuy
chinh)

4. Giai quyét cac su cb

4.1. Cach tang toc may tinh
4.1.1. Tién ich Windows
Defragmenter

4.1.2. Tang RAM

4.1.3. Don dep 6 dia

4.1.4. Don dep thung rac

4.1.5. Xdba céc tap tin luu trit tam
thoi

4.2.Cach khic phuc sy ¢6 may
tinh

4.2.1. Thr nghiém va 16i

4.2.2. Kiém tra cap

4.2.3. Thiét 1ap phan cing

Bai 5: Cai dit phin mém ing
dung
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1. Qui trinh cai dat phdn mém ung
dung

2. Cai dit pham mém tmg dung 3 1 2
2.1. Cai dit bo phan mém
Microsoft Office

2.2. Cai dit phan mém Unikey
2.3. Cai dat bo Font

2.4. Cai dit phan mém LACVIET
tir dién

2.5. Cai dat phén mém diét virus
2.6. Cai dit bo phan mém danh
cho lap trinh

2.7. Cai dit bo phan mém danh
cho dd hoa

3. B6 sung hay g& bo céac tng
dung

3.1. B6 sung cac ung dung cho
may tinh

3.2. GO bo céc g dung cho may
tinh

4. Céc su ¢ thuong gip khi cai
phan mém tng dung

4.1. Sy cb ban quyén phan mém 2.5
4.2. L&i thiéu file trong qua trinh 35
cai dat '
6 | Bai 6: Sao luu phuc hdi hé thong | 8
1. Sao luu hé thong 3.5 1.5 2
1.1. Sao luu tap tin trong hé théng
bang tién ich c6 sin cua hé diéu 0.75 | 0.25 0.5
hanh

1.2. Sao luu tap tin trong hé théng
bang chwong trinh sao lvu mién
phi (Vi du: Cobian Backup
Amanita)

1.3. Sao luwu bang chuong trinh tra
phi

1.4. Sao luu dam may 1 0.5 0.5
2. Phyc hoi hé thdng 4.5 1.5 2 1
2.1. Phyc hoi hé thong bang 5 L L
Backup and Restore

2.2. Phuc hdi dit liéu bang chuong
trinh trong Hiren Boot

1.5 0.5 1

1.5 0.5 1

1.5
1.5 1

w = DN

0.75 | 0.25 0.5

2.5 0.5 1 1

Cong 90 20 66 4

2. Noi dung chi tiét:
Bai 1: Cac thanh phan co ban ciia may tinh Thoi gian: 12 gio
1. Muc tiéu cua bai:

36



- Phan biét duoc cac loai thiét bi khac nhau cua may tinh.

- Trinh bay duoc chic ning cua ting thiét bi.
- Phan biét dugc cac thiét bi twong thich v&i nhau.
- Thyec hién cac thao tac an toan vai may tinh.

2. No6i dung cua bai:

2.1. Gidi thiéu

2.2. Thiét bi noi vi

2.2.1. Vo may (case)

2.2.2. B nguon

2.2.3. Bang mach chinh

2.2.4. CPU

2.2.5. BO nho trong

2.2.6. B6 nhd ngoai

2.3. CAc thiét bi ngoai vi thong dung

2.3.1. Man hinh

2.3.2. Ban phim

2.3.3. Chuot

2.3.4. May in

2.3.5. Mot sé thiét bj khac

Bai 2: Lap rap may vi tinh

1. Muc tiéu:

- Lya chon thiét bi dé dap ung yéu cau cong viéc.

- Lip rap duoc mot may tinh hoan chinh.

- Giai quyét cac su cd khi lap rap gap phai.

- Thuc hién céac thao tac an toan véi may tinh.

2. Noi dung cua bai:

2. 1. Céc thiét bi co ban

2. 2. Dung cu

2. 3. Qui trinh thuc hién

2.3.1. Lap dat CPU va quat lam mét CPU

.3.2. Lap dit bo nhé RAM

. 3.3. Lap mainboard vao vo may

. 3.4, Lap dit 6 dia

. 3.5. Lip céc day tin hiéu

. 3.6. K&t n6i man hinh, ban phim, chuét

. 3.7. Két ndi ngudn dién va khai dong may

Bai 3: Thiét lap thong so trong Bios

1. Muc tiéu cua bai:

- M0 ta dugc cac thong tin chinh cua BIOS.

- Thiét lap duoc céac théng sb theo diing yéu cau.

- Thuc hién cac thao tac an toan vai may tinh.

2. No6i dung cua bai:

2.1. Setup cac thanh phan cin ban (Standard CMOS Setup)
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2.1.1. Thiét lap ngay, gio trong hé théng
2.1.2. Thong tin vé 6 dia
2.2. Setup céc thanh phan nang cao (Advanced Setup)

2.2.1. Thi ty khoi dong céc thiét bi cé thé théo roi duoc (Removable Device Priority)

2.2.2. Thr ty khoi dong cua 6 dia ctiing (Hard Disk Boot Priority)
2.2.3. Thir ty khoi dong cua 6 dia CD (CD-ROM Boot Priority)

2.2.4. Thir tu khoi dong mang (Network boot priority)
2.3. Setup céc thanh phan c6 lién quan dén van hanh hé thng
2.3.1. Auto Configuration
2.3.2. AT Clock Option
2.3.3. Synchronous AT Clock/AT Bus Clock Selector
2.3.4. AT Cycle Wait States/Extra AT Cycle WS
2.3.5. Fast AT Cycle
2.3.6. DRAM Read Wait StatessDRAM Brust Cycle
2.3.7. DRAM/Memory Write Wait States
2.3.8. Hidden Refresh Option
2.3.9. Slow Refresh Enable
2.3.10. L1 Cache Mode
2.3.11. L2 Cache Mode
2.3.12. IDE HDD Auto Detection/IDE SETUP
2.4. Power Management Setup
2.5. Huéng dan Setup Bios
Bai 4: Cai dit hé diéu hanh va cac trinh diéu khién
1. Muc tiéu cua bai:
- M6 ta duoc cac phan viing cua 6 cang.
- Trinh bay duoc qua trinh cai dat mot hé diéu hanh.
- Cai dit duge cac trinh diéu khién thiét bi.
- Giai quyét dugc céac su ¢ thuong gap.
- Thuc hién cac thao tac an toan vai may tinh.
2. Noi dung cua bai:
2.1. Phan vung dia cing
2.1.1. Phan ving dia clmg trén dia cai dat hé diéu hanh
2.1.2. Phan ving dia cirng bang phan mém trong Hirenboot
2.2. Cai dat hé diéu hanh
2.2.1. Cai dat hé diéu hanh Microsoft
2.2.1.1. Cai dat hé¢ diéu hanh Windows 8.1
2.2.1.2. Cai dit h¢ diéu hanh Windows 10
2.2.2. Cai dat hé diéu hanh mién phi cua Linux
2.3. Cai dat trinh diéu khién
2.3.1. Cai dat ty dong
2.3.2. Cai dat c0 lya chon (tuy chinh)
2.4. Giai quyét cac sy ¢b
2.4.1. Cach tang toc may tinh
38
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2.4.1.1. Tién ich Windows Defragmenter

2.4.1.2. Tang RAM

2.4.1.3. Don dep 6 dia

2.4.1.4. Don dep thung rac

2.4.1.5. X0ba cac tap tin luu trir tam thoi

2.4.2. Céch khic phuc sy ¢b may tinh

2.4.2.1. Tha nghiém va 15i

2.4.2.2. Kiém tra cap

2.4.2.3. Thiét lap phan cang

Bai 5: Cai dit phan mém &ng dung Thoi gian:15 gio
1. Muc tiéu cua bai:

- Trinh bay duoc qui trinh chung dé cai dat mot phan mém ¢ng dung.
- Trinh bay cach cai dat mot sé phan mém &ng théng dung.

- B4 sung hay g& bo mot phan mém wng dung.

- Giai quyét dugc céac su cb thudng gap.

- Thuc hién cac thao tac an toan vai may tinh.

2. Noi dung cua bai:

2.1. Qui trinh cai dit phan mém ang dung

2.2. Cai dat pham mém @ng dung

2.2.1. Cai dit bo phan mém Microsoft Office

2.2.2. Cai dat phan mém Unikey

2.2.3. Cai dat bo Font

2.2.4. Cai dat phan mém LACVIET tir dién

2.2.5. Cai dit phan mém diét virus

2.2.6. Cai dat bo phan mém danh cho lap trinh

2.2.7. Cai dat bo phan mém danh cho d6 hoa

2.3. B6 sung hay g& bo cac tng dung

2.3.1. B6 sung cé4c ung dung cho may tinh

2.3.2. G& bo céac trng dung cho may tinh

2.4. Céc su ¢b thuong gap khi cai phan mém ang dung

2.4.1. Su ¢6 ban quyén phan mém

2.4.2. Ldi thiéu file trong qua trinh cai dat

Bai 6: Sao luu phuc hdi hé théng Thoi gian:8 gio
1. Muc tiéu cua bai:

- Trinh bay duoc myc dich cua viéc sao luu va phuc hoi hé thong.

- Thyc hién duoc viée sao luu va phuc hdi hé théng.

- Thuc hién cac thao tac an toan vai may tinh.

2. No6i dung cua bai:

2.1. Sao luu hé thong

2.1.1. Sao luu tap tin trong hé théng bang tién ich c6 sin caa hé diéu hanh
2.1.2. Sao luu tap tin trong hé théng bang chuong trinh sao Iuu mién phi (Vi du:
Cobian Backup Amanita)

2.1.3. Sao luu bang chwong trinh tra phi
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2.1.4. Sao luu dam may
2.2. Phuc hdi hé théng
2.2.1. Phuc hdi hé thng bang Backup and Restore
2.2.2. Phuc héi dit liéu bang chuong trinh trong Hiren Boot
IV. Piéu kién thuc hign mon hec:
1. Phong hoc chuyén mon hoa/ nha xudng: Hoc tai xwong thuc hanh cia Khoa Cong
nghé thong tin.
2. Trang thiét bi may méc:
+ May chiéu
+ Tudt no vit, vong tinh dién va hé thng tiép dia
+ B9 ngudn va vo may
+ Bo mach chinh, CPU
+ C4c thiét bi ngoai vi
+ Céc thiét bi luu trit, 6 dia quang
+ B6 nhé RAM
+ Cé4c phan mém: Hé diéu hanh, phan mém &ng dung
3. Hoc liéu, dung cu, nguyén vat liéu:
+ Tai liéu hudng dan mon hoc lap rap va cai dat may tinh
+ Tai liéu hudng dan bai hoc va bai tap thuc hanh
+ Giéo trinh lap rap va cai dat may tinh
4. Cac diéu kién khac: Phong hoc Iy thuyét va phong thuc hanh du diéu kién thuc hién
mon hoc.
V. N¢i dung va phwong phap danh gia:
1. Noi dung:
- Kién thuc:

+ Trinh bay dugc tong quan vé may tinh.

+ Trinh bay duoc chirc ning ctia cac thanh phan co ban cia may tinh.

+ Chon lra céc thiét bi dé lap rap, cai dat mot may tinh hoan chinh.

+ Trinh bay dugc quy trinh phén chia dia cling, cach cai dat h¢ diéu hanh va céac
phan mén &ng dung
- K§ nang:

+ Théo va lap rap dugc mot may tinh hoan chinh.

+ Phan vung dugc dia cung.

+ Cai dat duoc cac hé diéu hanh va cac phan mém wng dung.

+ Cai dit dugc trinh diéu khién thiét bi.

+ Giai quyét dugc céc 151 thuong gap.

- Nang luc tu chu va trdch nhiém:

Vélp dung duogc céc kién thtrc tu nghiép cuu, hoc tap va kién thuc, ky nang da duoc
hoc dé hoan thi¢n cac ky nang lién quan dén mon hoc mot cach khoa hoc, ding quy dinh
2. Phuong phép:

- Kiém tra dinh ky:
+ S6 bai: 4 bai kiém tra dinh ky.
+ Thoi gian: 45 phat/ bai.
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+ Hinh thuc: tu luan, trac nghiém hozc thuc hanh.
- Kiém tra két thdic mén hoc:
+ Hinh thac: thuc hanh.
+ Thoi gian: tir 90 phat dén 150 phdt.
VI. Huéng din thuc hiégn mén hoc:
1. Pham vi ap dung mdn hoc: Chuong trinh mon hoc duoc sir dung dé giang day cho
trinh d§ cao dang Cong nghé thong tin.
2. Huéng dan vé phuong phap giang day, hoc tap mén hoc:
- B6i véi gido vién, giang vién:
+ Thuyét trinh va dién giai.
+ Thao tac mau.
+ Phat van.
+ Hoac két hop véi Doanh nghiép dao tao vé Cong nghé thong tin & bén ngoai.
+ Gido vién trudc khi giang day can phai can i vao ngi dung cua timng bai hoc chuan
bi day du cac dieu kién thuc hién bai hoc dé dam bao chat lugng giang day.
- Pdi voi ngudi hoc:
+ Tham gia day di budi hoc ly thuyét va thyc hanh trén 16p.
+ Lam day du céc bai tap theo yéu cau cua giao vién.
3. Nhitng trong tam can cha y:
Bai 2: Lap rap may vi tinh ‘ 7
Bai 4: Cai dat hé ‘diéu ha‘lnh va trinh di€u khién
Bai 5: Cai dat phan mém ung dung
Bai 6: Sao luu phuc hoi h¢ thong
4. Tai liéu tham khao:
[1]. Nguyén Nam Thuan, Tu lap rdp, cai dat va khac phuc céc s ¢o may tinh hoan
toan theo y ban; Nha xuat ban: Giao Thong Van Tai.
[2]. Xuan Toai, Ldp rdp, cai dat & nang cap may tinh; Nha xuat ban: Thong K.
[3]. Water PC,Tu hoc ldp rap va sira chiza may tinh; Nha xuat ban: Vin hoa Thong
tin.
[4]. Viét Vin Book, Hiréng dan tu hoc va khac phuc si co méy tinh c& nhan; Nha
xuat ban: Hong Drc.
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CHUONG TRiINH MON HOQC TIENG ANH CHUYEN NGANH

Tén mon hoc: TIENG ANH CHUYEN NGANH

Ma& mon hoc: MH13

Thoi gian thyc hién mon hoc: 75 gio' (Ly thuyét: 25 gio; Thuc hanh, thi nghiém,
thdo luan, bai tap: 46 gio; Kiém tra 04 gio)

I. Vi tri, tinh chét ciia mén hoc:

1. Vi tri: Mon hoc dugce bé tri sau khi hoc sinh, sinh vién hoc xong cac mén hoc:
Anh van.

2. Tinh chat: Tiéng Anh chuyén nganh 123 mén hoc chuyén mén nghé.

I1. Muc tiéu mén hgc:

1. V& kién thuc:

- Trinh bay duogc cac tir vung va ngit phap co ban cua Tiéng Anh chuyén nganh
Cong nghé thong tin;

- Giai thich dugc mot s6 thuat ngir lién quan dén chuyén nganh may tinh;

2. Vé ky nang:

- Poc dugc mot sé tai lidu ki thuat dé nghién ctu va phat trién nghé nghiép;

- Doc hieu, dich dugc mot s6 tai liéu tieng Anh chuyén nganh Cong nghé thong tin
(&tng dung phan mém);

- Boc hiéu thdng béo cua hé théng va mot sé phan mém tng dung khi khai thac va
cai dat;

3. Vé ning lyc ty cha va trach nhiém:

- Co6 kha nang ty nghién curu, ty hoc, tham khéo tai li¢u lién quan dén mén hoc dé
van dung vao hoat dong hoc tap.

- Van qdung duge céc kién thuc tu nghién C}'J:u, hoc tap va kién thire, k¥ nang da
duogc hoc dé hoan thién cac ky nang lién quan dén mon hoc mot cach khoa hoc, ding
quy dinh.

I11. Noi dung mon hoc:

1. Noi dung tong quat va phan b thoi gian:
Thoi gian (gio)
Thuc
STT Tén chwong, muc Téong Ly hanhl 1 Kiém
s0 thuyée | Pehiem, tra
Yt | théo luan,
bai tip
1 | Chwong 1: Computers today 9 3 6 0
1. Computers applications 2 0.5 1.5 0
2. Configuration 2 0.5 1.5 0
3. Inside the system 2 1 0
4. Bits and bytes 1.5 0.5 0
5. Buying a computer 1.5 0.5 0
Chuwong 2: Input/output
2 | devices 8 4 4 0
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1. Type and click! 2 1 1 0
2. Capture your favorite image 2 1 1 0
3. Viewing the output 2 1 1 0
4. Choosing a printer 2 1 1 0

3 | Chuong 3: Storage devices 8 3 5 0
1. Floppies 3 1 2 0
2. Hard drives 2 1 1 0
3. Optical breakthrough 3 1 2 0

4 | Chuwong 4: Basic software 12 4 6 2
1. Operating systems 2 1 1 0
2. The graphical user interface 1.5 0.5 1 0
3. A walk through 1.5 0.5 1 0
4. Speadsheets 2 1 1 0
5. Databases 1.5 0.5 1 0
6. Face of the Internet 1.5 0.5 1 0
Kiém tra 2 0 0 2

5 | Chuong 5: Creative software 10 8 0
1. Graphics and design 4 1 3 0
2. Desktop publishing 3.5 0.5 3 0
3. Multimedia 2.5 0.5 2 0

6 | Chwong 6: Programming 15 5 10 0
1. Program design 3 1 2 0
2. Languages 4 1 3 0
3. Jobs in computing 8 3 0
Chuong 7: Computers

7/ | tomorrow 13 4 7 2
1. Electronic communications 2 1 1 0
2. Internet issues 2 1 1 0
3. LANs and WANSs 3 1 2 0
4. New technologies 4 1 3 0
Kiém tra 2 0 0 2
Cong 75 25 46 4

2. Noi dung chi tiét:
Chwong 1: Computer today Thoi gian: 09 gio
1. Muc tiéu:

—  Trinh bay duoc cac tir, cum tir md ta cau tric, ciu hinh may tinh;
— Trinh bay dugc cac don vi do thong tin trong may tinh;
—  Dich dugc thong tin hién thi bang tiéng Anh trong may tinh;
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— Co0 kha nang quan sat, so sanh, phan tich.
2. Noi dung chuong :

2.1. Computers application

2.2. Configuration

2.3. Inside the system

2.4. Bits and bytes

2.5. Buying a computer
Chuong 2: Input/output devices Thoi gian: 08 gio
1. Muc tiéu:
Trinh bay dwoc y nghia, cong dung cua cac thiét bi vao ra trong may tinh;
Phan biét duoc thiét bi vao vara;

—  Tra loi chinh x&c céc bang liét ké cau hinh va cong dung cua cac thiét bi;

—  Str dung dung cu phap trong viéc md ta cac thiét bj vao ra;

— Co kha nang quan sat, so sanh, phan tich.

2. Noi dung chuong :

2.1 Type and click!

2.2 Capture your favorite image

2.3 Viewing the output

2.4 Choosing a printer

Chwong 3: Storage devices Thoi gian: 08 gio

1. Muc tiéu:

—  Trinh bay duoc cac tir vung dé md ta vé cac thiét bi luu trit trong may tinh;

— M6 ta duoc doan van dé dién ta cac thiét bi luu trit;

—  Traloi chinh xac cc bang liét ké cau tao va cdng dung cua cac thiét bi luu tri ;

— Sudung dl'mg ca phép trong viéc md ta cac thiét bi luu trix.

C6 tinh can than, can cu, khoa hoc.

2 1. Floppies

2.2.Hard drives

2. No1 dung chuong :

2.3 Optical breakthrough

Chuong 4: Basic software Thoi gian: 12 gio

1. Muc tiéu:

—  Liét ké danh sach céc tir vung dé md ta vé cac phan mém, cac menu, thanh cong cu,
C4C ctra 6, CAC giao dién ngudi ding;

— Tra loi chinh xac cac bang liét ké cac thao tac su dung phan mém, cac giao dién
chuanSt dung dung cli phap trong viéc mo ta cac thao tac phan mém;

— Cétinh can cu, khoa hoc, ti mi.

2. Noi dung chuong :

2.1. Operating system

2.2. The graphiccal user interface

2.3. A walk through word processing

2.3. Speadsheets

2.4. Databases

2.5. Face of the Internet

2.6.Kiém tra
Chwong 5: Creative software Thoi gian: 10 gio
1. Muc tiéu:
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—  Trinh bay danh sach cac tir vung dé mé ta vé cac phan mém, cac ky thuat thiét ké
phan mém, céc k¥ thuat ché ban va xuat ban phan mém;
—  Traloi dugc céc bang liét ké céc thao tac thiét ké phan mém, cac giao dién chuan;
— St dung dung ca phap trong viéc md ta cac cong nghé phan mém;
— C6 tinh can cu, khoa hoc, ti mi.
2. Noi dung chuong:
2.1.Graphics and design
2.2. Desktop publishing
2.3. Multimedia
Chwong 6: Programming Thoi gian: 15 gio
1. Muc tiéu:
—  Trinh bay duoc danh sach cac tir vung dé mé ta vé cac ngbn ngir 1ap trinh, cac ky
thuat 1ap trinh, cac k¥ thuat vé da phuong tién;
—  Ap dung vao doc, str dung vao mét s6 thuat ngir caa ngdn ngit lap trinh, sir dung
phan mém da phuong tién.
— Rén luyén tinh can cb, khoa hoc, ti mi.
2. Noi dung chuong :
2.1 Program design
2.2 Languages
2.3 Jobs in computing
Chuong 7: Computer tomorrow Thoi gian: 13 gio
1. Muc tiéu:

— Trinh bay dugc danh séch cac tir vung dé mo ta vé cac cac cong nghé caa may
tinh trong tuong lai, cac van dé lién quan dén may tinh c6 kha ning @ng dung trong
tuong lai, cac cong nghé mai;

— Poc hiéu duoc 1 s6 doan vin mé ta may tinh theo cac cong nghé méi.

— C6 tinh can cu, khoa hoc, ti mi.

2. No1 dung chuong:

2.1 Electronic communications
2.2 Internet issues

2.3 LANs and WANSs

2.4 New technologies

2.5 Kiém tra

IV. Piéu kién thwc hign mén hec:

1. Phong hoc chuyén mon hoa/ nha xuong: Phong thuc hanh da phuong tién

2. Trang thiét bi may mdc: May chiéu da phuong tién, may cassette.

3. Hoc liéu, dung cu, nguyén vat liéu:

- Slide, bang tir, dia CDROM, cac loai gidy, céac hinh Vé.

- B6 tranh bing gidy phim trong dung dé day mén hoc Anh vin;

- Tai liéu hudng dan moén hoc Anh vin;

- Tai liéu hudng dan bai hoc va bai tap thuc hanh mén hoc Anh vin;

- Giao trinh Mdn hoc Anh van.

V. Nogi dung va phuong phap danh gia:

1. N6i dung:

- Kién thire: Puoc danh gia qua bai viét, kiém tra van dap hodc trac nghiém, tu

luan, thue hanh dat cac yéu cau:
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+ Trinh bay duoc cau tric cua may tinh va cac chic ning ;

+ Sur dung céc tir viét tat khi nghién ctu vé may tinh;

+ Xay dung céc tir méi bang cach st dung tiép dau ngir, dudi tir va ghép tur.

- K¥ néng: Danh gia k§ néng thuc hanh cua hoc sinh, sinh vién trong bai thyc
hanh Anh van dat dugc cac yéu cau sau:

+ N6i va viét vé ang dung may tinh trong cudc séng hang ngay;

+ Xéc dinh duoc thuat ngit tiéng anh mot s6 thiét bi ngoai vi (vao ra): Ban phim,
man hinh, may in, 6 dia, va cac thanh phan bén trong may tinh;

+ Thuyét trinh v& mang may tinh va tng dung cua INTERNET;

+ Poc hiéu mot sb tai liéu chuyén nganh CNTT;

+ Dién ta cho ngudi khac hiéu duoc cau hinh may.

- Néng lyc ty chu va trach nhiém: Vén dung dugc cac kién thurc tu nghién ctru, hoc
tap va kién thirc, k¥ nang da dugc hoc dé hoan thién cac kj nang lién quan dén mon hoc
mot cach khoa hoc, dang quy dinh.

2. Phuong phép:

- Kiém tra dinh ky:

+ S6 bai: 4 bai kiém tra dinh ky

+ Hinh thuc: ty luan, trac nghiém hozc thyc hanh

- Kiém tra két thtic mon hoc:

+ Hinh thtc: T luan hoic trac nghiém.

+ Thoi gian: tir 120 phut dén 180 phuit.

VI. Hwéng din thuc hién mon hoc:

1. Pham vi ap dung mon hoc: Chuong trinh mon hoc duoc st dung dé giang day
cho trinh d§ Cao dang Cong ngh¢ thdng tin (tng dung phan mem).

2. Huéng dan vé phuong phap giang day, hoc tap mén hoc:

- Pdi vai gido vién, giang vién:

+ St dung phwong phéap phat van;

+ Phan nhdm cho céc hoc sinh,sinh vién trao d6i véi nhau, trinh bay theo nhém.

- P6i voi nguoi hoc:

+ Tu nghién cau tai liéu thém ¢ nha.

+ Lam c4c bai tap ma gido vién yéu cau.

3. Nhitng trong tdm can chd y:

- Chuong 4: Basic software

- Chuong 7: Computers tomorrow

4. Tai liéu tham khao:

[1] Thac Binh Cuong (2007), Huéng ddn mén hoc Anh véin chuyén nganh, T ieng
Anh chuyén nganh CNTT (English for IT & Computer users), Nha xuat ban Khoa hoc
va Ky thuat.
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CHUONG TRINH MO PUN CHUYEN PE 1: QUAN TRI MANG MAY TiNH

Tén modn hec: CHUYEN DPE 1: QUAN TRI MANG MAY TIiNH
Ma so mon hoc: MD14 , 7
Thoi gian mon hec: 90 gior (Ly thuyét: 25 gio; Thuc hanh: 61 gio; Kiém tra: 4 gio)

I. VI TRI, TINH CHAT CUA MON HOQC:

- Vi tri: La mé dun kién tap chuyén mdn caa nghé Cong nghé théng tin, dwoc bd
tri kién tap sau khi hoc cac mé dun mén hoc.

- Tinh chat: M6 dun Kién tap thuc té 1 s& trang bi cho hoc sinh, sinh vién van dung
cac kién thirc da hoc dap (ng nhu cau thuc té trong xa hoi. Hoc sinh, sinh vién s& duoc
tham gia tai cac doanh nghiép, duoc giai thi¢u cac qui trinh lam viéc trong doanh nghiép,
qua d6 nhan thiy duoc van dung ting Kién thirc vao trong mdi giai doan cua mot qui
trinh t6 chac cong viéc trong doanh nghiép mot cach cu thé va dam bao chét luong.
Trong khoa hoc hoc sinh, sinh vién con c6 cac hoat dong trao doi chuyén mon va giao
luu véi cac don vi dén kién tap. Cudi khoé kién tap mdi hoc sinh, sinh vién phai c6 bao
cao thu hoach.

I1. MUC TIEU MON HOQC:

Mo dun Kién tap thuc té 1 nham trang bi cho hoc sinh, sinh vién nganh cong nghé
théng tin: van dung cac kién thirc da hoc dé rén thuan thuc k¥ nang van phong thong
qua dap (g cac yéu cau khach hang hoic doanh nghiép tai noi 1am viéc.

- Vé kién tharc:

+ Tiép can véi thyc té cong tac van phong tai doanh nghiép dé kiém nghiém nhiing
kién thirc d3 hoc.

+ Hoc sinh, sinh vién c6 cai nhin tong quan vé quy trinh hoat dong cia mét doanh
nghiép.

+ Nam duoc co cau to chic, chirc nang ciia cac phong nghiép vu trong mot doanh
nghigép.

+ Nhan biét duoc vai trd va cong viéc thuc té cua mot can b lam cong tac vin
phong.

-Vé k¥ ning

+ C6 k¥ nang quan sat va thuc hién dung qui trinh.

+ C6 k¥ niang giao tiép va tham gia cac hoat dong nhom.

+ CO k¥ ning viét bao céo tong hop.

- V& thai do

+ Nhan thirc dung dan vé nghé nghiép dang theo hoc, c6 thai do tich cuc trong viéc
ren luyén va hoc tap.

+ C4 y thure tudn tha cac quy dinh va noi quy cua doanh nghiép dén kién tap.

+ C6 tinh than trach nhiém cao d6i vai cong viéc duoc giao trong qua trinh kién

tap.
l1l. NOI DUNG MON HQC:
1. Ngi dung tong quéat va phan phoi thoi gian:
N Tong | Ly thuyét, Thuc
Noi dung sb thao luan hanh
Tuan 1: 4 gio.
Noi dung:
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- Gii thiéu chung vé dot kién tap. 1 2 0
+ Thoi gian: lich kién tap tai mdi doanh nghiép.
+ Viéc 1am tai doanh nghiép khi kién tap.
+ Noi dung van dung trong kién tap véi doanh
nghiép.
+ Viét nhat ky thuc tap hing ngay.
- Giai thiéu sinh vién vai doanh nghiép. 3 1 2
Tuan 2: 40 gio (8 gid x 5 ngay).
Noi dung:
- Sinh vién thyec tap tai doanh nghiép. 21 1 20
- Thao luin va danh gia cudi tuan: y kién doanh | 4 1 3
nghiép va cé4c van dé hoc sinh.
Tuan 3: 40 gio (8 gid x 5 ngay).
Noi dung:
- Sinh vién thyc tap tai doanh nghiép. 21 1 20
- Thao luan va danh gia cudi tuan: y kién doanh | 4 1 3
nghiép va céac van dé hoc sinh.
Tuan 4:
- Sinh vién thuc tap tai doanh nghiép 10 0 10
- Thao luan va danh gia cudi kién tap: y kién| 3 0 3
doanh nghiép va cac van dé hoc sinh.
- Sinh vién viét bao cao kién tap. 10 10 0
- Sinh vién béo céo kién tap. 9 9 0
- Tong két danh gia két qua kién tap. 3 3 0
Tong cong 90 29 61
2. Ngi dung chi tiét:
M6n hoc duoc trién khai trong 3 tuan, cu thé nhu sau:
Tuan 1, ndi dung 1: Giéi thiéu chung vé dot kién tap
. | Thai Yéu cau
Hinhthac o | glan, | i 4ing chinh sinh vién Ghi chd
chuac day hoc| dia P
2 chuan bi
diém
Thao luan - Muc tiéu cua dotkién| Poc  théng | Giang  vién  can
tap. tin vé don vi | chuan bi day du tai

- Noi dung kién tap.

- Lich trinh va thoi
gian kién tap.

- C4c yéu cau ddi voi
sinh vién trong dot
Kién tap.

- Trao d6i hoi dap.

dén kién tap.
boc tai li¢u
lién quan.

licu, 1&n lich kién tap
va lién hé véi don vi
dén kién tap trudc
khi gap sinh vién.

Tuan 2, Ngi dung 2: Tham quan thyc té cac doanh nghiép
Noi dung 3: Trao doi chuyén mdn va cac hoat dong xa hoi

Hinhthicto |  Thoi Noi dung chinh

chuc day hoc gian, dia
diém

Yéucau | Ghicha
sinh vién
chuan bi
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Thuc hanh - Gidi thiéu téng quan vé co quan | - Chuan bj

dén kién tap cac cau hoi
- Tham quan c&c phong chuc | va ndi dung
nang can trao doi
- B4o céo cua doanh nghiép dén
tham quan

- Trao d6i céc van dé chuyén
mén tai doanh nghiép dén tham
quan, nhitng kinh nghiém hoat
dong.

- Tham gia cac hoat dong giao
luu.

Tuan 3, ndi dung 4: Tong két danh gia két qua tap cha sinh vién

Hinhthacto |  Thoi Noi dung chinh Yéu cau sinh | Ghi chu
chtrc day hoc | gian, dia vién chuan bi
diém
Théo luan - B4o cao tong két dot kién tap.| - Viét bao céo| - Giang
- Trao d6i nhitng van dé lién| tong kétca | vién chuan
quan dén dot kién tap: noi| nhan. bi bao céo
dung, cach thic to chuc, két danh gia
qua thu dugc, nhitng ton tai, chung vé
nhitng kién nghi caa sinh vién dot kién
- Bao cao kién tap cua sinh tap.
vién.

N@i dung kién tap
* Ngi dung 1. Gigi thiéu chung vé dot Kkién tdp
1. Muc tiéu cua dot kién tap.
2. Noi dung kién tap.
3. Lich trinh va thoi gian kién tap.
4. CAac yéu cau ddi voi sinh vién trong dot kién tap.
* Ngi dung 2. Tham quan thec té cac doanh nghiép
1. Giéi thiéu tong quan vé doanh nghiép: chirc ning, co cau td chic, can b, cac san
pham dich vu, trang thiét bi. ..
2. Tham quan céac phong chirc nang
- Phong t6 chirc
- Phong ké toan
- Phong kinh doanh
- Cac phong ban khac
3. Trao doi va hoi dap
* Ngi dung 3. Trae déi chuyén mén va cac hoat déng xa hgi
1
2

Nghe céc bao céo cua doanh nghiép dén tham quan

Trao d6i cac van dé chuyén mon tai doanh nghiép dén tham quan, nhitng kinh
nghiém hoat dong.

3. Tham gia cac hoat dong giao Iuu
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- Giao luu vdi cong nhan vién chac.
- Tang qua
éi dung 4. Tong két danh gid két qud Kién tdp cia sinh vién
. Pénh gia tong két dot kién tap
. Cham diém sinh vién dya trén két qua Iam viéc va thai 6 trong qua trinh kién tap.
. Sinh vién nop bao cao kién tap.
IV. PIEU KIEN THUC HIEN CHUONG TRINH
- K& hoach kién tap chi tiét cho sinh vién.
- Lién hé cac don vi kién tap, kinh phi
- Tai liéu, biéu mau béo céo, chdm cong, cac quy dinh ddi véi sinh vién kién tap
va giang vién huéng dan doan kién tap.
V. PHUONG PHAP VA NOI DUNG PANH GIA
- Co s¢ dé danh gia dya trén béo céo kién tap cua sinh vién, nhitng ghi chép, theo
ddi cua giang vién trong dot kién tap.
- N§1 dung danh gia:

*

N
1
2
3

Stt | Noi dung danh gia

1. | Chuyén can

2. | Tham gia cac hoat dong cua dot kién tap

3. | Tham gia trao doi hoi dap

4. | Bao céo kién tap

5. | Thai do, thc phong l1am viéc va tuan thii cac ndi doan kién tap va don vi dén
tham quan.

- Thang diém danh gid: C6 02 muc danh gia: Pat va Khéng dat

VI. HUONG DAN CHUONG TRINH

1. Pham vi 4p dung chuong trinh: Chuong trinh mén hoc dugc sir dung dé giang
day cho trinh d6 Trung cip va Cao dang nghé. Téng thoi gian thuc hién mén hoc la: 135
gio, gido vién thao luan trong cac gio ly thuyét, két hop véi cac gio thuc hanh di thuc té
dan xen.

2. Huéng dan mot s diém chinh vé phuong phép giang day mén hoc:

- Hinh thirc giang day chinh ctia mdn hoc: Thao luan trén I6p két hop vai tham quan thyc té
tai doanh nghiép.

3. Chinh sach di véi mon hoc

a. C&c yéu cau doi véi sinh vién

- Sinh vién phai bat budc phai tham gia dot kién tap.

- B4o céo kién tap phai nop ding han.

- Sinh vién chap hanh nghiém tic cac hudng dan cua gido vién huéng dan doan va
gio giac 1am viéc, di lai cua doan kién tap.

- Phai ton trong va giir gin, bao quan vat tu, tai san ciia co quan noi kién tap.

b. Yéu cau dbi voi Bao céo két qua kién tap

M®i sinh vién khi két thiic dot kién tap déu phai c6 Bao céo két qua thuc thap, yéu
CAu cta bao cdo nhu sau:
V¢ hinh thizc:
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- Trinh bay trén kho A4, c& chit 14, phéng chit Times New Roman.

- Bia b4o cdo0 bao gom cac thong tin sau: Tén trudng va khoa dao tao, tén béo céo,
tén sinh vién viét bao cdo, cac tén don vi dén kién tap.

- Sb luong trang: tdi thiéu 5 trang

e \Vé ngi dung:

- Nhitng néi dung cong viéc di 1am trong qua trinh kién tap

- Nhitng kién thirc va kinh nghiém ma sinh vién dé thu nhan duoc.

- Nhitng nhan xét danh gia khai qua vé thyuc té hoat dong cua co sé kién tap.

- Nhitng kién nghi hodc dé xuat néu co.

c. C4c yéu cau dbi vai giang vién hudéng dan

- Lién h¢ voi don vi kién tap va xay dung ké hoach kién tap cho sinh vién.

- Chuan bi cac mau bao cdo, cac quy dinh va cac gidy to (cong vin, cong 1énh...)
can thiét & cung cap cho sinh vién va co s& kién tap.

- Trong qué trinh dan doan phai thudng xuyén sat sao véi sinh vién dé kip thoi giai
quyét cac van dé phat sinh.

- Két hop vai don vi cung cap dich vu dé dam bao noi an, & cho sinh vién (néu co).

- Giang vién huéng dan co trach nhiém tong két dot kién tap.

4. Tai liéu can tham khao

- Pé cuong mén “Kién tap”.

- Tai liéu gioi thiéu chung vé dot kién tap (Noi ¢6 tai liéu: gidng vién hwéng dan
doan kién tap).

- Tai liéu gi6i thiéu vé don vi dén kién tap (Noi c6 tai liéu: website ciia don vi dén
kién tdp, gidng vién hwong ddn doan kién tap).
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CHUONG TRINH MON HQC QUAN TRI CO SO DU LIEU VOI SQL
SERVER

Tén mé dun: QUAN TRI CO SO DU LIEU VOI SQL SERVER

Ma mé6 dun: MH15

Thoi gian thwe hién mé dun: 75 gio' (Ly thuyét: 20 gid; Thuc hanh, thi nghiém,
thao luan, bai tap: 51 gid; Kiém tra: 4 giod)

I. Vi tri, tinh chét ciia mé dun:

1. Vi tri: Quan tri co so dir liéu véi SQL Server 1a m6 dun chuyén mon dao tao
trinh do Cao dang Cong nghé thong tin.

Mo dun nay duogc b tri sau cac mén hoc: Co sé dit liéu.

2. Tinh chéat: Quan tri co s dir liéu voi SQL Server 1a mé dun chuyén mon bat
budc.

I1. Muc tiéu mo dun:

1. Vé kién thuc:

— Trinh bay duoc vai tro ctia hé quan tri co s¢ dir liéu trong viéc khai thac va
quan tri co so dit liéu;

— Trinh bay duoc khai niém vé md hinh dir liéu quan hé: bang/quan hé, ban
ghi/dong dit liéu, thudc tinh (attributes), mién gia tri (domain), khoa (primary key,
foreign key);

— Néu duoc cac mé hinh truy nhap dir liéu SQL Server;

— Trinh bay duoc kién triic bén trong cua SQL Server 2008 trg 1én: céac thanh
phan va dich vu;

— Néu duoc cac ngdn ngtr 1ap trinh tich hop trong SQL Server 2008 tro 1én;

— Trinh bay dugc cach xdy dung ham, tha tuc, trigger;

— Giai thich duoc vai tro cua khoa trong cac giao dich;

2. V& k¥ nang:

— Cai dat va cau hinh dugc SQL Server 2008 trd 1én;

— Thuec hién thanh thao cac thao tac quan tri tai khoan nguoi dung va tai khoan
nhom ddi véi hé théng SQL Server 2008 trg 1én;

— Bao vé tai nguyén dit liéu trén cac hé théng SQL Server 2008 trg 1én;

Xay dung chinh xac cac diéu kién truy van;

—  Thiét ké dugc mot s6 truy van co sé dit liéu bang cac cong cy;

—  Xay dung duoc mot s6 ham, tha tuc va trigger gilp cho viéc truy cap, khai
thac co s¢ dir li¢u dugc hiéu qua hon;

— Quan ly duoc céc giao dich caa hé théng;

—  Sir dung duoc mot sb dich vu cua SQL Server 2008 tro 1én:

3. Vé nang luc ty cha va trach nhiém:

— (0 kha nang ty nghién ctru, tu hoc, tham khao tai li¢u lién quan dén mon hoc
dé van dung vao hoat dong hoc tép.

— Van dung duogc céc kién thie ty nghién ctru, hoc tap va kién thirc, k§ nang da
duoc hoc dé hoan thién cac k¥ nang li€n quan dén mén hoc mot cach khoa hoc, ding
quy dinh.
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I11. Noi dung mo6 dun:
1. Noi dung téng quat va phan bé thoi gian:

Thoi gian (gio)
Thuc
STT Tén chwong, muc Tong Ly hanh; thi Kiém
£ £ nghiém,
S0 thuyet SR tra
thao luan,
q ‘ bai tap

1 | Bail: Tong quan vé SQL 4 2 9 0

Server
2 | Bai 2 Bo cong cu Management 8 2 5 0

Studio
3 | Bai 3: Binh nghia dir liu véi T-

soL 13 3 8 2
4 | Bai 4: Thao tac dir liéu voi T-

SOL 18 3 15 0
5 | Bai 5: Bao mat co so dix liéu

SQL Server. S 2 3 0
6 | Bai 6: Thu tuc luu trir. 10 3 6 1
7 Ba1~7 : Ham do nguoi dung dinh 7 9 4 1

nghia.
8 | Bai 8: Trigger. 5 1 4 0
9 | Bai 9: Quan li giao dich va khéa 5 2 3 0

Cong 75 20 51 4

Thoi gian kiém tra: 4 gio thyc hanh,
2. Noi dung chi tiét:
Bai 1: Téng quan vé SQL Server Thoi gian: 4 gio
1. Muc tiéu cua bai:
— Trinh bay duoc su tién hoa cua hé quan tri co s dir liu SQL Server;
— Trinh bay vai tro cia SQL Server trong cac ung dung quan tri dit liéu;
— Néu duoc kién trdc bén trong caa hé quan tri co so dir liéu SQL Server;
— Rén luyén thai do 1am viéc can than, khoa hoc, chinh xac.
2. No6i dung bai:
2.1.  Gidi thiéu
2.2.  Kién trdc truy cap co so dit liéu
2.3.  Gidi thiéu mot sé dich vu cua SQL server
2.4, Ngon ngir lap trinh trong SQL Server
Bai 2: By cong cu Management Studio Thai gian: 8 gio
1. Muc tiéu cua bai:
— Trinh bay duoc giao dién db hoa thao tac dén cac dbi twong trong co s dit liéu
SQL Server,
— Trinh bay dugc cong cu thiét ké bang va thiét ké so d6 quan h¢;
— Trinh bay dugc céng cu hd trg thiét ké cau truy van;
— Trinh bay dugc cong cu quan ly cac script cia mot du an;
— Cai dat va cdu hinh dugc SQL Server;
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— Xt Iy dwoc cac 16i thuong gap khi xay dung cau truy van bang cong cu hd tro;
— Xay dung dugc mo hinh quan hé ctia mét so co so dir liéu mau;
— (6 thai d6 lam viéc chu dong, tich cuc va sang tao.

2. No6i dung bai:
2.1 Cai dat Microsoft SQL Server
2.1.1  Cai dat .Net FrameWork
2.1.2  Cai dat ban nang cdp Windows
2.1.3 Caidat SQL Server
2.1.4 Khoi dong SQL Server
2.2 Mot sb thao tac véi SQL Server
2.2.1 bang nhap SQL Server
2.2.2  Tao va thuc thi cic cAu truy van véi trinh soan thao trén di liéu mau, kich ban
2.3 Quan ly co so dir liéu
2.3.1 Tao mdi mot Database
2.3.2  Sao luu Database (Backup)
2.3.3  XoOa Database (Delete)
2.3.4  Phuc hdi Database (Restore)
2.3.5 Go bo Database (Detach)
2.3.6  Dbinh kém Database (Attach)
Bai 3: Pinh nghia dir li¢u véi T-SQL Theot gian: 13 gio
1. Muc tiéu cua bai:

Trinh bay duoc cach tao méi, sira, x6a cac d6i tugng trong co so dir liéu;
Néu duoc cac kiéu dir liéu trong SQL Server dac biét 1a cac kiéu dix lieu mai
thém vao SQL Server;

Phan loai dugc cac ddi twong trong co sé dit liéu;

Viét duoc cac cau lénh dé dinh nghia va cap nhat céu tric co s dir liu;
Hoan thanh day dua bai tap mot cach tich cuc, cha dong khoa hoc va sang tao.

2. Noi dung bai:
2.1 Ngbn nglr dinh nghia dir li¢u
2.2 Tao va stra ddi cAu trac co so dit lieu
2.2.1 Tao tap tin co so dix licu

2.2.1.1  Tao co s dit liéu véi duong dan mic dinh
2.2.1.2  Tao co so dir liéu véi dudng dan chi dinh

2.2.1.3  Khai bao co s¢ dir liéu da c6 vao MS SQL Server
2.2.1.4  Doi tén co so dir ligu

2.2.1.5 Tang dung lugng tap tin dir liéu

2.2.1.6 Doi vi tri tap tin dir liéu

2.2.1.7  Cau hinh co s¢ dit liéu chi doc.

2.2.1.8  Chi dinh co s¢ dir liéu dugc dung cho trinh soan thao Query
2.2.1.9 Xo04 co s6 dir liéu.

2.2.1.10 Luu y vé quyén tao co s dir liéu.

2.2.2 Tao bang

2.2.2.1  Céacrang budc toan ven trong tao bang

2.2.2.2  Céc kiéu dir liéu thuong ding

2.2.2.3 Lénh tao bang

2.2.2.3.1 Cu phép lénh tao bang

2.2.2.3.2 Hién thi tén tt ca cac bang trong co s¢ dit lidu
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2.2.2.3.3 Hién thi cau tric cua bang

2.2.2.3.4 Hién thi thdng tin cua cot dit liéu trong bang

2.2.2.3.5 Hién thi tén cac khoa chinh

2.2.2.3.6 Hién thi tén c4c khoa ngoai

2.2.2.3.7 Hién thi tén cac rang budc

2.2.2.4  Lénh xoa bang

2.2.25 Lénh thém, stra, x04a cot

2.2.2.6 Lénh thém, stra, x04, vo hiéu hoa hay kich hoat rang budc

2.3 Kiém tra
Bai 4: Thao tac dir liéu véi T-SQL Thoi gian:18 gio
1. Muc tiéu cua bai:

— Trinh bay duoc ci phép céc cau truy van;

— Str dung két hop mém déo céc tién ich khac nhau khi tao cau truy van;
Xay dung chinh xac cac diéu kién truy van;
Xay dyng duoc cac cau truy van 1ong nhau va truy van trén nhiéu bang;
Hoan thanh day du bai tap mot cach tich cuc, chi dong khoa hoc va sang tao.
2. No6i dung bai:

2.1 Ngbn ngit thao tac cap nhat dir liéu

2.1.1  Thémdu liéu

2.1.2 Xoadt liéu

2.1.3 Suadir liéu

2.2 Ngon ngit thao tac truy van di lidu

2.2.1  Truy van chon

2.2.2  Truy van nhém dir ligu

2.2.3  Truy van léng nhau

2.2.4  Truy van hop

2.3 Cap nhat dit liéu tir tap hop nhitng dit liéu c6 san

2.3.1  Thém mot hay nhiéu bo gia tri vao mot bang tir bang c6 sin dir liéu.

2.3.2  Tao mot bang mai véi cac bo gia tri dugc lay tir bang c6 san di liéu.
Bai 5: Bao mét co sé¢ dir liéu SQL Server Thaoi gian: 5 gio
1. Muc tiéu cua bai:

— Trinh bay dugc céc giai phap bao mat co so dir liéu trong SQL Server;

— Neéu duoc vai tro cua nguoi dung trén hé quan tri co sé dir liéu va trén co s dit liéu;

— S dung mét sb cong cu dé dinh nghia va phan quyén ngudi st dung;

— Reén luyén thai d6 1am viéc nghiém tdc, ti mi, can than.
2. Noi dung bai:

2.1. Taova Cap quyén tai khoan dang nhap SQL Server.

2.2. Cap quyen ngudi sir dung trén d6i tuong co so dir liéu.

2.3. Cap quyén ngudi st dung trén di liéu.
Bai 6: Thi tuc lwu triv Thoi gian: 10 gio
1. Muc tiéu cua bai:

— Trinh bay duoc cl phap va cach tao thua tuc théng qua cong cu Management Studio;

— Tao va st dung duoc thu tuc;

— Ren luyén thai @6 nghiém tdc, khoa hoc, sang tao.
2. No6i dung bai:
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2.1.  CAu lénh diéu khién,
2.2. Tao thu tuc luu trir.
2.3.  Loigoithu tuc lvu trir.
2.4.  Dinh nghia va st dung bien.
2.5.  Giatrj tra vé trong thu tuc luu trit.
2.6.  Sura va xo6a thu tuc luu tri.
*  Kiémtra
Bai 7: Ham do ngudi dung dinh nghia Thot gian: 7 gio
1. Muc tiéu cua bai:
— Trinh bay duoc cu phap va cich tao cac ham théng qua cong cu Management Studio;
— Van dung duoc cach truyén tham sé;
— Tao va str dung dugc ham;
— Ren luyén thai d6 nghiém tdc, khoa hoc, sang tao.
2. No6i dung bai:
2.1. Ham v6 huong
2.2.  Ham noi tuyén
2.3. Ham bao gém nhiéu cau Iénh bén trong.
2.4.  Stra va x0a ham.
2.5.  Thuyec thi cac ham do nguoi dung dinh nghia.
*  Kiémtra
Bai 8: Trigger Thoi gian: 5 gio
1. Muc tiéu cua bai:
Trinh bay dugc cu phéap va cach tao va céng dung cua trigger;
Phén biét sy khac nhau gitra trigger vai ham, thu tuc;
Phan tich duoc cac tinh hudng nén sir dung trigger;
— Su dung dugc cong cu dé tao trigger;
— Ren luyén thai @6 nghiém tdc, khoa hoc, sang tao.
2. No6i dung bai:
2.1.  Giéi thiéu vé trigger
2.2.  Tao, thay thé, loai bo triggers
2.3.  Kich hoat trigger khi thay doi dit liéu cot (if update)
2.4.  Str dung trigger va giao tac (transaction).
2.5. V0 hiéu hoa hay kich hoat trigger.
Bai 9: Quan ly giao dich va khoa Thoi gian: 5 gio
1. Muc tiéu cua bai:
— Trinh bay dugc khai niém giao dich;
— Trinh bay duoc tim quan trong cuaa viéc quan ly giao dich;
— Néu duoc vai tro cua khda trong quan ly giao dich;
— Viét duoc mot sé module dé quan ly giao dich;
Hoan thanh day du bai tap mot cach tich cuc, chi dong khoa hoc va sang tao.
2. Noi dung bai:
2.1. Giaodich
2.2. Khoba

IV. Piéu kién thuc hién mé dun:
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1. Phong hoc chuyén mon hoa/ nha xueng: Phong day tich hop; Thiét bi on dinh;
bu anh sang. Moi sinh vién/1 may tinh, phong thuc hanh dat chuan, c6 may cho giao
vién va may chic¢u da phuong tién.

2. Trang thiét bi may méc: Bang tring; May chiéu; 1 may tinh/ngudi hoc; Hé thdng
mang may tinh co internet.

3. Hoc liéu, dung cu, nguyén vat liéu: Hoc liéu: Giao trinh, tai liéu tham khao;
Giao an, bai giang, ngan hang cau hoi, bai kiém tra; Dung cu: B cai Microsoft SQL
Server 2008 tr¢ 1én; Vat liéu: Bat bang trang;

V. Ngi dung va phwong phap danh gia:

1. N6i dung:

- Kién thuc:

+Trinh bay duoc cac kiéu dir liéu trong MS SQL Server

+Trinh bay duoc cac dich vu trong MS SQL Server

+Trinh bay duoc cac phat biéu co ban cua T-SQL

+Ne&u va tao duoc cac khod va rang buoc di liéu

+Thiét ké dugc mot CSDL

+Thiét lap duoc cac bao mat trén CSDL.

- K§ nang:

+Tao CSDL

+Truy van di liéu

+Tao quan hé va bao mat dir liéu.

- Nang luc tu chu va trach nhiém:

+Van dung dugc cac kién thtrc ty nghién ctru, hoc tap va kién thuc, k¥ ning da
dugc hoc dé hoan thién cac k§ ning lién quan dén mon hoc mét cach khoa hoc, dung
quy dinh.

2. Phuong phép:

* Kiém tra dinh ky:

+ S6 luong: 03 bai

+ Thoi gian: 45 phat — 90 phat;

+ Hinh thirc: thuc hanh trén may hoac tu luan.

* Kiém tra két thuc mé dun:

+ Hinh thire: thyc hanh trén may;

+ Thoi gian: 90 phat — 120 phdat.

VI. Hwéng din thyc hién mo dun:

1. Pham vi &p dung mo dun: Chy:(yng trinh mé dun duoc sir dung dé giang day cho
hoc sinh, sinh vién Trung cap, Cao dang Cong ngh¢ thong tin.

2. Huéng dan vé phuong phép giang day, hoc tip mo dun:

- D vi gido vién, giang vién: Gido vién trudc khi giang day can phai can cir vao
ndi dung cua tung bai hoc chuan bi day du cac diéu kién thuc hién bai hoc dé¢ dam bao
chat luwong giang day

- Péi v6i nguoi hoc: Chuan bi bai hoc trudc khi 1én 16p. Hoan thanh céc bai tap
gido vién giao.

3. Nhitng trong tdm can chl y:

- Bai 3: Binh nghia dir liéu véi T-SQL
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- Bai 6: Thu tuc luu trir.
- Bai 7: Ham do nguoi dung dinh nghia.
4. Tai liéu tham khao:

[1] Nguyén Thién Bang (2007), Giao trinh SQL Server 2008, NXB Lao Pong - X4

[2] Tran Nguyén Phong, Gido trinh dién tir SQL Server 2000 cua Dai Hoc Hué.
[3] Céc tai liéu cap nhat nhanh trén internet: SQL Server 2005, SQL Server 2008.
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CHUONG TRINH MON HQC THIET KE VA QUAN TRI WEBSITE

Tén mén hec: THIET KE VA QUAN TRI WEBSITE

M& mon hoc: MH16

Théi gian thue hién mén hoc: 90 gio (Ly thuyét: 25 gid; Thuc hanh, thi nghiém,
thao ludn, bai tap: 61 gio; Kiém tra: 4 gio)

I. Vi tri, tinh chat ciia mén hoc:

1. Vi tri: Mén hoc nay hoc sau cac mon hoc, mén hoc co so.

2. Tinh chat: LA mén hoc chuy&n mén bét bugc.

I1. Muc tiéu mén hoc:

1. V& kién thuc:

- Trinh bay duoc md hinh, cau tric va nguyén ly hoat dong cua cac website;

- Trinh bay duoc ciu tric mot trang HTML va tinh ning, cG phap cua cac thé
HTML,

2. Vé k¥ ning:

- Ap dung dugc céac ki thuat thiét ké giao dién web véi CSS;

- Ap dung duoc céc ky thuat I1ap trinh hd tro thiét ké web véi ngon ngit javascript:
xu ly dit liéu, twong tac dbi twong;

- Xay dung dugc cac website 6 tinh tham my, trong dé ¢6 cac tng dung phuc vu
c4c muc tiéu tuong tac dir liéu cu thé, c6 kha niang lién két dén cac trang web hay tai
nguyén khac;

- St dung dugc mot hoic mot sé céng cu thiét ké web nhu DreamWeaver,
Komposer;

- Xuét ban duoc website 1&n internet va quan tri website;

3. V& ning luc ty chu va trach nhiém:

—C06 kha nang ty nghién ctru, tu hoc, tham khao tai liéu lién quan dén mén hoc dé van
dung vao hoat dong hoc tap.

—Van dung duoc cac kién thirc tr nghién ctru, hoc tap va kién thic, k¥ ning da duoc
hoc dé hoan thién cac k¥ nang lién quan dén mon hoc mot cach khoa hoc, dang quy dinh.

I11. N§i dung mén hoc:

1. Nbi dung tong quat va phan bé thoi gian:

Thoi gian
. Thuc
'IS'?I' Tén cac bai trong mén hgc Tong Ly har;]hl thi Kiém
s6 | thuyée | O™ | g
thao luan,
bai tap

1 | Tong quan vé World Wide Web 2 2 0 0
1. Mét sb dich vu quan trong trén
Internet
2. Cau trac va hoat dong cua dich vy
WwWw

2 | Tao cac trang HTML tinh 28 6 21 1
1. Tao va thyc thi trang web HTML
tinh
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. Dia chi twong ddi va tuyét d6i

. Th¢ HTML

. Cau trac trang web HTML tinh

. Pinh dang van ban

. Heading

. Siéu lién két

. Thanh phan da phuong tién

9. Danh sach

10. Bang biéu

11. Biéu miu

12. Tao va thuc thi trang web HTML
tinh

3 | Thiét ké giao dién v6i HTML va CSS | 31 6 23 2
1. Tong quan vé CSS

2. Thiét ké giao dién véi HTML va
CSS

4 | Lap trinh Javascript 16 6 9 1
1. Tong quan vé Javascript
2. Javascript co ban

3. Ham Javascript

5 | Thiét ké va quan tri website v4i cong 13 5 8 0
cu (KompoZer, DreamWeaver,...)

1. T6 chirc va quan ly website

2. Thiét ké va quan tri website véi
cong cu (KompoZer, DreamWeaver,
...)

3. Xuét ban website

Tong cong 90 25 61 4

OQA| O[NP |W|N

2. Noi dung chi tiét:

Bai 1: Tong quan vé World Wide Web Thoi gian: 2 gio
1.Muc tiéu:

- Trinh bay dugc moi treong hoat dong cua cac website;

- Trinh bay duoc cau triic va cac nguyén |y hoat dong cua website;

- M0 ta mach lac dugc cac mo hinh hoat dong WWW, FTP, Email;

- Rén luyén tinh nghiém tdc, tich cuc trong viéc tiép nhan kién thac. Cha dong, tich
cuc tim kiém céc ngudn tai liéu lién quan.
2. N1 dung:

2.1. Mot s6 dich vu quan trong trén Internet

2.1.1. Dich vu truyén file FTP

2.1.2. Dich vu thu dién tir Email

2.1.3. Dich vu Telnet

2.1.4. Dich vu WWW / HTTP

2.1.5. B dinh vi tai nguyén URL

2.2. CAu tric va hoat dong cua dich vu WWW

2.2.1. Kién trac WWW

2.2.2. Web tinh va Web dong
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2.2.3. WebServer - WebBrowser
Bai 2: Tao cac trang HTML tinh Thoi gian: 28 gio
1.Muc tiéu:

- Trinh bay dugc cu triac co ban cua mot trang web HTML, cau trac thu muc cua mot
website;

- Trinh bay duogc tac dung va cu phap cua cac thé HTML,;

- Viét dugc mot sb trang web qui mé nho véi cac the HTML;

- Thuec thi duogc cac trang HTML do;

- Truy cap va chinh stra dugc cac doan ma HTML trong cac trang web da co theo cac
y&U Ccau;

- Rén luyén tinh nghiém tuc, ti mi, khoa hoc trong viéc tiép thu cac kién thic ly thuyét;
Tich cuc, ti mi trong thuc hanh.
2. Noi dung:

2.1. Tao va thuc thi trang web HTML tinh
2.1.1. Mot s6 quy u6c dit tén cho tap tin HTML
2.1.2. Tao va mo trang HTML
- Tao trang HTML bang trinh soan thao vin ban thuan (plain
text editor)
- M6 trang HTML bang trinh duyét web"
2.2. Pia chi twong ddi va tuyét dbi
- Pia chi tuyét dbi
- Pia chi twong ddi
2.3. Th¢ HTML
2.3.1. Khai niém vé thé HTML
- Th¢ HTML
- Thudc tinh cia thé HTML
2.3.2. CU phap trinh bay ctia th¢ HTML
- Thé c6 thé dong riéng
- Thé tu dong
- Thudc tinh cua thé
2.3.3. Danh muc tra ctru th¢ HTML va thudc tinh cua thé
- Danh sach cac th¢ HTML
- Danh sach cac thudc tinh co ban cia th¢ HTML
2.4. CAu triic trang web HTML tinh
2.4.1. DOCTYPE vaHTML
- Th¢ DOCTYPE
- Th¢ html
2.4.2 HEAD
- Thé head
- Thé title
- Thé meta
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- Thé link

- Thé style

- Thé script

- M6t s6 thé khac

2.4.3. BODY

- thé body

2.5. PBinh dang van ban
2.5.1. Van ban

- Vin ban thuan (plain text)
- Poan van ban

2.5.2. Céc thé dinh dang van ban

- strong, em, small, sub, sup, address, time, del, ins, ...

2.6. Heading

- C4c thé heading

- Mot s6 chu y khi sir dung heading
2.7. Siéu lién két

2.7.1. Thé a

2.7.2. Siéu lién két

2.7.3. Piém neo

- Piém neo tu dinh nghia

- Piém neo dinh nghia san

2.8. Thanh phan da phuong tién
2.8.1. Hinh anh

2.8.1.1. Hinh anh dit liéu va hinh anh trang tri
2.8.1.2. Thé img

2.8.2. Am thanh, phim, flash
2.9. Danh séch

2.9.1. Danh sach khong thur tu

- Thé ul, li

2.9.2. Danh sach c¢6 thu tu

- Thé ol, li

2.9.3. Danh séach dinh nghia

- Thé dl, dt, dd

2.10. Bang biéu

2.10.1. Bang

2.10.1.1. Tao bang

2.10.1.2. Céu triic ctia bang

2.10.1.3. Thé thead, tfoot, tbody
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2.10.2. Dt li¢u ctia bang
2.10.2.1 Dong dit liéu

2.10.2.2. O dit ligu

- Thé td

- Thudc tinh colspan, rowspan
2.10.3.3. O tiéu dé

2.11. Biéu mau

2.11.1. Tao biéu miu

2.11.2. Nhap li€u dang text

- text, textarea

2.11.3. Nhap li¢u dang lya chon
- radio, checkbox

2.11.4. Nhap li¢u dang lua chon tir danh sach
- select, option

2.11.5. Céac dang dir li¢u khac

- image, password, hidden
2.11.6. Cac loai niit nhan

- submit, reset, button

* Kiem tra

Bai 3: Thiét ké giao dién véi HTML va CSS Thoi gian: 31 gio
1. Muc tiéu:

- Trinh bay duoc nguyén ly hoat dong cua CSS;

- Xac dinh duoc cac selector twong (tng cho ting ddi twong, nhom ddi twong HTML;

- Ap dung dugc CSS cho cac thanh phan, déi tuong HTML;

- Rén luyén tinh nghiém tdc, tich cuc trong viéc tiép nhan kién thac. Cha dong, tich
cuc tim kiém céac ngudn tai liéu lién quan.
2. NoOi dung:

2.1. Téong quan vé CSS

2.1.1. Khai niém chung

2.1.2. Cac hinh thirc két hgp CSS vao trang HTML

- In-line style

- Internal style

- External style

2.1.3. Selector

2.1.4. CU phép trinh bay CSS

2.2. Thiét ké giao dién voi HTML va CSS

2.2.1. CSS co ban

2.2.1.1. Kiéu chir (font), c& chir

2.2.1.2. Mau sic

- Mau nén

- Mau chir

- Bang ma va tén mau
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2.2.1.3. Dinh dang trinh bay co ban

- Chir

- Siéu lién két

- Danh sach

- Bang

2.2.1.4 Khung hinh

- Kich thuéce

- Khung vién

- Margin, padding

2.2.2. CSS néng cao

2.2.2.1. Gom nhom, 1ong ghép, lya chon riéng

- Grouping

- Nesting

- Pseudo

2.2.2.2. Kich thuoc

2.2.2.3. Vi tri

- Toa dod tuyét ddi, tuong ddi

- Chiéu sau

- Floating

2.2.2.4. Thay thé chit bang hinh anh

2.2.2.5. Xir Iy hinh anh

* Kiém tra
Bai 4: Lap trinh Javascript Thoi gian: 16 gio
1. Muc tiéu:
Trinh bay dugc nguyén ly hoat dong cua Javascript trong trang web;
Str dung duoc cac kiéu dir liéu co ban trong lap trinh Javascript;
Xay dyng dugc ham javascript dé xir Iy dit liéu, xu ly yéu cau;
— Reén luyén tinh nghiém tic, tich cuc trong viéc tiép nhan kién thic. Cha dong, tich

cuc tim kiém cé&c ngudn tai liéu lién quan.

2.N01 dung:
2.1. Tong quan vé Javascript
2.1.1. Gi6i thi¢u chung
- Luoc su
- Vai trd cta Javascript trong thiét ké web
2.1.2. Vi tri dat ma Javascript trong trang web HTML
- Trong phan head
- Trong phan body
2.1.3. HTML DOM
2.1.3.1. Khai niém vé HTML DOM
2.1.3.2. Vai tro cua HTML DOM trong l4p trinh
Javascript
2.2. Javascript co ban
2.2.1. Cau lénh, khéi 1énh, ghi chu
2.2.2. Kiéu dit liéu
2.2.2.1. Kiéu dit liéu so cip
- Ky tu
- S6 nguyén, s thuc
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- Boolean
2.2.2.2. Kiéu dit liéu Undefined va Null
2.2.2.3. Kiéu dit liéu d6i twong
- Object
- String
- Array
- Date
2.2.3. Cac toan tir
- Toan tir gan
- C4c toan tir sb hoc
- C4c toan tir so sanh
- Céac toan tir luan ly
2.2.4. Bién
2.2.4.1. Khai bao va gan gié tri cho bién
2.2.4.2. Str dung bién
2.2.4.3 Pham vi cua bién
- Bién cuc bod
- Bién toan cuc
- Chu ky sdng ctia bién
2.2.5. Cau tric diéu khién
2.2.5.1. Ré nhanh
- IF ELSE
- SWITCH
2.2.5.2. Lap
- FOR
- WHILE
- Lénh break
2.3. Ham Javascript
2.3.1. Gidi thiéu chung
- Khai niém
- Vai tro
2.3.2. Binh nghia ham Javascript
- Cu phap
- Tham s6 ctia ham
2.3.2.1. Dit lidu tra vé
2.3.3. Got ham Javascript
2.3.4. Ham dinh nghia sin ctia Javascript
* Kiem tra
Bai 5: Thiét ké va quan tri website véi cong cu Thoi gian: 13 gio
(KompoZer, DreamWeaver,...)
1. Muc tiéu:
— T4 chac duge mot website mot cach hop 1y;
—  Sir dung dugc mot hoac mot sé cdng cu nhu phan mém KompoZer, DreamWeaver,...
dé thiét ké va quan ly website;
— Cai dat duogc website 1én may chia web;
— Rén luyén tinh nghiém tdc, tich cuc trong viéc tiép nhan kién thire. Cha dong, tich
cuc tim kiém céc ngudn tai liéu lién quan.
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2.Noi dung:
2.1. T6 chirc va quan 1y website

2.1.1. Phan tich cu triic website
2.1.2. Tao hé théng thu muc
2.1.3. Quan ly website
- Sép xép lai cac tap tin va thu muc da co
- Sép xép cac tap tin va thu muc méi thém vao
2.2. Thiét ké va quan tri website véi cong cu (KompoZer,
DreamWeaver, ...)
2.2.1. Lam quen v&i cong cu
2.2.1.1. Giao dién lam viéc
- Cira s6 soan thao
- C4c thanh cong cu hd trg (toolbar)
- Cira sO quan 1y website
- Céc ctra s6 hd tro khac
2.2.1.2. Stra thong s6 1am viéc
- Bang ma ky ty: UTF-8
- Chuan HTML va CSS
2.2.2. Thiét ké trang web
2.2.2.1. Tao trang HTML
- Str dung chure ning kéo-tha, chén tryc tiép cac d6i tuong
HTML vao trang web tir cac thanh cong cu hoac thuc don
lam viéc
- Két hop giao dién design/source/split
2.2.2.2. Lién két CSS véi trang web HTML
2.2.2.3. Do va stra 15i thiét ké trang web
- Str dung chure ning tra xét phan tir (DOM Explorer, DOM
Inspector)
2.3. Xuét ban website
2.3.1. Chon dich vu hosting
2.3.2. Téi website 1én host
- Dung trinh duyét web
- Dung phan mém FTP client (FireZilla, ...)
- Dung cong cu quan tri website (KompoZer, DreamWeaver,
..n)
2.3.3. Chinh stra cac thong sb hoat dong cho website
- Quyeén truy cap, thuc thi dén website va cac trang web
- Tré domain hodc IP dén website
2.3.4. Cong khai website
IV. Piéu kién thuc hién mén hec:
1. Phong hoc chuyén moén hoa/nha xuang
—Mai sinh vién/1 may tinh, phong thuc hanh dat chuan, c6 may cho giéo vién va
may chiéu da phuong tién.
2. Trang thiét bi may maoc
—May tinh c6 cau hinh téi thiéu: CPU 2GHz, RAM 1GB, 6 dia ciing tréng it nhat
500MB, c6 két ndi mang noi bo va internet, co cai trinh soan thao van ban thuan
(Notepad++, EditPlus, ...) c6 cai phan mém cong cu thiét ké va quan tri website
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(KompoZer, DreamWeaver, ...), c6 cai phan mém xt ly hinh anh (GIMP, Photoshop,
...), ¢6 cai phan mém FTP (FireZilla, ...).

3. Hoc liéu, dung cu, nguyén vat liéu

—Gi&o an, gido trinh, tai liéu tham khao, tai liéu phat tay.

—But viét bang, phan viét bang.

—Ban thiét ké website, tai liéu noi dung, am thanh, hinh anh can dua 1én website.

4. Khéc

—Tai khoan web hosting.

—Tai liéu huéng dan sir dung web hosting.

—Tai liéu hudng dan sir dung cac phan mém.

V. Ngi dung va phwong phap danh gia:

1. N6i dung:

- Kién thuc:

+Moi truong phat trién va hoat dong cua website;

+Cong dung, cu phap va cac tham sé cua cac thé HTML;

+Thiét ké trang web bang céng cu phan mém;

- K§ nang:

+Tao va thuc thi mét trang web trén localhost;

+Thao tac voi cac the HTML dé tao duoc trang web don gian, truy tim cac thé
HTML trong cac trang c6 san;

+Str dung cac tinh nang ctia phan mém cdng cu dé thiét ké va chinh stra cac trang
web;

+Pang ky host, xuat ban va thao tac quan tri site.

- Nang luc tu chu va trach nhiém: danh gia y thuc, t6 chic, chap hanh noi quy
hoc tap, tuan thi cac quy dinh vé an toan lao dong.

2. Phuong phép:

- Kiém tra dinh ky:

+ S6 bai: 4 bai kiém tra dinh ky

+ Thoi gian: 45 phat/ bai.

+ Hinh thic: tw luan, trac nghiém hozc thyc hanh

- Kiém tra két thic mon hoc:

+ Hinh thac: thuc hanh.

+ Thoi gian: tir 90 phat dén 150 phdt.

VI. Huéng dan thyc hién mon hoc:

1. Pham vi ap dung mon hoc:

—Chuong trinh mén hoc duoc st dung dé giang day cho hoc sinh, sinh vién cao
dang Cdng nghé thong tin (tng dung phan mém), ddng thoi 1am tai liéu tham khao cho
cac nganh nghé k¥ thuat khac.

2. Huéng dan vé phuong phap giang day, hoc tap mén hoc:

- P6i véi gido vién, giang vién:

+ Gido vién trudc khi giang day can phai can ctr vao noi dung cua tirng bai hoc
chuan bi day du cac diéu kién thuc hién bai hoc dé dam bao chit luong giang day:;

+ Khi thuc hién chuong trinh mén hoc can xac dinh nhitng diém kién thtic co ban,
xac dinh rd cac yéu cau vé kién thirc, ky nang & ting noi dung;

+ Phat van cac cau hoi;
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+ Phan nhom cho céc sinh vién thuc hién thao luan nhém;

- Bdi véi ngudi hoc:

+ Sinh vién trao ddi vai nhau, thuc hién cac bai thuc hanh va trinh bay theo nhém;
+ Thuyc hién cac bai tap thuc hanh duoc giao.

3. Nhitng trong tdm can cha y:

Bai 2: Tao cac trang HTML tinh

Bai 3: Thiét ké giao dién voi HTML va CSS

4. Tai liéu tham khao:

[1] VN-Guide (2004), Thiét ké trang web véi HTML, NXB Théng ké Ha Noi;

[2] VN Guide (1995), Internet toan tdp, NXB Khoa hoc k¥ thuat;

[3] SCC Technology (2004), Thiét ké website v&i Macromedia Dreamweaver;

[4] Nguyén Trudng Sinh (2006), Thiét ké website véi FrontPage, NXB Théng ké;
[5] Maricopa Center for Learning and Instruction (1999), Writing HTML Tutorial,
[6] Mediaspace Club (2004), Macromedia Dreamweaver MX.

[7] Céc tai liéu tham khao khac trén mang.
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CHUONG TRINH MON HQC KY THUAT BPIEN - PIEN TU

Tén mon hoc: KY THUAT BPIEN - PIEN TU

M4 s6 mén hoc: MH17

Thai gian cia mén hoc: 90 gior (LY thuyét: 30 gio; Thuc hanh: 56 gig, ; Kiém
tra: 4 gio)

I. VI TRi, TINH CHAT MON HQC:

- Vi tri : Mdn hoc duge b tri sau khi sinh vién hoc xong cac mon hoc chung, trudc
cac mon hoc/ mon hoc dao tao co s& nghé.

- Tinh chat: La mén hoc 1y thuyét chuyén nganh ty chon.

II. MUC TIEU MON HOQC:

- Trinh bay chinh xéc cac khai niém, ki hiéu qui udc, tinh chat, nguyén 1y 1am viéc
va hién tuong vé€ dién va dién tir va pham vi str dung cua céc linh kién dién tir thong
dung.

- Trinh bay chinh xac cac dinh luat, cac dai luong co ban cia mach dién.

- Nhan dién, kiém tra va hiéu nguyén 1y hoat dong cua céc linh kién dién tur.

- Chon lya, str dung dung chung loai mo6 han va thyc hién han duoc méi han tt
khong giy hu hong linh kién dién tur.

- Lép duoc cac mach dién, dién tir co ban.

- B4 tri 1am viéc khoa hoc dam bao an toan cho ngudi va phuong tién hoc tip.

I11. NOI DUNG MON HOC:
1. Ngi dung téng quat va phan phai théi gian :
Thoi gian
_?_(I)_ Tén chuong, muc Tépg Ly’ Thuc hanh Kie(rr__f_ra
SO thuyet Bal tap hodcTH)
| Céc khai niém va dinh luat co 14 6 8
ban vé mach dién
bién tich 4 2 2
Mach di¢n va céc dai luong dac 5 2 3
trung
Céc dinh luat co ban vé mach 5 2 3
dién
bién tré 4 1 3
Tu dién 4 1 2 1
Cudn cam 3 1 2
Diode 3 1 2
Transistor 4 1 3
Thyristor 4 2 2
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Il Cac module chtrc nang o5 8 16 1
Module Mux 3 1 5
Module BCD 6 2 4
Module D/A 6 2 3 1
Module Resgistor 5 1 4
Module Rom 5 2 3
IV | Cac mach dién tir irng dung 29 9 18 2
Mach FLIP_FLOP 7 2 4 1
Mach dém 7 2 5
Mach ghi dich 7 2 5
Mach A/D - D/A 8 3 4
Cong 90 30 56 4

* Ghi ch(: Thei gian kiém tra dwoc tich hep gida ly thuyét véi thuee hanh dwoc tinh
vao gio thuc hanh.

2. Ngi dung chi tiét:
Bai 1: Céc khai niém va dinh luat co ban vé mach dién
Muc tiéu :
- Trinh bay cac khai ni¢ém co ban, dinh luat vé mach di¢n;

- Ung dung dugc cac dinh luét dé phan tich cac mach dién co ban.
- Thuc hién cac thao tac an toan voi mach dién tu.

1. Pién tich Thoi gian : 4 gio
2. Mach dién va cac dai lwgng dic trung Thet gian : 5 gio
3. Cac dinh luat co ban vé mach dién Thei gian : 5 gio

Bai 2 : Linh kién dién tir
Muc tiéu :
- Phan biét cong dung va nguyén tac hoat dong cua cac linh kién di¢n tu;
- Kiém tra dugc cac linh kién dién tir ;
- Lép duoc cac mach dién tir co ban.
- Thuc hién cac thao tac an toan voi mach dién tir.

1. Dién tré Thai gian : 4 gio
2. Tudién Thei gian : 4 gio
3. Cugn cam Thai gian : 3 gio
4. Diode Thai gian : 3 gio
5. Transistor Thai gian : 4 gio
6. Thyristor Thot gian : 4 gio
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Bai 3: Cac module chirc nang
Muc tiéu :
- Trinh bay nguyén tac hoat dong cac Module chirc nang;
- Kiém tra, lap rép duoc cac Module chirc nang.
- Thuc hién cac thao tac an toan voi mach dién tir.

1. Module Mux Thai gian : 3 gior
2. Module BCD Thei gian : 6 gio
3. Module D/A Thai gian : 6 gio
4. Module Resgistor Thei gian : 5 gio
5. Module Rom Thei gian : 5 gio

Bai 4 : Cac mach dién tir trng dung
Muc tiéu :
- Phan tich dugc nguyén tac hoat dong cac mach dién tir ing dung;
- Lap rap duogc cac mach dién tir tng dung.
- Thuc hién cac thao tac an toan voi mach dién tir.

1. Mach FLIP_FLOP Thet gian : 7 gior
2. Mach dém Thei gian : 7 gior
3. Mach ghi dich Thet gian : 7 gio
4. Mach A/D - D/IA Thet gian : 8 gior

IV. PIEU KIEN THU'C HIEN CHUONG TRINH:
- Dung cu va trang thiét bi:
+ Phan, bang den
+ May chiéu Projector
+ May tinh
+ Day dan dién c6 boc cach diend =1 = 1, 6mm
+ Ngudn 1 chiéu, xoay chiéu
+ Chi han
- Hoc liéu:
+ B tranh bing gidy phim trong dung dé day k¥ thuat dién tir
+ Tai liéu hwéng din mon hoc ki thuat dién tir
+ Tai liéu hwéng dan bai hoc va bai tap thuc hanh
+ Giao trinh ky thuat dién ti
- Nguén lyc khéc:
+ Phong hoc Iy thuyét va phong thwe hanh day da diéu kién thuc hién mén
hoc

V.PHUONG PHAP VA NOI DUNG PANH GIA:
1. Phwong phap danh gia
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- Hinh thirc kiém tra hét mon c6 thé chon mot trong cac hinh thuc sau:

+D6i véi 1y thuyét :Viét, van dap, tric nghiém

+D6i véi thue hanh : Bai tap thuc hanh.

- Thoi gian kiém tra:

+Ly thuyét: Khong qua 150 phit

+Thuc hanh: Khong qua 4 gio

- Thyc hién theo dtng qui ché thi, kiém tra va cong nhan tot nghiép trong day nghé
hé chinh qui ¢ quyét dinh 14/2007/BLDTB&XH ban hanh ngay 24/05/2007 ctua B
truong Bo LD-TB&XH.

2. Ngi dung ddanh gid

- Vé kién thtre: Pugc danh gia qua bai kiém tra viét, tric nghiém dat duoc cac yéu
cau sau:

+Xac dinh chinh xac gia tri cia céc linh kién di¢n tu

+Xac dinh dugc chan cac linh kién

+L§ip rap, stra chira dugc cac mach khuéch dai

- V& k¥ niang: Panh gia k¥ ning thuc hanh cua sinh vién trong bai thuc hanh dat
duogc cac yéu ciu sau:

+Xac dinh dugc cac gia tri cua linh kién;

+Lap rap duoc cac mach khuéch dai ding yéu cau vé tiéu chuan ky thuat.

- V& thai do: Can than, tu giac.

VI. HUONG DAN CHUONG TRINH:

1. Pham vi &p dung chwong trinh:

Chuong trinh mén hoc dwgc sir dung dé giang day cho trinh d Cao ding
nghé, trung cap nghe va so cap nghé Quan tri mang may tinh.

2. Hwéng ddn mét sé diém chinh vé phwong phdp giang day mon hoc:

- Poc dugc gia tri ctia cac linh kién di¢n tur.

- Xac dinh duogc chan cac linh kién tich cuec.

- Lép rap, stra chira duoc cac mach khuéch dai.

Céc phan nay sinh vién phai duoc thyc hanh thuan thyuc

3. Nhéng trong tim chwong trinh can cha y:

Gi4o vién trudc khi giang day can phai can cir vao ndi dung cua tirng bai hoc chuan
bi dy du cac diéu kién thuc hién bai hoc dé dam bao chét lwong giang day.

4. Tai ligu tham khdo

[1]. L& Phi Yén, Luu Pht, Nguyén Nhu Anh, Ky thudz dién tir, NXB Khoa hoc va
ky thuat., 2005.

[2]. Lé Tién Thuong, Pién tix 1, NXB Khoa hoc va Ky thuat, 2007

[3]. Truong Van Tam, Gido trinh Mach dién tir, Pai hoc Can Tho, 2009
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CHUONG TRINH MON HQC THIET KE XAY DUNG MANG LAN

Tén mon hoc: THIET KE XAY DUNG MANG LAN

Ma mon hec: MH18

Thai gian thwc hién mon hoc: 75gior (Ly thuyét: 15 gio; Thuc hanh, thi nghiém, thao
luan, bai tap: 57 gio; Kiém tra: 3 gio)

I. VI TRI, TINH CHAT CUA MON HOQC:

- Vi tri: M6n hoc duoc b tri sau khi sinh vién hoc xong cac mén hoc, mén hoc
mang may tinh va quan tri mang may tinh 1.

- Tinh chat: LA mén hoc chuyén nganh; gidp sinh vién c6 kién thirc va k¥ ning vé
thiét ké xay dung hé théng mang.

Il. MUC TIEU MON HQC:

- V¢ kién thuc:

+Trinh bay dugc quy trinh thiét ké mot hé théng mang;

+Poc dugce cac bang vé thi cong;

+Phan biét dugc cac chuan két ndi mang cuc bg;

+C0 kha nang phan biét, lya chon cac thiét bi mang;

+Mo ta dugc nguyén tac hoat dong cua bo chon duong BS dinh tuyén;

+Cai dat va ciu hinh duoc cac dia chi IP cho mot lién mang;

+Cai dit duoc cac hé diéu hanh mang;

+Cai dat, cau hinh dugce cac dich vu mang;

+Bao mat duoc dir liéu hé théng;

+B6 trf 1am viéc khoa hoc dam bao an toan cho ngudi va phuong tién hoc tap.

- V& K§ nang:

+Xay dung dugc dia chi IP cho lién mang;

+CAu hinh dinh tuyén duoc cho hé théng mang;

+Cai dat va cau hinh dugc VLAN nang cao quan ly va bao mat cho hé théng mang;

+Thiét ké va xay dung dugc hé thong mang theo yéu cau.

111. NOI DUNG MON HQC:

1 Ngi dung tong quét va phan bé thoi gian:

Thai gian (gio)
Thuc
>0 Tén bai trong mon hoc Tong| Ly hanh;th' Kiém
TT £ | nghiém, tra
so | thuyet A
thao luan,
bai tap
1 | Bai 1: Tong quan vé thiét ké va cai dat | 2 2
mang
1. Tién trinh xay dyng mang
2. M0 hinh OSI
2 | Bai 2: Cac chuan mang cuc bo 3 2 1
1. Phén loai mang
2. Mang cuc b va cac giao thuc diéu
khién
3. Cac so d6 ndi két mang LAN
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4. C4c loai thiét bi mang sir dung trong
mang LAN
5. C4c to chuc chuan hoa mang Ethernet
6 . Mang Ethernet
3 | Bai 3: Co s& Vé cau noi 1 1
1. Gi6i thiéu vé lién mang
2. Gigi thiéu vé cau ndi
4 | Bai 4: Co s& vé bo chuyén mach 4 2 2
1. Chirc nang ctia bo chuyén mach
switch
2. Kién trdc caa Switch
3. Céc giai thuat hoan chuyén
4. Thong luong tong
5. Phan biét cac loai Switch
5 | Bai 5: Co sd vé dinh tuyén 17 2 14 1
1. M6 ta
2. Chirc nang ciia bo dinh tuyén
3. Nguyén tic hoat dong cua bo dinh
tuyén
4. Giai thuat dinh tuyén
5. Thiét ké lién mang véi giao thuc IP
6 | Bai 6:Mang LAN ao 17 2 14 1
1. Gidi thiéu vé VLAN
2. Vai tro cua Switch trong VLAN
3. Han ché truyén quang bé
4. Cac mo hinh cai dat VLAN
7 | Bai 7:Thiét ké mang cuc bo LAN 14 2 12
1. Tién trinh thiét ké mang LAN
2. Lap so do thiét ké mang LAN
3. Céach 1am tai liéu hd so mang
8 | Bai 8: Sir dung phan mém Visio dé thiét | 17 2 14 1
ké so do mang
1. Gidi thiéu
2. Cac cbng cu
3. Cong cu veé dang hinh
4. Hiéu chinh va dinh dang
5. Két ndi dang hinh

Cong 75 15 58 3

* Ghi chi: Thoi gian kiém tra ly thuyér diroc tinh vao gio Iy thuyét, kiém tra thuc hanh
duoc tinh vao gio thuc hanh.
2. Ngi dung chi tiet:
Bai 1: Téng quan vé thiét ké va cai dit mang Thei gian: 2 gio
1. Muc tiéu cua bai:
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- M0 ta dugc quy trinh thiét ké mot hé théng mang;
- Trinh bay dugc chirc nang hoat dong cua cac 16p trong mé hinh OSI.
- Thuc hién cac thao tac an toan vai may tinh.,

2. Noi dung bai:

2.1. Tién trinh xay dung mang

2.1.1. Thu thap yéu cau caa khach hang

2.1.2. Phan tich yéu cau

2.1.3. Thiét ké giai phap

2.1.4. Cai dat mang

2.1.5. Kiém thir mang

2.1.6. Bao tri hé thong

2.2. M0 hinh OSI

Noi dung chi tiét, phan b thai gian va hinh thic giang day cua bai 1

Thot gian (gio)
Thuc hanh, N .
Muc/Tiéu muc < Ly thi nghiém, N H.th thirc
T.50 thuyét | thao luén, KT* | giang day
bai tap
1. Tién trinh xay dung mang | 1.5 1.5 LT+TH
1.1. Thu thap yéu cau cua
khach hang
1.2. Phan tich yéu cau
1.3. Thiét ké giai phap
1.4. Cai dat mang
1.5. Kiém thir mang
1.6. Bao tri hé théng
2. Md hinh OSI 0.5 0.5 LT
Tong sb 3 3
Bai 2: Cac chuan mang cuc b Thoi gian: 3 gio

1. Muc tiéu cua bai:
- Phan biét duoc loai mang chuyén mach va mang quang bé;
- M0 ta duoc dic diém cia mang cuc bo;
- Trinh bay dugc c4c giao thuc truy cap duong truyeén;
- M0 ta duogc céc thiét bi sir dung trong mang LAN.
Thuc hién cac thao tac an toan véi may tinh.
2. Noi dung bai:
2.1. Phan loai mang
2.2. Mang cuc bo va giao thire diéu khién truy cap duong truyén
2.3. Céc so d6 ndi két mang LAN (LAN Topologies)
2.4. C4c loai thiét bi st dung trong mang LAN
2.5. C4c t6 chac chuan hda vé mang
2.6 . Mang Ethernet
2.6.1. Lich st hinh thanh
2.6.2. Card giao tiép mang (N1C-Network Interface Card)

75



2.6.3. Mot s6 chuan mang Ethernet pho bién

Noi dung chi tiét, phan bé thoi gian va hinh thirc giang day cua bai 2

Thoi gian (gio)
T.S6 Ly Thuc KT*
y thuyet hanh,A thi Hinh thic
Muc/Tieu muc nghiém, -,
thio giang day
luan, bai
tap
1. Phan loai mang 0.25 0.25 LT
2. Mang cuc bo va giao thac |  0.25 0.25 LT
diéu khién truy cap duong
truyén
3. Cac so do noi két mang | 0.25 0.25 LT
LAN (LAN Topologies)
4. C4c loai thiét bi str dung 1 0.5 0.5 LT+TH
trong mang LAN
5. Céc to chirc chuan hoa 0.25 0.25 LT
vé mang
6 . Mang Ethernet 1 0.5 0.5 LT+TH
6.1. Lich sir hinh thanh
6.2. Card giao tiép mang
(NIC-Network Interface
Card)
6.3. Mot sé chuan mang
Ethernet pho bién
Tong sé 3 2 1
Bai 3: Co sé vé cau ndi Thoi gian: 1 gio

1. Muc tiéu cua bai:
- M0 phong duoc céc van dé vé bang thong khi m¢ rong mang;
- Khic phuc dugc cac |o| X8y ra véi cau noi;

- Phan biét duoc cau ndi trong suét va giai thuat Backward Learning;

- Thuc hién céc thao tac an toan véi may tinh.
2. Noi dung bai:
2.1. Gidi thiéu Ve lién mang
2.2. Gidi thiéu Vé cau noi
2.2.1. Cau ndi trong sudt
2.2.1.1. Gidi thiéu
2.2.1.2. Nguyén ly hoat dong
2.2.1.3. Van dé vong quan - Giai thuat Spanning Tree
2.2.2. Cau ndi xac dinh duong di tir nguon
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Noi dung chi tiét, phan bd thoi gian va hinh thirc giang day cua bai 3

Thoi gian (gio)
T.So Ly Thuc hanh, | KT* - .
Muc/Tiéu muc/.... thuyét | thi nghiém, Hinh thic
thao luan, gidng day
bai tap
1. Gi6i thiéu vé lienmang | 0.25 | 0.25 LT
2. Gigi thigu vé cau noi 0.75 | 0.75 LT
2.1. Cau néi trong sudt
2.1.1. Gidi thiéu
2.1.2. Nguyén ly hoat
dong
2.1.3.Véan d& vong quan -
Gial thuat Spanning Tree
2.2. Cau ndi xac dinh
duong di tir nguon
Tong so 1 1
Bai 4: Co sé vé b chuyén mach Thoi gian: 4 gio

1. Muc tiéu cua bai:
- M@ ta duogc chirc nang cua bo chuyén mach Switch trong viéc mé rong bang thong
mang;
- Trinh bay duogc kién tric bo chuyén mach;
- Phan loai duoc cac bd chuyén mach.
- Thuec hién céc thao tac an toan véi may tinh.
2. No6i dung bai:
2.1. Chirc ning cua bo chuyén mach Switch
2.2. Kién trdc caa Switch
2.3. Céc giai thuat hoan chuyén
2.4. Thong lugng tong
2.5. Phan biét cac loai Switch
Noi dung chi tiét, phan b thoi gian va hinh thic giang day cua bai 4

Thai gian (gio)
Thuc hanh, R ,
Muc/Tiéu muc/.... . | Ly | thinghiem, _ | Hinh thic
T.50 thuyét | thao luan, KT* | giang day
bai tap
1. Chtc nang cua bo| 0.5 0.5 LT
chuyén mach Switch
2. Kién trdc caa Switch 0.5 0.5 LT
3. Cac giai thuat hoan| 0.5 0.5 LT
chuyén
4. Thong luwong tong | 0.25 0.25 LT
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(Aggregate throughput)
5. Phan biét cac loai| 2.25 0.25 2 LT+TH
Switch
Téng sb 4 2 2
Bai 5: Co sé vé dinh tuyén Thei gian: 17 gio

1. Muc tiéu cua bai:
- Trinh bay dugc cach thiét ké, xay dung mot mang WAN;
- Mo ta dugc vai tro va chire nang cua bd dinh tuyén trong mang di¢n rong;
- M5 ta duoc cac van dé lién quan khi thiét ké cac giai thuat dinh tuyén ;
- Trinh bay dugc cach thiét 1ap mdt mang IP.
- Thuc hi¢n céc thao tac an toan véi may tinh.

2. Noi dung bai:

2.1. M6 ta

2.2. Chtrc nang cua bo chon duong

2.3. Nguyén tic hoat dong cua b chon duong

2.4. Giai thuat chon duong

2.5. Thiét ké lién mang véi giao thic IP

2.5.1. Xay dung bang chon duong

2.5.2. Puong di ctia goi tin

2.5.3. Giao thtrc phén giai dia chi

2.5.4. Giao thtrc phén giai dia chi nguoc RARP

2.5.5. Giao thuc théng diép diéu khién mang Internet ICMP

2.5.6. Giao thuc chon duong RIP

2.5.7. Giai thuat vach duong OSPF

Noi dung chi tiét, phan bé thoi gian va hinh thirc giang day cua bai 5

Thoi gian (gio)
y | Thuchanh, Hinh thirc
Muc/Tieu muc/.... TSé Ly thi nghiém, KT* | giang day
' thuyet | thao luan, ‘
bai tap
1. Mo ta 0.25 0.25 LT
2. Chtic nang cua bo chon | 0.25 0.25 LT
duong
3. Nguyén tac hoat dong | 0.5 0.5 LT
cua bo chon duong
4. Giai thuat chon duong 05 0.5 LT
5. Thiét ké lien mang voi | 15.5 0.5 14 1 LT+TH
giao thuc IP
5.1. Xay dung bang chon
duong
5.2. Buong di cua goi tin
5.3. Giao thuc phan giai
dia chi
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5.4. Giao thuc phan giai
dia chi nguoc RARP

5.5. Giao thuc thong
diép diéu khién mang
Internet ICMP

5.6. Giao thirc chon duong

RIP
5.7. Giai thuat vach duong
OSPF
Tong sb 17 2 14 1
Bai 6: Mang LAN ao Thoi gian: 17 gio

1. Muc tiéu cua bai:
- Mo ta dugc chirc nang cua mang 40 VLAN;
- M6 phong duogc vai tro cua Switch trong VLAN;
- Trinh bay duogc lgi ich ctia VLAN;
- Thiét 1ap dugc cac VLAN;
- Thuc hi¢én cac thao tac an toan véi may tinh.
2. Noi dung bai:
2.1. Gi6i thiéu vé VLAN
2.2. Vai tro cua Switch trong VLAN
2.2.1. Co ché loc khung (Frame Filtering)
2.2.2. Co ché nhan dang khung (Frame Identification)
2.3. Thém mdi, x6a, thay doi vi tri ngudi sir dung mang
2.4. Han ché truyén quang bé
2.5. That chat van dé an ninh mang
2.6. Vuot qua cac rao can vat ly
2.7. Cac mo hinh cai dat VLAN
2.7.1. Mo hinh cai dat VLAN duya trén cong
2.7.2. M0 hinh cai dat VLAN tinh
2.7.3. M6 hinh cai dat VLAN dong

Noi dung chi tiét, phan bo thoi gian va hinh thirc giang day cua bai 6

Thai gian (gio)

Thuc hanh,

2 . Hinh thirc
Muc/Tiéu muc/.... ; Ly thi nghiém, .,
T.50 thuié’t thﬁoglu@n, KT* | giang day
bai tap
1. Gigi thiéu vé VLAN 0.25 0.25 LT
2. Vai tro cua Switch 0.5 0.5 LT
trong VLAN

2.1. Co ché loc khung
(Frame Filtering)

2.2. Co ché nhan dang
khung (Frame
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Identification)
3. Thém md¢i, xda, thay 2.25 0.25 2 LT+TH
d6i vi tri nguoi st dung
mang
4. Han ché truyén quang | 2.25 | 0.25 2 LT+TH
ba
5. That chat van dé an 2.25 | 0.25 2 LT+TH
ninh mang
6. Vuot qua cac rao can 2.25 0.25 2 LT+TH
vat ly
7. Cac md hinh cai dat 7.25 0.25 6 1 LT+TH
VLAN
7.1. M6 hinh cai dat
VLAN duya trén cong
7.2. Mo hinh cai dat
VLAN tinh
7.3. M6 hinh cai dat
VLAN dong
Tong so 17 2 14 1
Bai 7: Thiét ké mang cuc by LAN Thoi gian: 14 gio
1. Muc tiéu cua bai:
- Trinh bay duoc tién trinh thiét ké mang LAN;
- Lap duoc so do thiét ké mang;
- Trinh bay dugc cach thic 1am tai liéu huéng dan;
- Trinh bay cach 14p hd so vé mang.
- Thuc hi¢n céc thao tac an toan véi may tinh.
2. Noi dung bai:
2.1. Gigi thiéu tién trinh thiét ké mang LAN
2.2. Lap so d6 thiét ké mang
2.2.1. Phét trién so d6 mang ¢ tang vat ly
2.2.2. N6i két tang 2 bang switch
2.2.3. Thiét ké mang ¢ tang 3
2.2.4. Xac dinh vi tri dat Server
2.2.5. Lap tai liéu cho tang 3
Noi dung chi tiét, phan bo thoi gian va hinh thirc giang day cua bai 7
Thoi gian (gio) Hinh
Muc/Tidu muc/.... T.S6 LyA Thl_r(?Ahénh, :[hl' KT* th}i’c
: : thuyet | nghiém, thao giang
luan, bai tap day
1. Giéi thiéu tién trinh thiét | 0.5 0.5
ké mang LAN
2. Lap so do thietké mang | 135 | 15 12 LT+TH
2.1. Phét trién so d6 mang ¢
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tang vat ly

2.2. No6i két tang 2 bang
switch

2.3. Thiét ké mang ¢ tang 3

2.4. Xac dinh vi tri dat
Server

2.5. Lap tai liéu cho tang 3

Tong sé 14 2 12

Bai 8: Sir dung phin mém Visio dé thiét ké so'dd mang Thoi gian: 17 gio

1. Muc tiéu cua bai:
- Stur dung duoc phén mém MS Visio;
- Thiét ké dugc cac so dd mang;
- Thuc hién cac thao tac an toan véi may tinh.
2. No6i dung bai:
2.1. Giéi thiéu chung
2.2. Lam viéc vai Visio
2.2.1. M¢ va thoat khoi Visio
2.2.2. Ta0 méi, luu, dong va mo lai ban vé
2.2.3. Thay doi cira s6 man hinh va cac thanh cong cu
2.2.4. Cac thao tac co ban
2.3. So d6 thuc té
2.3.1. So d6 t6 chirc trong doanh nghiép
2.3.2. So d6 mang may tinh
2.3.3. So d6 kién triic mat bang
Noi dung chi tiét, phan b thoi gian va hinh thac giang day cua bai 7

Thai gian (gio)
Thuc hanh N .
Muc/Tiéu muc/.... < Ly thl’l.;ghiem,’ N H-|7nh thirc
T.50 thuyét | thao luan, KT* | giang day
bai tap
1. Gidi thi¢u chung 0.5 0.5
2. Lam viéc vai Visio 55 0.5 5 LT+TH
2.1. M¢ va thoat khoi
Visio
2.2. Tao moi, luu, dong va
mo lai ban vé
2.3. Thay doi ctra 6 man
hinh va cac thanh cong cu
2.4. Cac thao tac co ban
3. So do thyc té 11 1 9 1 LT+TH
3.1. So d6 to chirc trong
doanh nghiép
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3.2. So @0 mang may
tinh

3.3. So @6 kién trac mat
bang

Téng sb

17

2 14

IV. PIEU KIEN THUC HIEN MON HOQC:
1. Phong hoc chuyén mén hoéa/nha xuang

- Phong hoc ly thuyét va phong thue hanh du diéu kién dé thyc hién mén hoc.
- Phong thue hanh c6 day du may PC cho sinh vién thuc hanh.

2. Trang thiét bi may méc

hanh

- Liét ké céc trang thiét thi, may moc dé dam bao du diéu kién hoc tap cua HSSV,
giang day cua gido vién. ’ o
- Nghién ctru thém danh muc thiét bi day nghé toi thiéu cua Bo LBTBXH da ban

- Tinh 16p cho 25 sinh vién.
- Mau thuc hién:

TT | Tén thiét bi Do.’n 50 Y&u cau suw pham Yeuocauqky thAu z.lt.co’
vi lwong ban cuaa thiet bi
Sir dung thiét bi cho Loai co cac théng s6 k¥
1 | May vitinh Bo 25 | giang day, hd trg minh | thuat théng dung tai
hoa cac bai giang thoi diém mua sam
e aee bn ach . L Loai co céac thdng s6 ki
2 | May Server Bo 1 Ca.l dat hé dicu hanh thuat thong dung tai
Windows Server R 0
thoi diém mua sam
Hé diéu 7 2 ae ame s Phién ban pho bién nhu:
3 |hanhmay | Chiéc | 25 |Sudungdecaidatva ooy Upunty,
cau hinh may tram
tram Fedora,...
Str dung thiét bj kigm | 0 Man hinh LCD hien
tra cap mang: Do dugc thi ket qua do,
Thiét bi 46 dé.EJSO'i. Cég' . Po dugc @6 dai soi cép,
4 |kiémtracap| B g |dodasarean, | xsc dinh dugce diém
man xac dinh dugc diem dut, dat
ang kiém tra d6 théng mach 2 A
Y Kiém tra d6 thdng mach
cua cap .
cua cap
. Su 9‘-1”9 cau }Pnh;dlnh Gom 2 port serial, 3
5 | Router Chiec 1 tuyen trong hé thong
port GE, 1 port console
mang
Dung dé két noi va cau
. i hinh VLAN cho cac 24 port, Toc do
6 | Switch Chiee |21 4y tinh thanh hé théng | 10/100Mbls
mang
7 | Patch Panel | Chiée | 2 | Diemurunggiandeket |\ n o0 poy

noi mang
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g |50 By | 25 |Diemtunggiandekel | oy et néic RIS
Wallplate noi mang
9 | Cap mang mét 200 Dling de ket noi hé ToA! th'eu.lf Cat5E,
thong mang chong nhieu
. F FEER LOaI RJ45, VO nhll'a
10 | Connector | Chiéc | 100 | Dune de ket noi hé hodc kim loai, c6 kha
thong mang y X x
nang chong nhicu
Kim bam y Str dung thiét bi bAm C6 chirc ning cat cap,
11 , Chiéc 9 , N Je A -
cap mang cap va cat day mang bam duogc dau noi RJ45
) .2 , 2 ., Cuong do sang >2000
2 M | gy | o SO ST Do i
J 0 NG 5 thidu: 100
13 Ph’én vmém B6 o5 | St dung dé cai it va Phién .tzén méi nvhét tai
may ao gia 1ap mang 4o thoi diém mua sam

3. Hoc liéu, dung cu, nguyén vat liéu, phoi liéu

-Xay dyng dinh muc Ky thuat cho mén hoc déi véi tirng hoc sinh sinh vién (mic
tbi thiéu)

- Tinh I6p cho 25 sinh vién.

- Mau thuc hién:

S6
Ten Pon lcuf,lo(;nf
TT Tén bai nguyén Y s SH lwong cho 1 sinh vién .
e e n vi tinh lop 25
vat liéu .
T sinh
Vién
1 cac Cf‘”a” mang Cap mang | mét 3
cuc bd
2 Connector | Cai 6
3 Patch | i 0.3
Panel
Bo ..
4 Wallplate cal 1

4. Nang luc giao vién
- Y&u cau vé ning lyc, trinh d6 cta Gido vién dé giang day mén hoc
5. Khac....
V. NOI DUNG VA PHUONG PHAP PANH GIA:
1. N6i dung
- Kién thuc:
+ Quy trinh thiét ké mot hé théng mang.
+ Vai tro va chirc nang cua cac thiét bi mang.
+ Cach thtre truy nhip dudng truyeén.
+ Phan biét cac loai mang khac nhau.
+ Nguyén tic hoat dong ctia bo dinh tuyén.
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- Ky néang:
+ Thiét ké mdt mang cuc bo.

+ Doc bang ve thi cong.
+ Cau hinh b6 dinh tuyén bd dinh tuyén.
+ Lap ho so thiét ké mang.
+ Cai dit h¢ diéu hanh.
+ Cai dat va cAu hinh cac dich vu mang.
+ Bao mat dir liéu cho hé théng.
2. Phuong phap
+ S6 bai kiém tra thuong xuyén: t6i thiéu 1 bai;
+ S bai kiém tra dinh ky : 2 Bai;
+ Hinh thirc danh gia: Chuyén can, phat biéu & thao luan, kiém tra thuong ky,
bai tap vé nha, thyc hanh / thuc té, kiém tra gita ky, bai tdp ca nhan, bai tap
nhom, trac nghiém, ty luén. ’ . .
a 2 s SO0 | SO diém yéu cau can
77 |NO d“r;ﬁ.t" chirc Hinh thac thi diém | phai dat duoc déi vei
I t6i da tirng phan
1  |Phanly thuyét  |Viét, trac nghiém 4 2
2  |Phanthuc hanh | Thuc hién trén may tinh 6 3
biém tong cong 10

* Néu nguwoi hoc thi chwea dat yéu cau ¢ phan ndo thi phdi thi lai phan dé

- Cong cu danh gia:
+ H¢ thong ngan hang bai tap thuc hanh;
+ H¢ thong céac bai kiém tra.

VI. HUONG DAN THUC HIEN MON HQC: 7
1. Pham vi ap dung mon hoc: Chuong trinh mon hoc duoc st dung dé giang day cho
trinh d¢ cao dang nghé Quan tri mang may tinh.

2. Huéng dan vé phuong phap giang day, hoc tap mén hoc

cac sinh vién trao doi Vi nhau, trinh bay theo nhom.

bi day du cac diéu kién thyc hién dé dam bao chét luong giang day.

- Doi voi gido vién, giang vién: Sir dung phuong phap phat van, phan nhém cho

- B6i voi ngudi hoc: Thuc hién cac bai tap theo trinh ty mot cach day du.
3. Nhitng trong tdm can cha y:
Giao vién trudc khi giang day can phai can cir vao noi dung cua tirng bai chuan

4. Tai liéu can tham khao:

[1]. KS. Nguyén Cong Son, Huéng Dan Quan Tri Mang Microsoft Windows Server
2003, nha xuat ban: Tong Hop TP. Ho Chi Minh, nam 2005;

[2]. Th.s Ngb Ba Hung, Giéo trinh thiét ké va cai dat mang, nam 2002;

[3]. Trung tam Pién toan va Truyén so lieu KV1, Gi4o trinh Thiét ké va xay dyng
mang LAN va WAN;

[4]. Internetworking Design Basic, copyright Cisco Pree2003;

[5]. Ethernet Network: Design, Implementtation, Operation, Management. Gilbert

Held. Copyright 2003 John Wiley & Sons, Ltd.
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CHUONG TRINH MON HQC
QUAN TRI HE THONG WEBSERVER VA MAILSERVER

Tén mon hec: Quan tri hé théng WebServer va MailServer

Ma& mon hoc: MH19

Thai gian thuc hién mén hoc: 75 gio (Ly thuyét: 15 gio; Thuc hanh, thi nghiém, thao
luan, bai tap: 57 gio; Kiém tra: 3 gio)

I. VI TRI, TINH CHAT CUA MON HQC:
- Vi tri: M6n hoc dugc bé tri sau khi sinh vién hoc xong c&c mén hoc, mén hoc
mang may tinh va quan tri mang may tinh 1, thiét ké xay dung mang.
- Tinh chat: L4 mdn hoc chuyén nganh; gidp sinh vién co kién thirc va k§ ning
vé thiét ké xay dung hé théng mang.
I1. MUC TIEU MON HOQC:
- Vé kién thuc:
+ Trinh bay duoc tong quan vé hé thong Web;
Cai dat va quan tri dugc h¢ théng Web Server;
Cai dat va quan tri dugc h¢ théng FTP Server;
Trinh bay dugc cac khai niém vé hé théng thu dién tir;
Cai dat va cdu hinh dugc hé théng MailServer;
Quan tri duoc hé théng MailServer;
Xu 1y va khic phuc su cd cia hé théng Web Server, FTP Server va Mail
Server;
+ B tri 1am viéc khoa hoc dam bao an toan cho ngudi va phuong tién hoc tap.
- Vé k¥ ning:
+ Cai dat va quan tri may chu Web Server;
+ Cai dat va quan tri may chu FTP Server;
+ Cai dit va quan tri hé thong Mail Server;
+ Thiét 1ap bao mat cho hé théng Web Server va Mail Server.
I1l. NOI DUNG MON HOC:
1 Ngi dung tong quét va phan bé thoi gian:

+ 4+ + + + +

Thoi gian (gio)

sé Thwc hanh, Kidm
Tén bai trong mon hec Tong| Ly | thinghiém,
TT £ £ . N tra
so | thuyet | thao luan,
bai tap
1 | Bai 1: Tong quan vé mot hé thong | 2 2
Web
1. Gidi thiéu

2. M6 hinh hé théng web néi chung
3. Nguyén tic hoat dong

2 Bai 2: Quan tri may chu web server 12 2 10
1. Gigi thiéu vé Web Server
2. Nguyén tic hoat dong cua Web
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Server

3. Pbiac diém cua 1S (Internet
Information Services)

4. Cai dat va cau hinh 11S

Bai 3: Quan tri may cha Ftp Server
1. Giao thuc FTP

2. Chuong trinh FTP client

3. Gidi thiéu FTP Server

11

Bai 4: Khai niém chung vé hé thong
thu dién tur

1. Giéi thiéu thu dién t

2. Kién tric va hoat dong cua hé thong
thu dién tuo

Bai 5: Gidi thiéu vé Mail Server

1. Mail Server la gi?

2. Céac tinh nang truy cap cua Client
3. Nhitng cai tién cua Mail Server

Bai 6: Cai dat may chu Mail server

1. Cai dat cac dich vy hd trg Mail
Server

2. Cai dat hé théng may chu Mail
Server

12

Bai 7: Quan ly nguoi nhan va chinh
sach nguoi nhan

1. Gigi thiéu chung vé nguoi nhan

2. Gidi thiéu vé chinh sach ngudi nhan
3. Tao nguoi nhan

4. Gigi thieu vé nhém Query-Based
phén tan

5. Quan ly nguoi nhan

6. Quan ly cac thiét lap cho nguoi
nhan

7. Quan ly vé danh sach dia chi

8. Dich vu cap nhat nguoi dung

12

10

Bai 8: Quan ly truy cap trong hé thong
Mail Server

1. Chuan bj quan ly Client Access

2. Quan ly giao thuc

3. Quan ly Microsoft Outlook

4. Quan ly Outlook Web

5. Quan ly Exchange ActiveSync

6. Quan ly Outlook Mobile Access

10

Bai 9: Quan ly Mail-box store va
Public folder store
1. Lam viéc vé6i Permissions cho

13

10
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Fublic Folder va Mailboxes

2. Quan 1y luu trit va nhom du trix
3. Quan ly hop thu

4. Quan ly cac Public Folder

Céng 75 | 15 57 3

* Ghi cha: Thoi gian kiém tra ly thuyér duroc tinh vao gio ly thuyét, kiém tra thuc hanh
dwoc tinh vao gio"j[h@fc hanh.
2. Noi dung chi tiet:

Bai 1: Tong quan vé thiét ké va cai dit mang Thoi gian: 2 gio
1. Muc tiéu cua bai:
- Mb ta dugc mé hinh téng quan vé hé théng web;
- Trinh bay duoc nguyén tic hoat dong cua hé thong web;
- Thuc hién céac thao tic an toan v&1 may tinh.
2. Noi dung bai:
2.1. Gigi thigu
2.2. M@ hinh hé théng web néi chung
2.3. Nguyén tic hoat dong

Noi dung chi tiét, phan b thoi gian va hinh thic giang day cua bai 1

Theot gian (gio)
. T.S6 L)’/A Thyc hf"{nh, KT* | inh thic
Muc/Tiéu muc thuyét | thi nghiém, o
thao luan, giang day
bai tap
1. Gigi thiéu 0.5 0.5 LT+TH
2. M6 hinh hé thong web n6i | 0.5 0.5 LT
chung
3. Nguyén tac hoat dong 1 1
Tong sb 2 2
Bai 2: Quan tri may cha web server Thoi gian: 12 gio

1. Muc tiéu cua bai:
- Phan biét dugc loai mang chuyén mach va mang quang ba;
- M6 ta duoc dic diém caa mang cuc bg;
- Trinh bay duoc céc giao thirc truy cap dudng truyén;
- M ta dugc cac thiét bi sir dung trong mang LAN.
- Thuc hién céc thao tac an toan v&i may tinh.
2. No6i dung bai:
1. Gi6i thiéu vé Web Server;
2.2. Cai dat va cau hinh dugc Web Server trén Windows Server;
2. Nguyén tic hoat dong cia Web Server
2.1. Co ché nhan két néi
2.2. Web Client
2.3. Web dong
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3. Piac diém cua IIS (Internet Information Services)
3.1. Céc thanh phan chinh trong IIS

3.2. 1IS Isolation mode

3.3. Ché @6 Worker process isolation

3.4. Nang cao tinh nang bao mat

3.5. H6 tro tng dung va cac cong cu quan tri

4. Cai dat va cau hinh I1S

4.1. Cai dat IIS Web Service

4.2. Chu hinh IIS Web Service

4.2.1. Mot s6 thudc tinh co ban

4.2.2. Tao mé1 mot Web site

4.2.3. Tao Virtual Directory

4.2.4. CAu hinh bao mat cho Web site

4.2.5. Cau hinh Web Service Extensions

4.2.6. Cau hinh Web Hosting

4.2.7. Cau hinh IIS qua mang (Web Interface for Remote Administration)
4.2.8. Quan ly Web site bang dong 1énh

4.2.9. Sao luu va phuc hdi cau hinh Web Site

Noi dung chi tiét, phan bo thoi gian va hinh thirc giang day cua bai 2

Thot gian (gio)
Thuc hanh,
Ly thi nghiém,

Muc/Tiéu muc Hinh thirc

T.50 thuyét | thao luan, KT* | giang day
bai tap
1. Gidi thiéu vé Web Server | 0.5 0.5 LT
2. Nguyén tic hoat dong cua | 0.5 0.5 LT
Web Server
2.1. Co ché nhan két noi
2.2. Web Client
2.3. Web dong
3. Pac diém cua 1IS| 0.5 0.5 LT
(Internet Information
Services)
3.1. Cac thanh phan chinh
trong IS

3.2. 11S Isolation mode

3.3. Ché d¢o6 Worker process
isolation

3.4. Nang cao tinh nang bao
mat

3.5. Ho trg (ing dung va cac
cdng cu quan tri

4. Cai dat va cau hinh 1S 10.5 0.5 10 LT+TH

4.1. Cai dat 1S Web Service
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4.2. Cau hinh IS Web
Service

4.2.1. Mot s6 thude tinh co
ban

4.2.2. Tao mai mot Web site

4.2.3. Tao Virtual Directory

4.2.4. Cau hinh bao mat cho

Web site

4.2.5. Cau hinh Web Service
Extensions

42.6. Cau hinh Web
Hosting

4.2.7. Cau hinh 1IS qua mang
(Web Interface for Remote
Administration)

4.2.8. Quan ly Web site
bang dong lénh

4.2.9. Sao luu va phuc hoi
cau hinh Web Site

Tong so 12 2 10

Bai 3: Quan tri may cha Ftp Server Thoi gian: 11 gio
1. Muc tiéu cua bai:
- Trinh bay nguyén tic hoat dong FTP Server;
- Cai dat va ciu hinh duogc FTP Server trén Windows Server;
- Quan tri dugc FTP Server;
- Cai dat cac cong cu bao mat cho FTP Server;
- Sao luu va phuc hoi FTP Server.
- Thyc hién cac thao tac an toan véi may tinh.
2. No6i dung bai:
2.1. Giao thac FTP
2.2. Chuong trinh FTP client
2.3. Gigi thiéu FTP Server

Noi dung chi tiét, phan bo thoi gian va hinh thirc giang day cua bai 3

Thai gian (gio)
Thuc hanh, thi Hinh thirc
nghiém, thao KT* | giang day
luan, bai tap

Muc/Tiéu muc/.... Ly

T.50 thuyét

1. Giao thuc FTP 0.5 0.5 LT

1.1. Active FTP

1.2. Passive FTP

1.3. M6t s6 luu y khi
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truyén dir liéu qua FTP

1.4. C6 lap nguoi dung
truy xuat FTP Server
(FTP User Isolation)

2. Chuong trinh FTP 0.5 0.5
client

LT

3. Gigi thiéu FTP Server 11 1 9 1

LT+TH

3.1. Cai dat dich vu FTP

3.2. Cau hinh dich vu
FTP

3.2.1. Tao méi FTP site

3.2.2. Tao va x6a FTP
site bang dong lénh

3.2.3. Theo d6i cac user
login vao FTP Server

3.2.4. Biéu khién truy
Xuat dén FTP site

3.2.5. Tao Virtual
Directory

3.2.6. Tao nhiéu FTP site

3.2.7. CAu hinh FTP User
Isolate

3.2.8. Theo ddi va cau
hinh nhat ky cho FTP

3.2.9. Khoi dong va tit
dich vu FTP

3.2.10. Luu trir va phuc
hoi thong tin cau hinh

Tong sb 11 1 9 1

Bai 4: Khai niém chung vé hé thong thw dién tir Thoi gian: 2 gio

1. Muc tiéu cua bai:
- Trinh bay duoc tong quan vé thu dién tir;
- Trinh bay duoc kién trac va hoat dong cua thu di¢n tu;
- Trinh bay dugc ciu triic cia dia chi thu dién tir;
- Thuc hién céac thao tac an toan voi may tinh.
2. Noi dung bai:
2.1. Giéi thiéu thu dién ti
2.2. Kién triic va hoat dong caa hé thong thu dién tir
Noi dung chi tiét, phan bo thoi gian va hinh thirc giang day cua bai 4

Thoi gian (gio)

Thuwc hanh,
Ly thi nghiém,

thuyét | thao luan,

bai tap

Muc/Tiéu muc/....

T.S6 KT*

Hinh thac
giang day

1. Gidi thi¢u thu dién ti 0.5 0.5

LT
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2. Kién tric va hoat dong | 1 1 LT
cua hé thong thu dién tir

2.1. Nhing nhan tb co ban
cua hé thong thu dién tir

2.2. Gigi thiéu vé giao
thac SMTP

2.3. Gi6i thiéu vé giao
thac POP va IMAP

3. Gidi thiéu vé cau trac | 0.5 0.5 LT
cua dia chi thu dién tr
Téng sb 2 2
Bai 5: Gi6i thiéu vé Mail server Thoi gian: 1 gio

1. Muc tiéu cua bai:
- Str dung dugc phan mém quan tri Mail Server;

Str dung dugc cac tinh nang truy cép cua Client;

So sanh duoc nhitng cai tién ctia phan mém Mail Server so v6i nhitng phién ban khac
nhau;

Phan biét, danh gia dugc cac uu diém cua tung hé théng Mail server khac nhau, tir
d6 c6 thé lya chon chuong trinh quéan 1y mail server phu hop.
- Thuc hién céac thao tac an toan v&1 may tinh.2.

2. No1 dung bai:

2.1. Mail Server la gi?

2.2. Cac tinh nang truy cap cua Client

2.3. Nhiing cai tién cua Mail Server

Noi dung chi tiét, phan bo thoi gian va hinh thirc giang day cua bai 5

Thoi gian (gio)
T.S6 Ly Thuc hanh, | KT* | . .
Muc/Tiéu muc/.... thui;é't thl'.nghiém, H_|{1h thirc
thao luan, giang day
bai tap
1. Mail Server la gi? 0.25 0.25 LT
2. Cac tinh nang truy cap | 0.25 0.25 LT
cua Client
3. Nhitng cai tién cia Mail | 0.5 0.5 LT
Server
Tong sb 1 1
Bai 6: Cai dat may cha Mail server Thoi gian: 12 gio

1. Muc tiéu cua bai:
- Trinh bay dugc cac dich vu can thiét trude khi cai phén mém Mail Server;
- Cai dat, thiét lap va c4u hinh dugc hé théng Mail Server;
- Thyc hién céc thao tac an toan voi may tinh.
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2. No6i dung bai: N
2.1. Cai dat cac dj,ch vu ho tro Mail Server
2.2. Cai dat hé thong may chu Mail Server

Noi dung chi tiét, phan bé thoi gian va hinh thirc giang day cua bai 6

Thai gian (gio)
Thwc hanh N .
Muc/Tiéu muc/.... . Ly thil':](;h%m,’ _ | Hinh thic
T.50 thuyét | thao luan, KT gidng day

bai tap
1. Cai dat cac dichvu hd | 3 1 2 LT+TH
tro Mail Server
1.1 SMTP
1.2. POP3
1.3. IMAP
1.4 . HTTP
2.Cai dat hé thong may | 9 1 7 1 LT+TH
chu Mail Server
2.1. Yéu cau hé thong
2.2. Cai dat Active
Directory
2.3. Cai dat may chu Mail
Server
2.4. Hoan tat tién trinh cai
dat

Tong sb 12 2 9 1

Bai 7: Quan ly ngwdoi nhan va chinh sach ngwoi nhan
1. Muc tiéu cua bai:

- Trinh bay dugc cac chinh sdnh nguo1 nhan;
Tao dugc danh sach nguoi nhan;
Quan 1y duoc cac thiét 1ap cho ngudi nhén;
Céap nhat dugc danh sach nguoi dung;

- Thuyc hién cac thao tac an toan v41 may tinh.
2. Noi dung bai:
2.1. Giéi thiéu chung vé ngudi nhan
2.2. Gi6i thiéu vé chinh sach nguoi nhan
2.3. Tao nguoi nhan
2.4. Gi6i thiéu vé nhém Query-Based phan tan
2.5. Quan ly nguoi nhan
2.6. Quan ly céc thiét 1ap cho nguoi nhan
2.7. Quan ly vé danh sach dia chi
2.8. Dich vu cap nhat nguoi dung

Thot gian: 12 gio

Noi dung chi tiét, phan bé thoi gian va hinh thirc giang day cua bai 7
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Thoi gian (gio)
. | Thuchanh, Hinh thirc
Muc/Tieu muc/.... T4 Ly, thi nghiém, KT* | giang day
' thuyet | thao luan, :
bai tap
1. Gioi thiéu chung vé | 0.25 | 0.25
nguoi nhan
2. Gigi thiéu vé chinh sach | 0.25 0.25
nguoi nhan
3. Tao nguoi nhan 2.25 0.25 2 LT+TH
4. Gisi thigu vé nhom| 025 | 0.25
Query-Based phan tan
5. Quan 1y nguoi nhan 2.25 0.25 2 LT+TH
6. Quan ly cac thiét lap | 2.25 0.25 2 LT+TH
cho nguoi nhan
7. Quan ly vé danh sach | 2.25 0.25 2 LT+TH
dia chi
8. Dich vu cap nhat nguoi | 2.25 0.25 2 LT+TH
dung
Tong so 12 2 10

Bai 8: Quan ly truy cap trong hé thong Mail server Thoi gian: 10 gio

1. Muc tiéu cua bai:
- Trinh bay duoc cac budc chuin bi dé quan 1y Client Access;
- Trinh bay dugc cac nhiém vu quan ly giao thurc;
- Cai dat va cau hinh chuong trinh goi va nhan mail;
- Cai dat va quan 1y duoc cac thiét bi di dong truy cip dén hé thong Mail Server;
- Thuc hién céac thao tic an toan v&1 may tinh.

2. No6i dung bai:

2.1. Chuan bi quan ly Client Access

2.2. Quan ly giao thtc

2.3. Quan ly Microsoft Outlook

2.4. Quan ly Outlook Web

2.5. Quan ly Exchange ActiveSync

2.6. Quan ly Outlook Mobile Access

Noi dung chi tiét, phan bo thoi gian va hinh thirc giang day cua bai 7

Thoi gian (gio)

Thuc hanh, . )
Muc/Tiéu muc/ Ly | thi nghigm Hinh thikc
! uc.... . ’ am, |
T-50 1 thuyét | thao lugn, | [T | 91ang day
bai tap
1. Chuan bi quan ly Client| 1.75 | 0.25 15 LT+TH
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Access

2. Quan ly giao thuc 1.5 0.5 1.5 LT+TH
3. Quan ly Microsoft Outlook | 1.5 0.5 1.5 LT+TH
4. Quan ly Outlook Web 1.75 | 0.25 15 LT+TH
5. Quan Iy Exchange| 1.75 | 0.25 1.5 LT+TH
ActiveSync

6. Quan ly Outlook Mobile | 1.75 | 0.25 1.5 LT+TH
Access

Tong so 10 1 9

Bai 9: Quan ly Mail-box store va Public folder store ~ Thoi gian: 13 gio

1. Muc tiéu cua bai:
- Trinh bay dugc cic dang Permissions diéu khién truy cap cho Mailboxes va Public
Folder;
Str dung dugc Mailbox Permissions ;
Str dung dugc Public Folder Permissions ;
Tao va quan 1y nhém luu trir va nhém duy trit ;
Quan 1y dugc hop thu ;
Sao luu va phuc hoi hop thu;
- Thuyc hién cac thao tac an toan v41 may tinh.
2. No6i dung bai:
2.1. Lam viéc vai Permissions cho Fublic Folder va Mailboxes
2.2. Quan 1y luu trit va nhom du trir
2.3. Quan ly hop thu
2.4. Quan ly cac Public Folder

Noi dung chi tiét, phan b thoi gian va hinh thac giang day cua bai 7

Thai gian (gio)
Thwc hanh R ,
Muc/Tiéu muc/.... P Ly thiur,]ghiém,’ N H.th thuc
T.50 thuyét | thao luan, KT* | gidng day
bai tap
1. Lam viéc véoi| 25 0.5 2 LT+TH
Permissions cho Fublic
Folder va Mailboxes
2. Quan 1y luu trir va| 25 0.5 2 LT+TH
nhom du trix
3. Quan ly hop thu 3.5 0.5 3 LT+TH
4. Quan ly cac Public| 4.5 0.5 3 1 LT+TH
Folder
Tong sb 13 2 10 1

IV. PIEU KIEN THUC HIEN MON HOC:

94



1. Phong hoc chuyén mén hoa/nha xudng ‘ 9
- Phong hoc ly thuyét vfé phong thue hanh du dicu kién dé thuc hién moén hoc.
- Phong thuc hanh c6 day da may PC cho sinh vién thuc hanh.

2. Trang thiét bi may moc

- Liét ké céc trang thiét thi, may moc dé dam bao du diéu kién hoc tap cua HSSV,
giang day cua gido vién.
- Nghién ctru thém danh muc thiét bi day nghé toi thieu caia B LBDTBXH da ban

hanh
- Tinh 16p cho 25 sinh vién.
- Mau thyc hién:
TT | Ténthiétbi | PO | SO Y&u ciu su pham Yeu cau ky thut co
1oV lwong : ban cia thiét bi
Sir dung thiét bi cho Loai c6 c4c thong s6 ky
1 | May vitinh Bo 25 | giang day, hd trg minh | thuat thong dung tai
hoa cac bai giang thoi diém mua sam
e oae ba ask o b Loai c6 cac thong s6 ky
2 | May Server Bo 1 Ca.l dat hé dieu hanh thuat thong dung tai
Windows Server o 4R <
thoi diem mua sam
Hé diéu , 2 ae e on Phién ban pho bién nhu:
3 | hanh may Chiéc 25 S}I dl'{ng de,cal datva Redhat, Ubuntu,
cau hinh may tram
tram Fedora,...
St dung thiét bi kiém | £© man hinh LCD hien
tra cap mang: Do duoc thi ket qua do,
Thiét bi 46 dé?soi. Cég' . Po dugc do dai sgi cap,
4 |kidmtracép| B g |codalsolea, ) xac dinh dugc didm
xac dinh duoc diém dut, | ,,
mang kiém tra do thdng mach dut,
. i g me Kiém tra d6 théng mach
cua cap Y
cua cap
Phan mem . Su dung phan mem d& | peue 1 ond bién (115,
5 | quan tri Bo 25 quan tri cac Website Apache..)
Web Server trong mang P
L Sir dung phan mém dé Da}l du‘ cac _tmh nang dé
Phan meém UAN tri CAC tai Knoan quan tri Mail Server
6 | quan tri Bo 25 gqail (ﬂ'm dién ta) tron (Téi thiéu Microsoft
Mail Server man i g Exchange Server 2003)
ang hoac Mdaemon 7.0
. Su 91'1”9 cau }fmh;dlnh Gom 2 port serial, 3
7 | Router Chiec 1 tuyen trong hé thong
port GE, 1 port console
mang
Dung dé két noi va cau
. L hinh VLAN cho cac 24 port, Toc do
8 | Switch Chiee | 2| 4y tinh thanh hé théng | 10/100Mbs
mang
9 | Patch Panel | Chiée | 2 | Diémtrunggiandeket | \yin g por

noi mang
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10 | BO B g5 | Diémtrung giande ket | o e i R1as
Wallplate noi mang
11 | Cép mang mét 200 Dling de ket noi hé To: thleu_lfl Cat5E,
thong mang chong nhiéu
N 21 Ae A 1A Loai RJ45, vo nhya
12 | Connector | Chiéc | 100 leng de ket noi hé hoac kim loai, c6 kha
thong mang 3 2 x
nang chong nhicu
Kim bam i Str dung thiét bi bAm C6 chtrc ning cat cap,
13 , Chiéc 9 , \ L. A Je A e
cap mang cap va cat day mang bam duoc dau noi RJ45
. .2 , 2 ., Cuong do sang >2000
| | m |1 ANSTamens Do o
) 0 NG 6 thidu: 1007
15 Ph/ﬁn ?mém B6 o5 | St dung dé cai it va Ph‘i.én'tzén mGi nchét tai
may ao gia 1ap mang 4o thoi diém mua sam

3. Hoc liéu, dung cu, nguyén vat liéu, phoi liéu
-Xay dyng dinh muc k¥ thuat cho mén hoc déi véi tirng hoc sinh sinh vién (muc
t6i thiéu)
- Tinh I6p cho 25 sinh vién.
- Mau thyc hién:

S6 lwong

Tén Pon cho 1 lép
TT Tén bai nguyen vi tinh So lwgng cho 1 sinh vién 25 sinh
vatligu | ie
vién
1
2
3
4

4. Nang luc giao vién
- Yéu cau vé ning luc, trinh d6 cua Gido vién dé giang day mén hoc
5. Khac....
V. NOI DUNG VA PHUONG PHAP PANH GIA:
1. N6i dung
- Kién thuc:
+ Quan tr1 may chu Web Server;

+ Quan tri may chua FTP Server;

+ Quan ly nguoi nhan va chinh sach ngudi nhan;
+ Quan ly truy cap trong hé théng Mail Server;
+ Quan ly Mail-box Store va Public Folder store.

_KS/

nang:

+ Cai dat va quan tri may chu Web Server;

+
+
+
+

Cai dat va quan tri may chu FTP Server;
Céu hinh va quan 1y ngudi nhan va chinh sach nguoi nhan;
CAu hinh va quan 1y truy cip trong hé théng Mail Server;

CAu hinh va quan 1y Mail-box Store va Public Folder store.
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2. Phuong phép

+ Sb bai kiém tra thudng xuyén: téi thiéu 1 bai;

+ S6 bai kiém tra dinh ky : 2 Bai;
+ Hinh thire danh gia: Chuyén can, phat biéu & thao luan, kiém tra thuong ky, bai
tap vé nha, thuc hanh / thuc té, kiém tra giira ky, bai tap c& nhan, bai tap nhém, tric
nghiém, tu luan.

N&i dung té Sé S6 diém yéu cau
TT ol dung Hinh thic thi diém | can phai dat dwoc
chirc thi %, PR N
toi da | doi véi tirng phan
1 |Phanlythuyét |Viét, tric nghiém 4 2
2  |Phanthyc hanh | Thyc hién trén may tinh 6 3
Piém tong cong 10

* Néu nguweoi hoc thi chira dat yéu cau ¢ phan nao thi phdi thi lai phan dé

- COng cu danh gia:
+ Hé thdng ngan hang bai tap thuc hanh;
+ Heé thdng cac bai kiém tra.
VI. HUONG DAN THUC HIEN MON HOQC:
1. Pham vi 4p dung mon hoc: Chuong trinh mén hoc dugc st dung dé giang day cho
trinh d¢ cao dang nghé Quan tri mang may tinh.

2. Huéng dan vé phuong phéap giang day, hoc tap mén hoc

cac sinh vién trao doi véi nhau, trinh bay theo nhom.

bi day du cac diéu kién thuc hién dé dam bao chat luong giang day.

- Béi véi giao vién, giang vién: Su dung phuong phép phat van, phan nhém cho

- Doi Vi nguoi hoc: Thuc hién céc bai tap theo trinh ty mot cach day du.
3. Nhiing trong tdm can chad y: ‘ w
Giao vién trudc khi giang day can phai can cir vao ndi dung cua tirng bai chuan

4. Tai liéu can tham khao:
[1]. KS. Nguyén Cong Son, Huéng Dan Quan Tri Mang Microsoft Windows Server

2003, nha xuat ban: Tong Hop TP. H6 Chi Minh, ndm 2005;

[1]. Giao trinh x&y dung va quan tri Web.
[2]. Tai liéu Windows 2003 cua Trung tdm tin hoc, Pai hoc bach khoa TP HCM.
Exchange Server 2003 Adminitrator Guide”.

[4]. Truong Van Quang, Quan tri Exchange Server 2010, Microsoft Viét Nam, nam

[3].

Microsoft corp, “

2011
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CHUONG TRINH MON HQC AN TOAN MANG

Tén mon hec: An toan mang

Ma mén hoc: MH20

Thai gian thuc hién mén hoc: 45 gio (Ly thuyét: 15 gio; Thuc hanh, thi nghiém, thao
luan, bai tap: 28 gio; Kiém tra 2 gio)

I. VI TRI, TINH CHAT CUA MON HOQC:

- Vi tri : M6n hoc dugc b tri sau khi sinh vién hoc xong mén, mén hoc:
Mang may tinh va Quan tri mang 1.

- Tinh chat: LA mén hoc chuy&n mén nghé.
Il. MUC TIEU MON HQC:
- V¢ kién thirc

+ Xac dinh dugc céc thanh phan can bao mat cho mot hé théng mang;

+ Trinh bay duoc cac hinh thic tin cong vao hé thong mang;

+ M6 ta duoc cach thirc ma hoa thong tin;

+ Trinh bay duoc qua trinh NAT trong hé théng mang;

+ Xac dinh dugc khai niém vé danh sach truy cap;

+ M6 ta duoc nguyén tac hoat dong caa danh sach truy cap;

+ Liét ké duoc danh sach truy cap trong chuan mang TCP/IP.

+ B4 tri 1am viéc khoa hoc dam bao an toan cho ngudi va phuong tién hoc tap.
- Vé ki nang

+ Xay dung dugc cac chinh sach bao mat va danh sach truy cap cho hé théng;

+ Cau hinh NAT cho hé théng mang;

+ Thiét Iap cac cdng cu dé ngan ngira tAc nhan bén ngoai xam nhap cho hé théng.
- Vé ning lyc ty cha va trach nhiém

111. NOI DUNG MON HQC:
1 Nogi dung tong quat va phan bo thoi gian:

Thai gian
sé Thuc hanh, Kidm
Tén chwong/muc Tong | Ly | thinghiém,
TT £ £ . N tra
so |thuyet | thao luan,
bai tap

I Chuong 1: Tong quan vé an toan va | 2 2
bao mat thong tin

1. Céac khai niém chung

2. Nhu cau bao vé théng tin
I Chuong 2: Ma hoéa thong tin 3 1 2
1. Bac diém chung

2. M3 héa ¢6 dién

3. Mé& hoa dung khoa cong khai
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i Chuong 3: NAT 10 2 7 1
1. Giai thiéu

2. Cac ky thuat

NAT cb dién

3. NAT trong window server

v Chuong 4: Bao vé mang bang tudng 5 2 3
lra

1. Céc kiéu tan cong

2. Cac muac bao vé an toan
Internet Firewall

Vv Chuong 5: Danh sach diéu khién truy | 25 8 16 1
cap

1. Khai niém vé danh sach truy cap

2. Nguyén tic hoat dong cua danh
sach truy cap

Cong 45 15 28 2

* Ghi chi: Thoi gian kiém tra Iy thuyér diroc tinh vao gio ly thuyét, kiém tra thyc hanh
dwoc tinh vao gio",thu’c hanh.
2. Ngi dung chi tiet:

Chuwong 1: Téng quan vé an toan va bao mat théng tin Thoi gian:2gio

1. Muc tiéu:
- Trinh bay dwgc c4c hinh thic tin céng vao hé thong mang;
- Xac dinh dwoc c4c thanh phan cia mét hé théng bao mat;
- Thuec hién cac thao tac an toan véi may tinh.

2. No1 dung chuong:

2.1. Céc khai niém chung

2.2.1. Béi twong tan cong mang (Intruder)
2.1.2. Céc 16 hong bao mat

2.2. Nhu cau bao vé thong tin

2.2.1. Nguyén nhan

2.2.2. Bao vé dir liéu

2.2.3. Bao vé tai nguyén sir dung trén mang
2.2.4. Bao b¢ danh tiéng cia co quan

Noi dung chi tiét, phan b thoi gian va hinh thac giang day caa Chuong 1

Thoi gian (glf)’) Hinh
Thuwc hanh, thite
Muc/Tiéu muc T.S6 Ly; thlvnghli;m, KT* |giing
thuyet | thao luan, da
bai tap 2y
1. Céc khai niém chung 0.5 0.5 LT
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1.1. B6i twong tan cong mang
(Intruder)

1.2. Céc 16 hong bao mat

2. Nhu cau bao vé théng tin 1.5 1.5 LT

2.1. Nguyén nhan

2.2. Bao vé dix liéu

2.3. Bao vé tai nguyén sir dung
trén mang

2.4. Bao bé danh tiéng cua co
quan

Tong so 2 2

Chuwong 2: Ma hda thong tin Thoi gian: 3 gio

1. Muc tiéu:

Liét ké va phan biét dwoc cac kiéu ma hoa dir liéu ;

Ap dung dwoc viéc ma hoa va giai ma véi mot s6 phwong phap co ban ;
M@ ta vé ha tang wng dung khoa cong khai;

Thuc hién céc thao tac an toan véi may tinh.

2. Noi dung chuong:

2.1. Can ban vé ma hoa

2.2.1. Tai sao can phai ma hoé

2.2.2. Nhu cau str dung k¥ thuat ma hoa
2.2.3. Qué trinh m& hoa

2.2. Do an toan cua thuat toan

2.3. Phan loai cac thuat toan ma hoa
2.3.1. M4 hoa co dién

2.3.2. M4 hoa dbi xung

2.3.3. M4 hoa bat di xung

2.3.4. Hé théng ma hoé khod lai (Hybrid Cryptosystems)

Noi dung chi tiét, phan bo thoi gian va hinh thirc giang day ciia Chuong 2

Thati gian (gio) \ Hinh
| Thwe hanh, thirc
Muc/Tieéu muc/.... TSh LyA' thlonghlgm, KT* | gidng
thuyet | thao luan, day
bai tap :
1. Can ban vé ma hoa 0.25 | 0.25 LT
1.1. Tai sao can phai ma hoa
1.2. Nhu cau str dung ky thuat ma
hoa
1.3. Qué trinh mé& hoa
2. b6 an toan cua thuat toan 0.25 0.25 LT
3. Phan loai cac thuat tobAn ma | 2.5 0.5 2 LT+T
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hoa H

3.1. Ma hoa co dién

3.2. M hoa déi xirng

3.3. M4 hoa bat déi xirng

3.4. Hé thong méa hoa khoa lai
(Hybrid Cryptosystems)

Tong so 3 1 2

Chwong 3: NAT Thot gian:10 gio

1. Muc tiéu:
- Trinh bay dwgc qua trinh NAT cia mét hé théng mang;
- Trinh bay duwgc NAT tinh va NAT dgng;
- Thiét Iap cau hinh NAT trén Windows server;
- Thuec hién cac thao tac an toan véi hé théng mang.
2. No6i dung chuong:
2.1. Gidi thiéu
2.2. Céc k¥ thuat Nat ¢ dién
2.2.1. NAT tinh
2.2.2. NAT dong
2.3. NAT trong Windows server

Noi dung chi tiét, phan bo thoi gian va hinh thirc giang day ciia Chuong 3

Thoi gian (gio)
Muc/Tiéu muc/ Ly :crhk:l:]CgElaénnrq] | Hinh thic
. . A v * 1a
T.50 thuyét | thao luan, KT* | giang day
bai tap
1. Gidi thigu 0.25 0.25 LT
2. gac ky thuat Nat co 4 1 3 LT+TH
dién
2.1. NAT tinh
2.2. NAT dong
3. NAT trong Windows 5 0.75 3.95 1 LT+TH
server
Tong sb 10 2 7 1
Chuong 4: Bao vé mang bang tuong lia Thoi gian: 5 gio
1. Muc tiéu:

- Liét ké dwogc cac tinh hudng tan cong mang ;

- M0 ta dwoc xay dwng kién tric mang sir dung twong lia ;
- Céu hinh twong lira dé bao vé mang ;

- Thuwc hién cac thao tac an toan véi may tinh.

2. Noi dung chuong:
2.1. Céac kiéu tan cong
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2.2.1. Tan cong tryc tiép

2.2.2. Nghe trom

2.2.3. Gia mao dia chi

2.2.4. V0 hiéu hoa cac chiic nang cua hé thong
2.2.5. L6i cua ngudi quan tri hé théng

2.2.6. T4n cdng vao yéu té con nguoi

2.2. Cac muc bao vé an toan

2.3. Internet Firwall

2.3.1. Binh nghia

2.3.2. Churc nang

2.3.3. Cau trlc

2.3.4. C4c thanh phan cua Firewall va co ché hoat dong
2.3.5. Nhitng han ché cuaa Firewall

2.3.6. Cac vi du vé Firewall

Noi dung chi tiét, phan bo thoi gian va hinh thic giang day ciia Chuong 4

Theot gian (gio)
Thuc hanh,
Ly thi nghiém,
thuyét | thao luan,
bai tap

Hinh thic

Muc/Tiéu muc/.... KT* | giang day

T.S6

1. Céc kiéu tan cong 2 1 1 LT+TH

1.1. Tan cdng truc tiép

1.2. Nghe trom

1.3. Gia mao dia chi

1.4. V6 hiéu hoa cac chuc
nang cua hé théng

1.5. Loi ctia ngudi quan
tri hé théng

1.6. Tan cong vao yeéu to
con nguoi

2. Cac muc bao vé an

\ 0.5 0.5 LT
toan

3. Internet Firwall 2.5 0.5 2 LT+TH

3.1. Dinh nghia

3.2. Chuc nang

3.3. Cau tric

3.4. Céc thanh phan cua
Firewall va co ché hoat
dong

3.5. Nhitng han ché cua
Firewall

3.6. C4c vi du vé Firewall

Tong so 5 2 3

Chuwong 5: Danh sach diéu khién truy cap Thoi gian: 25 gio
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1. Muc tiéu:
- Trinh bay dwgc khai ni¢m vé danh sach truy cap;
- MO ta dwogc nguyén tiac hoat dong cia danh sach truy cap;
- MO0 phéng dwec danh sach truy cép trong chuan mang TCP/IP;
- Thuc hién cac thao tac an toan véi may tinh.

2. No1 dung chuong:

2.1. Khai niém vé danh sach truy cap

2.2. Nguyén tic hoat dong cua danh sach truy cap
2.2.1. Tong quan vé céc Iénh trong Danh séach truy cap
2.2.2. Danh sach truy cap chuan trong mang TCP/IP
2.2.3. Sur dung cac bit trong mat na ky tu dai dién

Noi dung chi tiét, phan bo thoi gian va hinh thirc giang day ciia Chuong 5

Thot gian (gio)
Muc/Tiéu muc/ Ly :crhk:l:]CgE?énnT | Hinh thirc
L uLs.... A ciil, * i
T.50 thuyét | thao luan, KT* | giang day
bai tap
1: Khai nlcfn vé danh 1 1 LT
sach truy cap
2.9 Nguyén ,tac hoat d?ng o5 7 17 1 LT+TH
cua danh sach truy cap
2.1. Tong quan Ve cac
Iénh trong Danh sach truy
cap
2.2. Danh sach truy cap
chuan trong mang TCP/IP
2.3. Str dung cac bit trong
mat na Ky tu dai dién
Tong sb 25 8 16 1

IV. PIEU KIEN THUC HIEN MON HOQC:

1. Phong hoc chuyén mén héa/nha xudng
- Phong hoc Iy thuyét va phong thuc hanh da didu kién dé thuc hién mén hoc.
- Phong thue hanh c6 day da may PC cho sinh vién thuc hanh.

2. Trang thiét bi may moc
- May chiéu.
- May tinh
- Tinh I6p cho 25 sinh vién.

TT | Tén thiétbg | PO™ | S0 Yéu cAu sur pham Yeu cau ky thuat co
: Vi lwong : ban caa thiet bi
1 | Mayvitinh | Bo g |Caidath¢diéuhanh | Cauhinh phothong tai
Windows thoi diém mua sam
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Cai dat hé diéu hanh

Dung bo xtr ly may
Server, dung lugng bo
nhé hd tro chay duoc hé

2 May Server BO Windows Server dléu hanh Windows
Server mai nhét, 6 ctiing
hd trg HOT SWAP

Hé diéu 7 N
N St dung dé cai dat va Phién ban pho bién (Toi
hanh A . -2 .
3 . Bo cau hinh trén may tinh thieéu Windows Server
Windows
Server server 2003)
Hé diéu N

4 | hanh B Dung cai dat may tinh | Phién ban pho bién (Tol

Windows tram thicu Windows XP)
ohAn mim Strdung trong VI bao | 1yong thich véi h¢ didu

c | diet virus B vé cho may tinh trudC - | hanh windows, o kha

&y tinh ' nhiing nguy co pha hoal | y5n0 cap nhat phién ban
y va xam nhap bat hop méi
phap
Dung dé md phong hé
Phan mém . théng mang; tro gidp e
6 md phong Bo thiét 1ap, cau hinh thiét Toi thicu Packet Trace
bi mang
4 cong LAN Hb tro céac
Modem . x e " 2
7 ADSL Chiec Ho tro két noi Internet | tiéu chuan ADSL,
ADSL2, ADSL2+
Dung dé két noi cac £
. . X L X N LK 24 port, Toc do
8 | Switch Chiec may tinh thanh h¢ thong 10/100Mb/s
mang
Gom 2 port serial, 3
port GE, 1 port console,
4 EHWIC, 2 DSP, 1
, Pinh tuyén va thyc hién | SM, 256MB CF,
9 Router Chiéc cac chinh sach bao mét 512MB DRAM, IPB
cho hé théng mang Quan |y HTTP, SNMP
2, Telnet
Tinh nang: DHCP,
VLAN
Cap serial St dung két ni hai V.35 Cable, DCE
10 (CAB-SS' SO’l router qua Céng serial Female to Smart Serial,
V35FC) dé gia lap mang WAN | 10 Feet
" (ngéegg' S Strdung ketnoihai | v/ 35 Cable, DTE Male
' router qua cong serial | 15 smart Serial, 10 Feet
V35MT) dé gia 1ap mang WAN
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40 LAt ndi Str dung két ni véi o
12 o " i | g | rowerdéciutinn | Odng kétndi RI-45 to
console ' thong qua Hyper DB-9
Terminal
50-user bundle Includes
50-user license, 8-port
Fast Ethernet switch,
13 Thlét bl ChléC 1 St dung Céu hinh bao stateful firewall, 10
Firewall mat cho hé théng mang | IPsec VPN peers, 2 SSL
VPN peers, 3DES/AES
license, and 1 expansion
slot

3. Hoc liéu, dung cu, nguyén vat liéu, phoi li¢u
- Tai liéu hudng dan bai hoc va bai tap thuc hanh mén hoc An toan mang.
- Giéo trinh mén hoc An toan mang.
- Tinh I6p cho 25 sinh vién.

- Mau thyc hién:

. S6 lwong
Tén
. N Don X . o chol
TT Tén chwong nguyeén . S0 lwgng cho 1 sinh vién .
~ .| Vitinh lop 25
vat liéu : . A
o sinh vién
He diéu 1
hanh AL
1 NAT ) 1 M6 hinh
windows
server
Danh séch diéu ;hé?: 25
2 khién truy cap Packet 1 Tai li¢u phat tay
Trace

4. Nang luc gido vién
- Y&u cau vé ning lyc, trinh d6 cta Gido vién dé giang day mén hoc
5. Khac....
- Mang may tinh két ndi Internet.
- Phan mém Window Server.
V. NOI DUNG VA PHUONG PHAP PANH GIA:
1. Noi dung

- Ki

én thuc:

+ Xéc dinh dwgc cac thanh phan can bao mat cho mot hé thong mang;
+ Trinh bay dugc cac hinh thuc tan cong vao hé thong mang;
+ M6 ta duoc cach thirc mé hoa thong tin;

+ Trinh bay dugc qué trinh NAT trong hé théng mang;

+ Xac dinh duoc khai niém vé danh sach truy cap;
+ M6 ta duoc nguyén tac hoat dong cua danh sach truy cap;
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+ Liét ké duoc danh sach truy cap trong chuan mang TCP/IP.
+ B4 tri 1am viéc khoa hoc dam bao an toan cho ngudi va phwong tién hoc tap.
- Ky ndng:
+ Xay dung dugc cac chinh sach bao mat va danh sach truy cap cho hé théng;
+ Cau hinh NAT cho hé thong mang;
+ Thiét 1ap cac cdng cu dé ngan ngira tdc nhan bén ngoai xam nhap cho hé théng.
- Nang lyc tu chi va trach nhiém: Panh gia tinh than, thai do hoc tap.
2. Phuong phép
+ S bai kiém tra thuong xuyén: téi thiéu 1 bai;
+ S6 bai kiém tra dinh ky : 2 Bai;
+ Hinh thuc danh gia: Chuyén can, phat biéu & thao luan, kiém tra thuong Ky, bai
tap vé nha, thuc hanh / thuc té, kiém tra giita ky, bai tap ca nhan, bai tap nhém, tric
nghiém, tu luan.

N&i dung t S6 S6 diém yéu cau
TT ol dung Hinh thec thi diém | cin phai dat dwoc
chirc thi . Zi o s oos N
toi da | doi véi tirng phan
1  |Phanly thuyét |Viét, trac nghiém 4 2
2 |Phanthuc hanh | Thuc hién trén may tinh 6 3
Piém tong cong 10

* Néu nguwoi hoc thi chwea dat yéu cau ¢ phan ndo thi phdi thi lai phan dé

- COng cu danh gia:
+ Hé thdng ngan hang bai tap thuc hanh;
+ Hé thdng cac bai kiém tra.
VI. HUONG DAN SU DUNG:
1. Pham vi ap dung mon hoc:
- Chuong trinh mén hoc dwoc str dung dé giang day cho trinh d6 cao dang nghé Quan
tri mang may tinh.
- Gigo vién trudc khi giang day can phai cin ctr vao noi dung cua tiring bai hoc
chuan bj day du cac diéu kién thuc hién bai hoc dé dam bao chat luong giang
day.

2. Huéng dan vé phuong phap giang day, hoc tap mén hoc
- Pi vai gido vién, giang V|en
Str dung phurong phap phat van, tryc quan, thao tac mau
Phén nhém cho céc sinh vién trao doi véi nhau, trinh bay theo nhém.
- Bdi v6i ngudi hoc cht v tap trung theo ddi quan sat va ling nghe thyc hién lai
thao tac

3. Nhiing trong tim chwong trinh can chi y:

Trong tdm mon hoc 1a cac chuong: 2, 3, 5.
4. Tai liéu can tham khao:
[1]. THs. Ngb B4 Hung-Ks. Pham Thé phi Gio trinh mgng may tinh, Pai hoc Can Tho,
nam 2005
[2]. Bang Xuan Ha, An toan mgng may tinh Computer Networking nam 2005
[3]. Nguyén Anh Tuan, Bai gidng Ky thudt an todn mgng , Trung tdm TH-NN Tri Drec,
2009
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[4]. TS. Nguyén Dai Tho, An Toan Mang, Truong Pai hoc Cong nghé - PHQGHN,
2010.

[5]. Security in Computing, 4th Edition, Charles P. Pfleeger - Pfleeger Consulting
Group, Shari Lawrence Pfleeger, Prentice Hall 2006

[6]. Cryptography and Network Security Principles and Practices, 4th edition, William
Stallings, Prentice Hall 2005

[7]. Security Engineering, 2nd edition, Ross J. Anderson, Wiley 2008
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CHUONG TRINH MON HQC
CAU HINH VA QUAN TRI THIET BI MANG

Tén mon hec: Céu hinh va quan tri thiét bi mang

Ma& mon hoc: MH21

Thoi gian thuc hién mén hoc: 75 gio (Ly thuyét: 15 gio; Thuc hanh, thi nghiém, thao
luan, bai tap: 57 gio; Kiém tra: 3 gio)

I. VI TRI, TINH CHAT CUA MON HOQC:
- Vi tri: Mén hoc dugc b tri sau khi sinh vién hoc xong cac mdn hoc mang may
tinh, quan tri mang 1, quan tri mang 2, quan tri mang 3 va thiét ké, xay dung mang.
- Tinh chat: La mon hoc chuyén nganh; gitp sinh vién cé kién thirc va ky ning
vé cau hinh va quan trj thiét bi mang.
Il. MUC TIEU MON HOQC:
- Vé kién thuc:
+ Giai thich su khac nhau gitta LAN va WAN;
+ Xac dinh duoc cac thanh phan bén trong Router;
+ Xac dinh duoc vi tri tap tin luu trén router;
+ Phan biét céc loai giao thire dinh tuyén;
- V& K§ nang:
+ Chuyén doi gitra cac ché do cau hinh router;
+ Thiét lap két ndi bang HyperTerminal vao router;
+ Thiét 1ap IP cho cac cong ciia Router
+ Sir dung tinh nang trg gilp trong giao tiép bang dong lénh;
+ Cau hinh va dinh tuyén dugc router;
- V& ning lyc tu cha va trach nhiém:
+
I11. NOI DUNG MON HOQC:
1 Néi dung téng quét va phan bé thoi gian:

Thoi gian (gio)

Thwc hanh

>0 Tén bai trong mon hoc Téng | Ly | thi nghiem, Kiem
TT £ £ . n tra
so | thuyet | thao luan,
bai tap
1 Bai 1: WAN va Router 2 2
1. WAN
2. Router
2 | Bai 2: Gidi thiéu vé Router 2 2

1. Gigi thiéu hé diéu hanh 10S
2. Bit dau véi router

3 Bai 3: Cau hinh Router 17 3 13 1
1. CAu hinh router
2. Hoan chinh ciu hinh router

4 | Bai 4: Cap nhat thdng tin tir cac thiét | 9 2 7
bi khac
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1. Két ndi va kham pha cac thiét bj
lan can

2. Thu thap théng tin vé cac thiét bi
O Xa

5 | Bai 5: Quan ly phan mém I10S 12 2 9 1
1. Khao sat va kiém tra hoat dong
router

2. Quan ly tap tin hé thdng

6 | Bai 6: binh tuyén va cac giao thic | 16 2 13 1
dinh tuyén

1. Gi6i thiéu vé dinh tuyén tinh

2. Tong quat vé dinh tuyén

3. Tong quét vé giao thirc dinh tuyén

7 | Bai 7: Giao thac dinh tuyén theo | 17 2 15
Vector khoang cach

1. Pinh tuyén theo vector khoang
cach

2. RIP

3. EIGRP

cong 75 15 57 3

* Ghi chi: Thoi gian kiém tra Iy thuyét duwroc tinh vao gio ly thuyét, kiém tra thuc hanh
dwoc tinh vao gia‘j[h@rc hanh.
2. Ngi dung chi tiet:

Bai 1: WAN va Router Thoti gian: 2 gio
1. Muc tiéu cua bai:
- Xac dinh duge t6 chtc quéc té chiu trach nhiém vé cac chuin cia WAN;
- Giai thich sy khac nhau gitta LAN va WAN;
- MO0 ta vai tro cua Router trong WAN;
- Xac dinh duoc cac thanh phén bén trong Router;
- MB0 ta cac dic diém vat 1y cta Router;
- Xac dinh céac loai cong trén Router.
Thuc hién céc thao tac an toan véi may tinh.
2. Nol dung bai:
2.1. WAN
2.1.1. Gidi thiéu vé WAN
2.1.2. Giéi thiéu veé router trong mang WAN
2.1.3. Router LAN va WAN
2.1.4. Vai tro cua céc router trong WAN
2.2. Router
2.2.1. Céc thanh phan bén trong router
2.2.2. Dic diém vat ly caa router
2.2.3. C4c loai ket ndi bén ngoai cua router
2.2.4. Két ndi vao COng quan Iy trén router
2.2.5. Thiét 1ap két ndi vao cong console
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Noi dung chi tiét, phan bé thoi gian va hinh thirc giang day cua bai 1

Thoi gian (gio)
Thuc hanh,
Ly thi nghiém,
thuyét | thao luan,
bai tap

Hinh
thac
KT* | giang
day

Muc/Tieéu muc TSé

1. WAN 1 1 LT
1.1. Giéi thiéu vé WAN

1.2. Giéi thiéu vé router trong
mang WAN

1.3. Router LAN va WAN

1.4. Vai tro cua cac router trong
WAN

2. Router 1 1 LT
2.1. Cac thanh phan bén trong
router

2.2. Dic diém vat ly cua router
2.3. Cac loai két ndi bén ngoai
cua router

2.4. Két ndi vao cong quan ly
trén router

2.5. Thiét 1ap két ndi vao cong
console.

Tong sé 2 2

Bai 2: Giéi thiéu vé Router Thoi gian: 2 gio
1. Muc tiéu cua bai:
- Xac dinh dugc muc dich cua IOS;
- MOo ta hoat dong co ban cua 10S;
- Xay dung duoc phwong thire thiét 14p phién giao tiép bing dong 1énh véi router
- Chuyén d6i gifta cac ché do cau hinh router;
- Thiét 1ap két ndi bang HyperTerminal vao router;
- Truy céap vao router;
- Str dung tinh ning trg gitp trong giao tiép bang dong Iénh.
- Thuyc hién cac thao tac an toan v41 may tinh.
2. Noi dung bai:
2.1. Giéi thiéu h¢ diéu hanh 10S
2.1.1. Myc dich caia phan mém 10S
2.1.2. Giao dién nguoi dung cua router
2.1.3. Cac ché do cAu hinh router
2.1.4. Cac dac diém cua phan mém 10S
2.1.5. Hoat dong cua phan mém 10S
2.2. Bit dau vai router
2.2.1. Khéi @ong router
110



2.2.2. Bén LED bao hiéu trén router

2.2.3. Khao sat qua trinh khai dong router

2.2.4. Thiét 1ap phién két ndi bang HyperTerminal
2.2.5. Truy cap vao router

2.2.6. Phim trg gitp trong router CLI

2.2.7. M rong thém vé céch viét cau lénh

2.2.8. Goi lai cac Iénh da sir dung

2.2.9. Xur ly 16i cau lénh

2.2.10. Lénh show version

Noi dung chi tiét, phan bd thoi gian va hinh thirc giang day cua bai 2

Theot gian (gio)

Thuc hanh,
Ly thi nghiém,

thuyét | thao luan,

bai tap

Muc/Tiéu muc

T.S6 KT*

Hinh
thirc

giang
day

1. Giéi thiéu h¢ diéu hanh 10S 1 1
1.1. Muyc dich ciia phan mém
10S

1.2. Giao dién nguoi dung cua
router

1.3. C4c ché @6 cau hinh router
1.4. Cac ddc diém ciia phan
mém 10S

1.5. Hoat dong caia phan mém
I0S

LT

2. Bat dau véi router 1 1
2.1. Khai dong router

2.2. Bén LED bao hiéu trén
router

2.3. Khao sat qua trinh khoi
dong router

2.4. Thiét lap phién két ndi
bang HyperTerminal

2.5. Truy cap vao router

2.6. Phim tro gilp trong router
CLI

2.7. Mo rong thém vé céch viét
cau lénh

2.8. Goi lai cac Iénh da st dung
2.9. X1r ly 16i cau lénh

2.10. Lénh show version

LT

Tong sé 2 2
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Bai 3: Cau hinh Router Thoi gian: 17 gio

1. Muc tiéu cua bai:
- bat tén cho router;
- Cai dat mat ma cho router;
- Khao sat cac 1énh show;
- CAu hinh cong Ethernet trén router;
- Thyc hién mot s6 thay ddi trén router;
- CAu hinh cau chu thich cho cac cong giao tiép trén router;
- Thuyec hién cac thao tac an toan v41 may tinh.
2. Noi dung bai:
2.1. CAu hinh router
2.1.1. Ché do giao tiép dong lénh CLI
2.1.2. bat tén cho router
2.1.3. bat mat ma cho router
2.1.4. Kiém tra bang cac lénh show
2.1.5. C4u hinh cdng serial
2.1.6. Thém bét, dich chuyén va thay ddi tap tin cu hinh
2.1.7. Cau hinh cong Ethernet
2.2. Hoan chinh cau hinh router
2.2.1. TAm quan trong cua viéc chuan hoa tap tin cau hinh
2.2.2. Cau cha thich cho céc cong giao tiép
2.2.3. Cau hinh cu chd thich cho cong giao tiép
2.2.4. Thong diép dang nhap
2.2.5. CAu hinh théng diép dang nhap (MOTD)
2.2.6. Phan giai tén may
2.2.7. CAu hinh bang host
2.2.8. Lap ho so va luu dy phong tap tin cau hinh
2.2.9. Cat, dan va chinh stra tap tin cau hinh

Noi dung chi tiét, phan bé thoi gian va hinh thirc giang day cua bai 3

Thai gian (gio)

Thuwc hanh,

1.1. Ché d6 giao tiép
dong Iénh CLI

1.2. Bat tén cho router
1.3. Bat mat ma cho
router

1.4. Kiém tra bang cac
Iénh show

1.5. Céu hinh céng serial
1.6. Thém bét, dich

2 ) Hinh thirc
Muc/Tieu muc/.... P Ly thi nghiém, « -
T.50 thuyét | thao luan, KT* | giang day
bai tap
1. Cau hinh router 7.5 15 6 LT+TH
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chuyén va thay doi tap tin
cau hinh

1.7. Cau hinh céng
Ethernet

2. Hoan chinh cau hinh 9.5 1.5 7 1
router

2.1. TAm quan trong cua
viéc chuan hoa tap tin
cau hinh

2.2. Cau cha thich cho
cac cong giao tiép

2.3. Cau hinh cu chd
thich cho céng giao tiép
2.4. Thong diép dang
nhap

2.5. Cau hinh théng diép
dang nhap (MOTD)

2.6. Phan giai tén may
2.7. Cau hinh bang host
2.8. Lap hd so va luu dy
phong tap tin ciu hinh
2.9. Cit, dan va chinh sira
tap tin cau hinh

LT+TH

Tong sb 17 3 13 1
Bai 4: Cap nhat thong tin tir cac thiét bi khac Thot gian: 9 gio
1. Muc tiéu cua bai:
- Bat va tat CDP;

- St dung 1énh Show cdp neighbors;
- Xac dinh céc thiét bi 1an can két ndi vao cac céng;
- Ghi nhan théng tin va dia chi mang cua céc thiét bi 1an can;
- Thiét 1ap va kiém tra két ndi Telnet.
- Thuc hién cac thao tac an toan voi may tinh.
2. Noi dung bai:
2.1. Két ndi va kham pha cac thiét bi 1an can
2.1.1. Giéi thiéu vé CDP
2.1.2. Thong tin thu nhan duoc tir CDP
2.1.3. Chay CDP, kiém tra va ghi nhan céc théng tin CDP
2.1.4. Xay dung ban d6 mang
2.1.5. Tt CDP
2.1.6. Xtr ly sy ¢6 cua CDP
2.2. Thu thap thong tin vé cac thiét bi o xa
2.2.1. Telnet
2.2.2. Thiét 1ap va kiém tra qua trinh khai dong router
2.2.3. Ngat, tam ngung phién Telnet
2.2.4. M6 rong thém vé hoat dong Telnet
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2.2.5. Céc Iénh kiem tra ket ndi khac
2.2.6. Xir ly su co veé dia chi IP

Noi dung chi tiét, phan bo thoi gian va hinh thirc giang day cua bai 4

Muc/Tiéu muc/....

Thai gian (giv)

T.S6

Ly
thuyét

Thuc hanh,

thi nghiém,

thao luan,
bai tap

KT*

Hinh thirc
giang day

1. Két noi va kham pha
cac thiét bi lan can

1.1. Giéi thiéu vé CDP

1.2. Thong tin thu nhan
duoc tou CDP

1.3. Chay CDP, kiém tra
va ghi nhan cac théng
tin CDP

1.4. Xay dung ban do
mang

1.5. Tat CDP

1.6. X ly sy ¢b cua CDP

1

3

LT+TH

2. Thu thap thong tin vé
cac thiét bi ¢ xa

2.1. Telnet

2.2. Thiét lap va kiém tra
qua trinh khoi dong
router

2.3. Ngit, tam ngung
phién Telnet

2.4. M@ rong thém vé
hoat dong Telnet

2.5. Cac lénh kiém tra két
ndi khéc

2.6. Xtr ly su ¢b vé dia chi
IP

LT+TH

Tong sb

7

Bai 5: Quan ly phan mém 10S

1. Muc tiéu cua bai:

Thoi gian: 12 gio

- Xéc dinh dugc router dang ¢ giai doan nao trong qua trinh khdi dong;
- Xac dinh gia tri thanh ghi cau hinh;

- MO ta khai quat cac tap tin IOS str dung;
- St dung céc 1énh Boot system;
- Nam duogc noi nao ma router luu céc loai tap tin khac nhau.
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- Thuyc hién cac thao tac an toan véi may tinh.

2. No6i dung bai:

2.1. Khao sat va kiem tra hoat dong router
2.1.1. Céc giai doan khoi dong router khi b;it dau bat dién
2.1.2. Thiet bi Cisco tim va tai IOS nhu thé nao

2.1.3. Sur dung Iénh boot system

2.1.4. Thanh ghi ciu hinh

2.1.5. Xir ly su ¢ khi khai dong 10S

2.2. Quan ly tap tin hé théng

2.2.1. Khai quat vé tap tin hé thong 10S

2.2.2. Quy uoc tén 10S

2.2.3. Quan Iy tap tin cau hinh bang TFTP
2.2.4. Quan ly tap tin cau hinh bang cach cat-dan
2.2.5. Quan ly Cisco 10S bang TFTP

2.2.6. Quan ly 10S bang Xmodem

2.2.7. Bién moi truong

2.2.8. Kiém tra tap tin hé théng

Noi dung chi tiét, phan b thai gian va hinh thic giang day cua bai 5

Muc/Tiéu mucl....

Theot gian (gio)

T.S6

Ly
thuyét

Thuc hanh,

thi nghiém,

thao luan,
bai tap

KT*

Hinh
thac
giang day

1. Khao sat va kiém tra hoat
dong router

router khi bat dau bat dién
1.2. Thiét bj Cisco tim va tai
10S nhu thé nao

1.3. Str dung Iénh boot
system

1.4. Thanh ghi cau hinh

1.5. Xt ly sy ¢b khi khai
dong 10S

1.1. Cac giai doan khoi dong

1

4

LT+TH

2. Quan ly tap tin hé thong
2.1. Khai quét vé tap tin hé
théng 10S

2.2. Quy uéc tén 10S

2.3. Quan ly tap tin cau hinh
bang TFTP

2.4. Quan ly tap tin cau hinh
bang cach cat-dan

TFTP

2.5. Quan ly Cisco 10S bang

LT+TH
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2.6. Quan ly 10S bing
Xmodem

2.7. Bién moi truong

2.8. Kiém tra tap tin hé thdng

Téng sb 12 2 9 1

Bai 6: Pinh tuyén va cac giao thire dinh tuyén Thoi gian: 16 gio

1. Muc tiéu cua bai:
- Giai thich dwoc y nghia ciia dinh tuyén tinh;
- Céu hinh dwong cé dinh va dwdong mic dinh cho router;
- Phan biét céc loai giao thire dinh tuyén;
- Nhan biét giao thire dinh tuyén theo vector khoang cach;
- Thuwec hién cac thao tac an toan véi may tinh.
2. No6i dung bai:
2.1. Gigi thiéu vé dinh tuyén tinh
2.1.1. Giéi thiéu vé dinh tuyén tinh
2.1.2. Hoat dong cua dinh tuyén tinh
2.1.3. Cau hinh duong c6 dinh
2.1.4. C4u hinh dudng mic dinh cho router chuyén goi di
2.1.5. Kiém tra cau hinh
2.1.6. Xt ly su ¢b
2.2. Tong quat vé dinh tuyén
2.2.1. Gigi thiéu vé giao thirc dinh tuyén
2.2.2. Autonomous system (AS) (Hé thong tu quan)
2.2.3. Muc dich cua giao thire dinh tuyén va hé théng tu quan
2.2.4. Phan loai c4c giao thire dinh tuyén
2.2.5. Pic diém cua giao thirc dinh tuyén theo vector khoang cach
2.2.6. Pic diém cua giao thirc dinh tuyén theo trang thai duong lién két
2.3. Tong quat vé giao thire dinh tuyén
2.3.1. Quyét dinh chon duong di
2.3.2. Cau hinh dinh tuyén
2.3.3. Céc giao thirc dinh tuyén
2.3.4. Hé tu quan, IGP va EGP
2.3.5. Vecto khoang cach
2.3.6. Trang thai duong lién két
Noi dung chi tiét, phan bé thoi gian va hinh thirc giang day cua bai 6

Thai gian (gio)

Thuc hanh,

.z ) Hinh thac
Muc/Tieu muc/.... £ Ly thi nghiém, -
. . T.50 thuzé't thﬁogluzfm, KT* | gidng day
bai tap

1. Gidi thiéu vé dinh tuyén 65 | 05 6 LT+TH
tinh
1.1. Giéi thiéu vé dinh tuyén
tinh
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1.2. Hoat dong cua dinh tuyén
tinh

1.3. C4u hinh dudng ¢é dinh
1.4. Cu hinh dudng mic
dinh cho router chuyén géi di
1.5. Kiém tra cau hinh

1.6. Xt ly su cb

2. Tong quat vé dinh tuyén 05| 05 LT
2.1. Gigi thiéu vé giao thuc
dinh tuyén

2.2. Autonomous system
(AS) (Hé théng tu quan)
2.3. Muc dich cua giao thirc
dinh tuyén va hé thong tu
quan

2.4. Phan loai céc giao thirc
dinh tuyén

2.5. Pic diém cua giao thic
dinh tuyén theo vector
khoang céch

2.6. Bic diém cua giao thuc
dinh tuyén theo trang thai
duong lién két

3. Tong quét vé giao thirc 9 1 7 1 LT+TH
dinh tuyén

3.1. Quyét dinh chon dudng
di

3.2. Cau hinh dinh tuyén

3.3. C4c giao thirc dinh tuyén
3.4. Hé tu quan, IGP va EGP
3.5. Vecto khoang céch

3.6. Trang thai duong lién két

Tong sé 16 2 13 1

Bai 7: Giao thire dinh tuyén theo Vector khoang cach Thoi gian: 17 gio
1. Muc tiéu cua bai:

- M0 ta dinh tuyén vong lap;

- M0 ta dwoc cac phwong phap dwoc sir dung dé biae dam cho cac giao thirc

dinh tuyén theo vector khoang cach dinh tuyén ding;

- Cau hinh RIP;

- Sirdung lénh IP classless;

- Cau hinh RIP dé chia tai;

- Kiém tra hoat dong cia RIP.

- Thuc hién cac thao tac an toan véi may tinh.
2. Noi dung bai:
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2.1. Binh tuyén theo vector khoang céch

2.1.1. Cap nhat thong tin dinh tuyén

2.1.2. Lbi dinh tuyén lap

2.1.3. Dinh ngha gia tri t6i da

2.1.4. Tranh dinh tuyen lap vong bang split horizon Router poisoning
2.1.5. Tranh dinh tuyén lp vong bang co ché cap nhat tic thoi

2.1.6. Tranh lap vong vai Thoi gian holddown

2.2. RIP

2.2.1. Tién trinh cta RIP

2.2.2. Cau hinh RIP

2.2.3. Su dung Iénh ip classless

2.2.4. Nhitng van dé thuong gap khi ciu hinh RIP

2.2.5. Kiém tra cAu hinh RIP

2.2.6. Xt Iy su ¢ vé hoat dong cap nhat cua RIP

2.2.7. Ngan khong cho router giri thong tin dinh tuyén ra mot cong giao tiép
2.2.8. Chia tai véi RIP

2.2.9. Chia tai cho nhiéu duong

2.2.10. Tich hop duong ¢ dinh véi RIP

2.3. EIGRP

2.3.1. Giéi thiéu giao thirc dinh tuyén EIGRP

2.3.2. Tim hiéu giao thirc dinh tuyén EIGRP

2.3.2. Cau hinh co ban va kiém tra cau hinh EIGRP

2.3.3. Céc tinh nang nang cao cua EIGRP

Noi dung chi tiét, phan bo thoi gian va hinh thirc giang day cua bai 7

Thai gian (gio)
Thuc hanh,

.z . Hinh thac
Muc/Tieu muc/.... P Ly thi nghiém, T
T.50 thuyét | thao luan, KT* | giang day
bai tap
1. Binh tuyén theo vector 1 1 LT

khoang cach

1.1. Cap nhat thong tin dinh
tuyén

1.2. L&i dinh tuyén lap

1.3. Pinh nghia gia tri tdi da
1.4. Tranh dinh tuyén l3p vong
bang split horizon Router
poisoning

1.5. Tranh dinh tuyén lap vong
bang co ché cip nhat tac thoi
1.6. Tranh lap vong véi Thoi
gian holddown

2. RIP 8.5 0.5 8 LT+TH
2.1. Tién trinh ciia RIP

2.2. Cau hinh RIP

2.3. Sur dung Iénh ip classless
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2.4. Nhitng van dé thuong gap
khi cau hinh RIP

2.5. Kiém tra cau hinh RIP
2.6. X ly su ¢b vé hoat dong
cap nhat cua RIP

2.7. Ngan khong cho router
giri thong tin dinh tuyén ra
mot cong giao tiép

2.8. Chia tai voi RIP

2.9. Chia tai cho nhiéu duong
2.10. Tich hop duong cb dinh
vai RIP

3. EIGRP 7.5 0.5 7
3.1. Gidi thiéu giao thure dinh
tuyén EIGRP

3.2. Tim hiéu giao thtc dinh
tuyén EIGRP

3.2. Cau hinh co ban va kiém
tra cau hinh EIGRP

3.3. C4c tinh ndng nang cao
cua EIGRP

Tong so 17 2 15

IV. PIEU KIEN THUC HIEN MON HOC:
1. Phong hoc chuyén mon héa/nha xudong
- Phong hoc ly thuyét va phong thuc hanh da diéu kién dé thuc hién mén hoc.
- Phong thuc hanh ¢6 day da may PC cho sinh vién thuc hanh.
2. Trang thiét bi may moc
- Liét ké céc trang thiét thi, may moc dé dam bao du diéu kién hoc tap cua HSSV,
giang day cua gido vién.
- Nghién ctiru thém danh muc thiét bi day nghé téi thiéu cia Bo LDTBXH di ban

hanh
- Tinh 16p cho 25 sinh vién.
- Mau thuc hién:
TT | Ten thiétbj | PO™ | SO Yéu ciu sw pham Yeu cau ky thuat co
vi lwgng ban caa thiét bi
. 7 . Cuong do sang >2000
1 '(\Iil’?g'gg[ls; Bo ! ?nlfndhuﬁgadgétg%gilu?’ n ANSI lumens; D9 rong
J 0 I4NG 1 (6 thidu: 1007
Dinh gidy bang ghim,
Bang da s y . hat tir, viét bat 16ng,...
2 nang Chice 1 Tro giup cho giang day Kinh thudc téi thiéu:
1200 x 2000mm
Str dung thiét bi cho Loai c6 cé4c thong s6 ky
May vi tinh Bo 25 | giang day, hd tro minh | thuat théng dung tai
hoa céc bai giang thoi diém mua sam
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Cai dat hé diéu hanh

Dung bo xtr ly may
Server, dung lugng bd
nhé hd tro chay duoc hé
diéu hanh Windows

4 | May Server Bo 1 ) AR
Windows Server Server méi nhat, co it
nhat 3 6 cting hd tro
HOT SWAP, ho trg
RAID 0, 1 vab.
e i Sir dung dé cai datva | Phién ban phd bién (Téi

5 Windows Bo 1 Céu hinh trén may tinh thieéu Windows Server
Server server 2003)

o | a5 | s | Dingcaiditvaomay | Phiénbn phd bién (T6i
Windows : tinh tram thieu Windows XP)
Phin mém o R Phién ban pho bién (Toi

7 | tin hoc van Bo 1 ](i)hlirelﬁ ggitg?éxg gllg: i thiéu Microsoft Office
phong i 2003, Open Office,...)
PhAN mam ‘ T\uong Fhich voi f)é dieu

8 | diat virus BS o5 Ngan chan VI.I'U.S xam hanh windows, C(_)Akhé
m é y tinh i nhap pha hoai may tinh. nﬁfl_g cap nhat phién ban

mai
Modem . ] o 4_céng LAN Hb tro cac
9 ADSL Chiéc 1 Ho tro ket noi Internet | tiéu chuan ADSL,
ADSL2, ADSL2+
. g Dungdeketnoicac | o) o rsc g
10 | Switch Chiec 4 may tinh thanh h¢ thong 10/200Mb/s
mang
11 Switch Chiée 5 Céu hinh dinh tuyén va | 24 port 10/100 + 2 SFP
Layer 3 chia VLAN IPB Image
Gom 2 port serial, 3
port GE, 1 port console,
4 EHWIC, 2 DSP, 1
., SM, 256MB CF,
12 | Router Chiéc | 8 |Dungdécauhinhdinh | 5100p pRAM, IPB
tuyen Quan ly: HTTP, SNMP
2, Telnet
Tinh ndng: DHCP,
VLAN
Cap serial St dung két ni hai V.35 Cable, DCE

13 | (CAB-SS- Soi 8 | router qua cdng serial | Female to Smart Serial,
V35FC) dé gia lap mang Wan | 10 Feet

14 Cap serial Soi o St dung két néi hai V.35 Cable, _DTE Male
(CAB-SS' ’ router qua Céng serial to Smart Serlal, 10 Feet
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V35MT) dé gia lap mang Wan

Cap két néi _ Dung két ndi voi router | cang két néi RJ-45 to
15 | cong Sol 8 | décauhinhthéngqua | pp.g
console Hyper Terminal

Kich thuéc: Cabinet
42U (W600 x H2000 x
, Chira céc thiét bi mang: | D800);

16 | Tu mang Chiec 1 switch, router, patch Vat ||éU Thép - Son
Panel,... tinh dién

Phu kién di kém: Fan
>12 cm.

3. Hoc liéu, dung cu, nguyén vat liéu, phoi liéu

-Xay dyng dinh muc ki thuat cho mén hoc déi véi tirng hoc sinh sinh vién (mic
tbi thiéu)

- Tinh I6p cho 25 sinh vién.

- Mau thuc hién:

] S6 hrong
Tén Pon . cho 1 lép
TT Tén bai nguyen | e S6 lwgng cho 1 sinh vién 25 sinh
vatligu | ** vién

ArlW|IN|PF

4. Nang luyc gido vién
- Yéu cau vé ning lyuc, trinh d6 cta Gido vién dé giang day mén hoc
5. Khéc....
V. NOQI DUNG VA PHUONG PHAP PANH GIA:
1. N6i dung
- Kién thuc:
+ Su khac nhau gitra LAN va WAN.
Céc thanh phan bén trong Router.
Tinh ning tro gitp trong giao tiép bang dong 1énh.
Céch li¢t ké noi ma router luu cac loai tap tin khac nhau.
Céch phan biét cac loai giao thic dinh tuyén.
Céc 1énh dinh tuyén cho router.
nang:
Thiét 1ap két ndi bang HyperTerminal vao router.
Chuyén dbi giita cac ché d6 cau hinh router.
Thiét 1ap IP cho cac cong cuia Router.
Céu hinh va dinh tuyén dugc router.
Thuc hién chinh sach bao mat trén Router.
- Nang luc tu cha va trach nhiém:

-K

+ o+ + &+ + A+ o+t

+
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2. Phuong phap

+ S bai kiém tra thuong xuyén: téi thiéu 1 bai;

+ S6 bai kiém tra dinh ky : 2 Bai;
+ Hinh thirc danh gia: Chuyén can, phat biéu & thao luan, kiém tra thuong ky, bai
tap vé nha, thuc hanh / thuc té, kiém tra giita ky, bai tap ca nhan, bai tap nhém, tric
nghiém, tu luan.

N&i dung ta S6 S6 diém yéu cau
TT ol dung Hinh thic thi diém | can phai dat dwoc
chic thi %, PR N
toi da | doi voi tirng phan
1 |Phanlythuyét |Viét, tric nghiém 4 2
2  |Phanthuc hanh | Thyc hién trén may tinh 6 3
Piém tong cong 10

* Néu nguwoi hoc thi chwea dat yéu cau ¢ phan ndo thi phdi thi lai phan dé

- Cong cu danh gia:
+ Heé théng ngan hang bai tap thuc hanh;
+ Heé théng cac bai kiém tra.
VI. HUONG DAN THUC HIEN MON HQC:
1. Pham vi &p dung mdn hoc: Chuong trinh mdn hoc duoc sir dung dé giang day cho
trinh d¢ cao dang nghé Quan tri mang may tinh.

2. Huéng dan vé phuong phap giang day, hoc tap mon hoc

cac sinh vién trao doi véi nhau, trinh bay theo nhom.

bi day du cac diéu kién thuc hién dé dam bao chat luong giang day.

- Béi véi glao vién, giang vién: Str dung phuong phap phat van, phan nhém cho

- B4i vé6i ngudi hoc: Thuc hién cac bai tap theo trinh ty mot cach day du.
3. Nhirng trong tdm can cha y: ‘ q
Giao vién trudc khi giang day can phai can cir vao ndi dung cuaa tirng bai chuan

4. Tai liéu can tham khao:
[1]. Nguyén Hong Son, Hoang B¢ Hai, Gido trinh hé thbng mang may tinh CCNA,
Nha xuit ban Lao dong - X4 hoi, 2006.
[2]. Pang Quang Minh. BU Nguyen Hoang Long. Pham Dinh, CCNA Labpro 2012,
Nha xuat ban Thdng tin va truyén théng, 2012.
[3]. Wendell Odom, CCNA Official Exam Certification Library, Cisco Press, 2007.

[4]. Todd Lammle, CCNA: Cisco® Certified Network Associate Study Guide, Wiley,

2007
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CHUONG TRiINH MON HQOC CONG NGHE MANG KHONG DAY

Tén mon hoc: Cong nghé mang khong day

Ma& mon hoc: MH22

Thoi gian thwe hién mén hoc: 45 gio (Ly thuyét: 15 gid; Thuc hanh, thi nghiém, thao
luan, bai tap: 28 gid; Kiém tra: 2 gio)

I. VI TRi, TINH CHAT CUA MON HQC:
- Vi tri: M6n hoc duge bd tri sau khi sinh vién hoc xong cac moén hoc quan
tri mang 1, quan tri mang 2, c4u hinh quan tri thiét bi mang.
- Tinh chéat: La mén hoc chuyén nganh; gitip sinh vién c6 kién thic va ky
ning vé cong nghé mang khong day.
II. MUC TIEU MON HOQC:
- V& kién thirc:
+ Mo ta dugc xu hudng str dung cong nghé mang khong day trong thoi dai moi;
+ Trinh bay duoc cac chuan cuia mang khong day;
+ M5 ta dugc cac giai phap va ky thuat st dung dé bao mat cho mang khong day;
+ Céc k¥ thuat mo rong hé thdng mang khong day;
+ B4 tri 1am viéc khoa hoc dam bao an toan cho nguoi va phuong ti€n hoc tap.

- V& k¥ nang:

+ Thiét ké, xay dung duoc cic loai mo hinh mang khong diy dang ad-hoc va
Infrastructure;

+ Lap dit va cdu hinh cho céc thiét bj mang khong day;

+ Quan ly nguoi dung, nhoém ngudi dung va st dung dugc cac tai nguyén chia sé
trén mang khong day.

-Vé nang lyc tu chu va trach nhiém:
+
IIL. NOI DUNG MON HQC:
1 Noi dung tong quat va phan bo thoi gian:

Thoi gian (gio)
, Thuc
50 Tén chuwong/muc Tong | Ly hanf.l,A thi Kiém tra
lal s0 | thuyét nghigm,
thao luan,
bai tap
1 | Bai 1: Tong quan vé mang khong day | 5 4 1
2 | Bai 2: Cac tang mang khong day 5 4 1
3 | Bai 3: Kién trac mang khong day 15 3 12 1
4 | Bai 4: Bao mat mang khong day 20 4 15 1
Cong 45 15 28 2

* Ghi ch(: Thoi gian kiém tra Iy thuyét dwoc tinh vao gio Iy thuyét, kiém tra thwc hanh
dwoc tinh vao gio thuc hanh.
2. Noi dung chi tiét:

123



Bai 1: Téng quan vé mang khong diy Thoi gian: 5 gio

1. Muc ti€u cua bai:
- Trinh bay dugc khai niém mang khong day;
- Phén loai dugc cac kiéu mang khong day;
- Thiét lap duoc cac Gmg dung mang khong day;
- Mo ta duogc cac chuan mang khéng day;
- Thuyec hién cac thao tac an toan v41 may tinh.

2. No6i dung bai:

2.1. Lich str hinh thanh mang khong day
2.2. Dinh nghia mang khong day

2.3. Cac thanh phan cdu hinh mang WLAN
2.4. C Cac chuan mang WLAN

2.5. Phan loai mang WLAN

Noi dung chi tiét, phan bo thoi gian va hinh thirc giang day cua bai 1

Thaoi gian (gio)
Thue
Muc/Tiéu muc . Ly hénf.],A thi I'I.‘lflh thirc
T.So £ nghiém, | KT* | giang day
thuyét N R
thao luan,
bai tap
1. Lich st hinh thanh mang | 0.5 0.5 LT
khong day
2. Binh nghia mang khong day | 0.5 0.5 LT
3. Truyén thong Vo tuyén 1 1 LT
3.1. Truyén thong di dong
3.2. Truyén thong Lan Vo
tuyén
3.3. Wireless Bridging and
InternetWorking
4. Céc chuan mang khong day 2 1 1 LT+TH
5. Phan loai mang khong day 1 1 LT
5.1. Mang WPAN
5.2. Mang WLAN
5.3. Mang WWAN
Tong s6 5 4 1
Bai 2: Cac ting mang khong day Thoi gian: 5 gio

1. Muc ti€u cua bai:
- Mo ta duogc co ché phan ting cia mang khong diy;
- Trinh bay dugc chitc ning cia cac ting;
- M5 phong duge qua trinh giao tiép giira cac tang trong mang khong day;
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- Thuyc hién céac thao tac an toan vdi may tinh.

2. Noi dung bai:

2.1. Cac tang cia mang hiru tuyén

2.2. Cac ting mang vo tuyén

Noi dung chi tiét, phan bo thoi gian va hinh thic giang day cua bai 2

Muc/Tiéu muc

Thaoi gian (gio)

T.S6

Ly
thuyét

Thuc hanh,
thi nghi¢m,
thiao luan,
bai tap

KT*

Hinh thire
giang day

1. Cac tang cua mang hitu
tuyén

1.1. Ly do chuan héa mang
1.2.Nhitng t6 chtrc tham gia
xay dung chuan

1.3. M hinh OSI

1.4. Chirc ning clia cac tang
hitu tuyén

1

1

LT+TH

2. Cac ting mang vo tuyén

LT

2.1. Tang ung dung moi
truong

2.2. Tang phién giao thirc

2.3. Tang phién xtr Iy thao
tac

2.4. Tang truyén tai

2.5. Tang giao thirc goi dir
liu

2.6. Tang van chuyén

Tong so

Bai 3: Kién tric mang khong day

1. Muc tiéu cua bai:

- Mo ta duogc cau tric mang khong diy;
- Thiét ké dugc mdt mang khong day cuc bd (WLAN);
- Phan biét dugc vu va nhuoc di€ém cia mang khong day;

Thoi gian: 15 gio

Phén biét dugc céc ché do ciia AP;
Thuc hién céc thao tac an toan véi may tinh.

2. Noi dung bai:

2.1. Cac thiét bj mang khong day
2.1.1. Card mang khong day
2.1.2. AccessPoint

2.2. Céc ché do ctia AP
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2.2.1. Ché d6 gbc (Root)

2.2.2. Ché d6 cau ndi ( Bridge)
2.2.3. Ché @6 lap ( Repeater)
2.3. Cac mo6 hinh mang WLAN
2.3.1. M6 hinh mang AD HOC
2.3.2. M6 hinh mang co s¢
2.3.3. M6 hinh mang m¢& rong

2.4. Uu diém, nhugc diém cia mang WLAN

2.4.1. Uu diém
2.4.1. Nhuge diém

Nbi dung chi tiét, phan bo thoi gian va hinh thirc giang day ciia bai 3

Thai gian (gio)

Muc/Tiéu muc/....

T.S6

Ly
thuyét

Thuc hanh,
thi nghiém,
thao luan,
bai tap

Hinh thirc
KT* | giang day

1. Céc thiét bi mang
khéng day

1

3

LT +TH

1.1. Card mang khong
day

1.1.1. Card chuan PCI

1.1.2.Chuan USB

1.2. AccessPoint

2. Cac mo6 hinh mang
WLAN

10

1 LT +TH

2.1 M6 hinh mang Adhoc

2.2. M6 hinh mang co s&
(BSSs)

2.3. M6 hinh mang m&
rong(ESSs)

3. Uu va nhuoc diém cua
mang WLAN

LT

3.1 Uu diém

3.2. Nhuoc diém

Tong so

15

11

Bai 4: Bio mat mang khong day

1. Muc ti€u cua bai:

Thoti gian: 20 gio

- Xac dinh dugc nhu ciu va cach thire sur dung WEP va WPA;

Phan biét dugc cac chuan bao mat;
CAu hinh duoc céac hinh thirc bao mat mang khong day;
Thiét 1ap dugc cac chinh sach bao mat cho WLAN.

- Thuec hién cac thao tac an toan véi may tinh.

2. Noi dung bai:
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2.1. Tai sao can phai bao mat mang khong day (WLAN)
2.2. WEP (Wired Equivalent Privacy )

2.2.1. Qua trinh ma hoa va giai ma WEP

2.2.2. Céch sir dung WEP

2.3. Loc ( Filtering)

2.3.1. Loc SSID

2.3.2. Loc dia chi MAC

2.3.3. Loc giao thuc

2.4. Céc hinh thirc tAn cong trén mang WLAN 2
2.4.1. Tan cong bi dong

2.4.2. Tén cong chu dong

2.4.3. T4n cong theo kiéu chén ép

2.4.4. T4n cong bang hinh thic thu hut

2.5. Céc hinh thtc bao mat mang WLAN

2.5.1. Quan ly khéa WEP

2.5.2. Wireless VPNs

2.5.3. TKIP ( Temporal Key Intergrity Protocol )
2.5.4. WPA

2.5.5. WPA2

2.5.6. Nhiing giai phap dua trén AES

Noi dung chi tiét, phan b thoi gian va hinh thic giang day cua bai 4

Thoi gian (gio)
Thuc
Muc/Tiéu muc/.... £ Ly hénhl thi Hm h thire
T.So £ nghiém, KT* | giang day
thuyét . R
thao luan,
bai tap
1. Tai sao can phai bao LT
mat mang khong day| 0.5 0.5
(WLAN)
2. _ WEP _ (Wired 45 05 4 LT+TH
Equivalent Privacy )
2.1. Qua trinh ma hoda va
giai md WEP
2.2. Cach st dung WEP
3. Loc ( Filtering) 8 2 5 1 LT+TH
3.1. Loc SSID
3.2. Loc dia chi MAC
3.3. Loc giao thirc
4. Céc hinh thirc tan cong 5 L 4 LT+TH
trén mang WLAN
4.1. Tan cong bi dong
4.2. Tan cong chu dong
4.3. Tan cong theo kiéu
chén ép
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4.4. Tan coéng bang hinh
thtrc thu hat

5. Cac hinh thirc bao mat
mang WLAN

5.1. Quan ly khoa WEP

5.2. Wireless VPNs

5.3. TKIP ( Temporal
Key Intergrity Protocol )

5.4. WPA

5.5. WPA2

5.6. Nhiing giai phap dua
trén AES

Tong so

20

5 14

IV. PIEU KIEN THU'C HIEN MON HOQC:
1. Phong hoc chuyén mon héa/nha xuong
- Phong hoc 1y thuyét va phong thuc hanh du diéu kién dé thuc hién mon hoc.
- Phong thuc hanh c6 ddy di may PC cho sinh vién thuc hanh.

2. Trang thiét bi may moc

- Liét ké céc trang thiét thi, may moc dé dam bao du diéu kién hoc tap cua HSSV,

giang day cua gido vién.

- Nghién ctru thém danh muc thiét bi day nghé t4i thiéu ctia B6 LDTBXH da ban

hanh

- Tinh 16p cho 25 sinh vién.

- Mau thyc hién:

Tén thiétbi | D°"
vi

TT

S6
lwgng

Yéu cau sw pham

Yéu ciu ky thuit co
ban cua thiét bi

1. | May vi tinh Bo

19

Str dung thiét bi cho
giang day, hd trg minh
hoa cac bai giang

Loai 6 cac thong sd
ky thuat thong dung
tai thoi diém mua
sam

May Server

Cai dat hé diéu hanh
Windows Server

Dung bo xur ly may
Server, dung luong
bd nhd hd tro chay
dugc hé diéu hanh
Windows Server méi
nhét, co it nhat 3 6
ctg hd tro HOT
SWAP, ho trg RAID
0,1vab.

Hé diéu
hanh
Windows

19

Dung cai ddt vao may
tinh tram

Phién ban pho bién
(Tbi thiéu Windows
XP)
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Hé diéu

Hanh Sir dung dé cai ditva | Hé diéu hanh
. Bo 2 cau hinh trén may tinh | Windows Server méi
Windows %
server nhat
Server
Thiét bi phat khong
day ho tro chuin méi
Str dung dé thu phat tin nmhjat Z%lr;h(];léilgt
Access Point | Chiéc 8 hiéu cho hé théng mang . S i
Kkhona da wireless vo1 WEP
g.ady 128-bit/ WPA-
PSK/WPA2-PSK,
chtirng thuyc WiFi
Wireless Outdoor
Client
Bridge/AP/WDS
, IS Hb trg chuan két ndi
Str dung dé mo rong e X
i . ‘o moi nhat.
AccessPoint £ pham vi thu phat tin n £ ,
Chiéc 8 A N £ Cong suat phat >
Outdoor hiéu cho hé thong mang ,
khona da 100mW, tich hop
g cay ngudn POE.
Thiét ké outdoor, sir
dung céc antel roi
>8dBi
Tan s6 t6i thiéu
2.4GHz,
i . . . Hudng phat song:
Antenna Chiéc 8 Mo rong vung phu séng 3600
Connector: N-type /
Female
Str dung thiét bi cho
Card mang y viee ketnoi cdemdy | o AL 6 thidu
khong day Chiéc 19 | tinh trong mang 802.11g
Wireless (mang khong '
day)
Thit bi k&t L Toc do toi thicu
3G Chiéc | 19 |Dungketnoiinterrnet | pownload 7.2 Mbps,
o1 mang 3G Upload 2.0 Mbps
Modem v . 21K, A 1 line RJ11, 4 port
ADSL Chiéc 2 Dung dé két noi internet LAN

3. Hoc liéu, dung cy, nguyén vat li€u, phoi li¢u

-Xay dyng dinh muc k¥ thuat cho mon hoc ddi véi tung hoc sinh sinh vién (muc

t6i thiéu)
- Tinh 16p cho 25 sinh vién.

- Mau thyc hién:
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S6
o |, ey
TT Tén bai nguyén .., S6 lwong cho 1 sinh vién ,
AR vi tinh lop 25
vat liéu : .
o sinh
Vién
1 Bai 2: Céac (ihuan Patch Céi 0.2 5
mang cuc bd Panel
Bo . 25
2 Wallplate Bo .
3 Céap mang | Mét 3 735
4 Connector | Caéi 6 150

4. Nang lyc gido vién

- Yéu cau vé nang luc, trinh do cua Gido vién dé gidng day mon hoc

5. Khac: Nhiét tinh, dam mé, yéu nghé, hét long, tan tdm va&i sinh vién.
V.NOI DUNG VA PHUONG PHAP PANH GIA:
1. No1 dung
- Kién thirc:
+ Mo ta dugc xu hudng str dung cong nghé mang khong day trong thoi dai méi;
+ Trinh bay dugc cac chudn cia mang khong day;
+ M5 ta duge cac giai phap va k¥ thuat stir dung dé bao mat cho mang khong day;
+ Céc ky thuat mo rong hé thong mang khong day;
+ B4 tri lam viée khoa hoc dam bao an toan cho ngudi va phuong tién hoc tap.
- Ky nang:
+ Thiét ké, xay dung duoc cac loai md hinh mang khong day dang ad-hoc va
Infrastructure;
+ Lap dat va cau hinh cho céc thiét bi mang khong day;
+ Quan ly nguodi dung, nhom nguoi dung va sir dung dugc cac tai nguyén chia sé
trén mang khong day.
- Nang luc tu chu va trach nhiém:
+ Panh gia ¥ thic, t6 chitre, chdp hanh ndi quy hoc tip, tuan thi cac quy dinh vé
an toan lao dong
2. Phuong phap

+ S6 bai kiém tra thuong xuyén: toi thicu 1 bai;

+ S6 bai kiém tra dinh ky : 3 Bai;

+ Hinh thirc danh gia: Chuyén can, phat biéu & thao luan, kiém tra thuong ky, bai
tap vé nha, thyc hanh / thyc té, kiém tra giira ky, bai tdp c4 nhan, bai tdp nhom, trac
nghiém, tu luan.

No6i dune 8 S6 S6 diém yéu cau
TT T g. Hinh thirc thi diém | can phai dat dugc
chire thi £ Ao re o A
toi da | doi voi tirng phan
1  |Phanly thuyét |Viét, traic nghiém 4 2
2 |Phan thyc hanh | Thyc hién trén may tinh 6 3
Piém tong cong 10

* Néu nguwoi hoc thi chwea dat yéu cau & phan ndo thi phdi thi lai phan dé
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- Cbng cu danh gia:
+ Hé thong ngan hang bai tap thuc hanh;
+ Hé thong cac bai kiém tra.

VI. HUONG DAN THUC HIEN MON HOQC:
1. Pham vi 4p dung mén hoc: Chuong trinh mén hoc duge sir dung dé giang day cho
trinh d¢ cao déng nghé Quan tri mang mdy tinh.
2. Hudng dan vé phuong phép giang day, hoc tip mon hoc

- P6i véi giao vién, giang vién: Sir dung phuong phap phat vén, phan nhom cho
céc sinh vién trao doi voi nhau, trinh bay theo nhom.

- Déi véi ngudi hoc: Thuc hién cac bai tap theo trinh tu mét cach dﬁy du.
3. Nhitng trong tim can cha y:

Gi4o vién trude khi giang day can phai cin clr vao ndi dung cta timg bai chuan
bi day du cac dicu kién thyc hién dé dam bao chat luong giang day.
4. Tai liéu can tham khao:
[1]. Nguyén Nam Thuén, Thiét ké & cdc gidi phap cho mang khéng day, NXB GTVT —

Nam 2005

[2]. T6 Thanh Hai, Trién khai hé thong mang Wireless, NXB Lao Pong — Quy I, Nam
2011
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CHUONG TRINH MO PUN CHUYEN PE 2 QUAN TRI MANG 2

Tén mé dun: Chuyén dé 2 Quan tri mang 2

Ma mé dun: MD23

Thoi gian thwc hién mé dun: 75 gio (LY thuyét: 15 gio; Thuc hanh, thi nghiém, thao
luan, bai tap: 57 gio; Kiém tra: 3 gio)

I. VI TRI, TINH CHAT CUA MON HQC:

- Vi tri: Mén hoc duoc bb tri sau khi sinh vién hoc xong cac mé dun Mang may
tinh, Quan tri mang 1, Quan tri mang 2, mon hoc An toan mang.

- Tinh chat: La mé dun chuyén nganh; gitp sinh vién c6 kién thirc va ky nang vé
hé diéu hanh Windows Server, quan tri hé thdng mang.

Il. MUC TIEU MON HQC:
- V¢ kién thic:
+ Trinh bay duoc Access Control dong trong hé diéu hanh Windows Server;
+ M6 ta duoc cac thanh phan va chirc niang ctia mot chinh sach nhom;
+ Trinh bay dugc thugc tinh cia may in;
+ M0 ta dugc cong cu quan tri Server tir Xa;
+ Trinh bay vai tro caa Web Server bing Service Manager;
+ Trinh bay dugc cach thirc lam viéc ctia Direct Access;
+ Trinh bay vai tro, churc nang cuia TMG.
- V& k¥ nang;
+ Thyc hién dugc truy cap chia sé tap tin, may in trong Windows Server;
+ Kiém soat may chu tir xa (RSA); Két ndi tir phong 1am viéc ra ngoai: VPNS;
+ Cai dat va ciu hinh dinh tuyén véi Windows;
+ Cai dt, cau hinh va quan tri mot Direct Access;
+ Cai dat, cau hinh va quan tri TMG;
- V& nang luc ty chu va trach nhiém.
I11. NOI DUNG MON HOQC:
1 Néi dung téng quét va phan bé thoi gian:

Thoi gian (gio)
sé Thwc hanh, Kidm
Tén bai trong md dun Tong| Ly | thinghiém,
TT £ £ . N tra
so |thuyet | thao luan,
bai tap
1 | Bai 1: Chuyén d6i, Sap nhap va Chinh
, . : 5 1.5 35
sutra Active Directory
2 | Bai 2: Quan tri tai khoan nguoi dung
L% oo 8 1 7
cao cap va ho tro nguoi dung
3 | Bai 3: Ao hda may chu vai Hyper-V 5 2 3
4 | Bai 4: Quan ly may ao 5 1 4
5 Ba} 5: .Ca‘u dat, sir dung, va Dich vu 3 15 55 1
quan tri tu xa
6 | Bai 6: Giam sat cua Windows Server | 7 1 6
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2012 R2
7 | Bai 7: Quan ly ban va I6i 4 1 3
8 [Bai 8: Sao luu va bao tri Active 8 1 6 1
Directory Windows Server 2012 R2
9 | Bai 9: Threat Managermet Gateway
(TMG) 25 5 19 1
Cong 75 15 57 3

* Ghi cha: Thoi gian kiém tra ly thuyér duwoc tinh vao gio Iy thuyét, kiém tra thuc hanh
dwoc tinh vao gid’;huc hanh.
2. Noi dung chi tiet:

Bai 1: Chuyén d6i, Sap nhap va Chinh sira Active Directory Thoi gian: 5 gio

1. Muc tiéu cua bai:
- Thyc hi¢n dugc thém mot phién ban méi cia Active Directory vao mot td chuc;
- Thuc hién duoc viéc di chuyén cac tai khoan tén mién tir mot tén mién khac;
- Thyc hi¢n cac thao tac an toan véi may tinh.

2. No6i dung bai:

2.1. Chién lugc nang cap va di chuyén

2.1.1. Kha nang nang cap, di chuyén

2.1.2. Di tra tr Windows Server 2003

2.1.3. Di trG mién Active Directory

2.2. Sir dung cong cu di trd mién phi cua Microsoft: ADM

2.3. Phién ban khong tuong thich

Noi dung chi tiét, phan bo thoi gian va hinh thirc giang day cua bai 1

Thoi gian (glo? Hinh
[ Thehann T
Muc/Tiéu muc T.S6 Ly; th|7ngh|e;:m, KT* | gidng
thuyet | thao luan, day
bai tap :
1. Chién lugc nang cap va di| 2 1 1
chuyén
1.1. Kha nang nang cap, di chuyén
1.2. Di trd to Windows Server
2003
1.3. Di trG mién Active Directory
2. Sir dung cong cu di trd mién ph| 1.5 | 0.25 1.25
cua Microsoft: ADM
3. Phién ban khong tuong thich 1.5 0.25 1.25
Tong sé 5 1.5 3.5

Bai 2: Quan tri tai khoan ngwdi dung cao cip va hd tro ngwoi dung
Thoi gian: 8 gio
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1. Muc tiéu cua bai:
- Thuc hién trién khai cac thu muc cho nhiéu nguoi dung;
- Thiét 1ap hd so chuyén ving bit budc;
- Tao kich ban dang nhap dé ty dong hoa quan 1y;
- Thuc hién cac thao tac an toan véi may tinh.

2. No6i dung bai:

2.1. Cau hinh cac thu myc _Home

2.1.1. Tao cac thu muc Home

2.1.2. Thu muc Home véi Luu tri ndi bo

2.2. Tao Roaming Profiles

2.2.1. Tao chia s¢ Roaming Profiles:

2.2.2. C4u hinh Mandatory Profiles

2.2.3. Cau hinh Super Mandatory Profiles

2.2.4. Cau hinh Default Network Profile

2.3. Quan ly Roaming Profiles

2.3.1. Thiét 1ap may tinh

2.3.2. Thiét lap nguoi ding

2.4. Céc thu muc chuyén huéng

2.4.1. Thu muc chuyén huéng co ban

2.4.2. Thu muc chuyén huéng nang cao

2.4.3. Quan 1y thu myc chuyén hudng

Noi dung chi tiét, phan bé thoi gian va hinh thirc giang day cua bai 2

Thoi gian (g|0’)\ Hinh
.z . Th,l'rc hgnh, thwc
Muc/Tieu muc Tsé LyA' thlqnghlf:bm, KT*| gidng
thuyet | thao luan, day
bai tap :
1. Cau hinh c4c thu muc_Home | 2 0.25 1.75
1.1. Tao cac thu muc Home
1.2. Thu muc Home véi Luu trix
noi bo
2. Tao Roaming Profiles 2 0.25 1.75
2.1. Tao chia sé¢ Roaming
Profiles:
2.2. Cau hinh Mandatory
Profiles
2.3. C4u hinh Super Mandatory
Profiles
2.4. Ciu hinh Default Network
Profile
3. Quan ly Roaming Profiles 2 0.25 1.75
3.1. Thiét 1ap may tinh
3.2. Thiét lap nguoi dung
4. Cac thu muc chuyén hudng 2 0.25 1.75
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4.1. Thu muc chuyén huéng co
ban

42. Thu muc chuyén huéng
nang cao

4.3. Quan Iy thu myc chuyén
huong

Téng sb

8

7

Bai 3: Ao hda may chi véi Hyper-V

1. Muc tiéu cua bai:

- Thuec hién trién khai Hyper-V trén may chu;
- Cai dat va cau hinh mot may chu Hyper-V;
- Thuc hién cac thao tac an toan v6i may tinh.

2. Noi dung bai:

2.1. Giai thiéu ao héa server vai Hyper-V

2.1.1. Khéi niém

2.1.2. Vai tro cua ao hoa server
2.1.3. Kién tric Hyper-V

2.2. Cai dat va cau hinh may ao
2.2.1. Console

2.2.2. Actions Pane

2.3. bia ao

2.3.1. Pia a0 va diéu khién dia 40
2.3.2. Tao mot dia a0 mai
2.3.2. Bao tri dia

2.4. Switches ao

2.4.1. Chon Switch ao

2.4.2. Tao mot _Switch ao

2.5. May ao

2.5.1. Cai dat may ao

2.5.2. Lam viéc v6i VLANS

Noi dung chi tiét, phan bo thoi gian va hinh thirc giang day cua bai 3

Thoi gian: 5 gio

Thai gian (gio)

Thuc Hinh
Muc/Tiéu muc/.... .| Ly | hanh thi thic
T.So thuyét nghiém, | KT* | giang
thao luan, day
bai tap
1. Gié6i thiéu ao hoa server vé6i | 0.5 0.5
Hyper-V
1.1. Khai niém
1.2. Vai tro cua ao hoa server
1.3. Kién triic Hyper-V
2. Cai dat va cau hinh may ao 1.5 0.5 1
2.1. Console
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2.2. Actions Pane

3. Pbia ao 0.75 0.25
3.1. Pia 40 va diéu khién dia a0
3.2. Tao mot dia a0 mai

3.2. Bao tri dia

0.5

4. Switches ao 0.75 0.25
4.1. Chon Switch ao
4.2. Tao mot _Switch ao

0.5

5. May ao 1.5 0.5
5.1. Cai dat may ao
5.2. Lam viéc véi VLANSs

Tong so 5 2

3

Bai 4: Quan ly may ao
1. Muc tiéu cua bai:
- Tao lap va sir dung thiét bi a0 diéu khién mién;
- Thuyc hién quan 1y may do;
- Thuc hién dugc cac stra 16i véi Hyper-V.
2. Noi dung bai:
2.1. Domain Controllers va Hyper-V
2.1.1. Giéi thiéu
2.1.2. Trién khai Domain Controller
2.1.3. Di chuyén VM
2.2. Bao tri va khoi phuc
2.2.1. Sao luu va khéi phuc may ao
2.2.2. Khdi phuc

Thot gian: 5 gio

Noi dung chi tiét, phan bo thoi gian va hinh thac giang day caa bai 4

Thai gian (gio)
Thuc hanh s ,
Muc/Tiéu muc/.... < Ly thl’l.;ghiem,’ N H.'f‘h thuc
T.50 thuyét | thao luan, KT* | giang day
bai tap
1. Domain Controllers va| 2.5 0.5 2
Hyper-V
1.1. Gidi thiéu
1.2. Trién khai  Domain
Controller
1.3. Di chuyén VM
2. Bao tri va khoi phuc 2.5 0.5 2
2.1. Sao luu va khéi phuc
may ao
2.2. Khdi phuc
Téng sb 5 1 4
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Bai 5: Cai dat, sir dung va quan tri dich va Remote Desktop
Thot gian: 8 gio
1. Muc tiéu cua bai:
- Thém mdt ing dung cho mdt may chi RD Session Host;
- Thém mdt ing dung tir xa cho Web Access;
- Thyc hién cAu hinh méi truong dé hd tro cac ung dung tir xa.
2. Noi dung bai:
2.1. Téng quan
2.1.1. Cac khéi niém
2.1.2. Kiéu xtr ly cac dich vu
2.1.3. Céc yéu cau Server va Client
2.2. Giam sat cac dich vu Remote Desktop
2.3. Quan ly cdng viéc va giay phép
2.3.1. Quan ly cdng viéc
2.3.2. Quan ly giay phép

Noi dung chi tiét, phan b thai gian va hinh thuc giang day cua bai 5

Theoti gian (g|0')\ Hinh
; | mheehann T
Muc/Tieu muc/.... T S6 Ly; thlvnghlgm, KT*| giang
thuyét | thao luan, day
bai tap :
1. Tong quan 3 0.5 2.5
1.1. Cac khai niém
1.2. Kiéu xu ly céc dich vu
1.3. Céc yéu cau Server va
Client
2. Giam sat cac dich vu Remote | 2 0.5 1.5
Desktop
3. Quan ly cong viéc va giay | 3 0.5 1.5 1
phép
3.1. Quan ly cong viéc
3.2. Quan ly gidy phép
Tong sé 8 1.5 5.5 1
Bai 6: Giam sat caa Windows Server 2012 R2 Thot gian: 7 gio

1. Muc tiéu cua bai:
- Kiém soat nhiéu may chii bang Server Manager;
- Thuc hién céc thao tac an toan voi may tinh.
2. No6i dung bai:
2.1. St dung Server Manager dé giam sat nhiéu Server
2.1.1. Thém céc Servers dé quan ly
2.1.2. Tao mot nhom Server dé giam sét
2.1.3. Giam sat cac nhdm  Server
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2.2. Giam sét hé théng vai Event Viewer

2.2.1. Xem Event

2.2.2. Tao va dung Custom Views

2.2.3. CAu hinh thudc tinh nhat ky Event

2.2.4. Thiét 1ap cac tuy chon nang cao

2.2.5. Cau hinh ding ky Event

2.3. Thuc hién giam sat

2.3.1. Dung c6ng cu giam sat

2.3.2. Dung thiét 1ap Data Collector

2.4. Giam sat nang cao vai System Center 2012 R2

Noi dung chi tiét, phan bé thoi gian va hinh thirc giang day cua bai 6

Theot gian (gio)

Thuc Hinh
Muc/Tiéu mucl.... £ Ly hanh,ﬁ thi t.h,'rc
T.So thuyét nghiém, | KT* | giang
thao luan, day
bai tap
1. St dung Server Manager dé|2.25 | 0.25 2
giam sat nhiéu Server
1.1. Thém céc Servers dé quan ly
1.2. Tao mot nhom Server dé giam
sat
1.3. Gidm séat cac nhom Server
2. Giam sat hé thong véi Event | 1.75 |  0.25 1.5
Viewer

2.1. Xem Event

2.2. Tao va dung Custom Views
2.3. Cau hinh thuoc tinh nhat ky
Event

2.4. Thiét 1ap céc tly chon nang cao
2.5. Cau hinh diang ky Event

3. Thuc hién giam sat 1.75 0.25 15
3.1. Dung cdng cu giam sat

3.2. Dung thiét Iap Data Collector

4. Gidm sat nang cao vagi System | 1.25 0.25 1
Center 2012 R2
Tong sé 7 1 6
Bai 7: Quan ly ban va 10i Thoi gian: 4 gio

1. Muc tiéu cua bai:
- St dung Windows Automatic Updates dé€ ki€m tra cadc ban cap nhat méi trén may
tinh;
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- St dung Windows Update Standalone Installer dé cai dat mot ban cap nhat bao
mat;
- Thuc hién cac thao tac an toan voi may tinh.
2. Noi dung bai:
2.1. Gidi thiéu
2.2. Cai dit va cau hinh quan Iy ban va 15i
2.2.1. Cai dat WSUS trén Windows Server 2012 R2
2.2.2. Cau hinh WSUS dé trién khai
2.3. Trién khai
2.3.1. Céu hinh Group Policies dé cap nhat Windows
2.3.2. Cau hinh may khach dé cap nhat Windows
2.3.3. Sao luu co so dix lieu WSUS
2.3.4. Quan ly hoat dong va cac cong cu

Noi dung chi tiét, phan bo thoi gian va hinh thirc giang day cua bai 7

Thoi gian (gio)
Thuc Hinh
Muc/Tiéu mucl.... < Ly hanhlth' N t_h}m
T.So thuyét nghiém, | KT giang
thao luan, day
bai tap
1. Giéi thiéu 0.25| 0.25
2. Cai dat va cau hinh quan ly ban | 2 0.25 1.75
va 15i
22.1. Cai dat WSUS trén
Windows Server 2012 R2
2.2.2. Cau hinh WSUS dé trién
khai
3. Trién khai 1.75 | 05 1.25
3.1. C4u hinh Group Policies dé
cap nhat Windows
3.2. Cau hinh mdy khach dé cap
nhat Windows
3.3. Sao luu co s& dix liéu WSUS
3.4. Quan ly hoat dong va céac
cong cu
Tong sé 4 1 3

Bai 8: Sao lwu va bao tri Active Directory Windows Server 2012 R2
Thot gian: 8 gio
1. Muc tiéu cua bai:
- Str dung Windows Server Backup dé sao luu va khéi phuc lai Windows Server
2012;
- Tao mdt ban sao luu va khoi phyc trang thai hé thong Active Directory;
- Thuc hién céc thao tac an toan voi may tinh.
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2. Noi dung bai:

2.1. Gidi thiéu

2.2. Cai dat sao luu

2.2.1. Cai dat sao luvu Windows Server

2.2.2. Sao luu va khoi phuc mét Server day du
2.2.3. Sao luu va khoi phuc tap tin va thu muc
2.3. Ngurng va khoi dong Active Directory
2.4. Sao luu va khoi phuc Active Directory
2.4.1. Giéi thiéu Active Directory Recycle Bin
2.4.2. Tao mdt sao luu Active Directory

2.4.3. Khéi phuc mét sao Iuu Active Directory
2.4.4. Khdi phuc quyén

Noi dung chi tiét, phan b thoi gian va hinh thic giang day caa bai 8

Thoi gian (gio)
Thuc Hinh
hanh, thi thac
nghiém, | KT*| giang
thao luan, day
bai tap

Muc/Tiéu mucl.... Ly

T.50 thuyét

1. Gidi thiéu 0.5 0.5

2. Cai dat sao luu 3 0.5 2.5
2.1. Cai dat sao luu Windows
Server

2.2. Sao luu va khoéi phuc mot
Server day du

2.3. Sao luu va khoi phuyc tap tin
va thu muc

3. Ngung va khoi dong Active | 1 0.5 0.5
Directory

4. Sao luu va khoi phuc Active | 3.5 0.5 2 1
Directory

4.1. Gidi thiéu_Active Directory
Recycle Bin

4.2. Tao mot sao luu Active
Directory

4.3. Khoéi phuc mot sao luu Active
Directory

4.4. Khdi phuc quyén

Tong so 8 1 6 1

Bai 9: Threat Managermet Gateway (TMG) Thoi gian: 25 gio
1. Muc tiéu cua bai:
- Trinh bay dugc chirc nang cia TMG;
- Cai dat dugc Forefront TMG Server;
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- Céu hinh Auto Discovery & trién khai Forefront TMG Client;
Thuc hi¢n cac thao tac an toan véi may tinh.
2. No6i dung bai:
2.1. Tong quan vé Forefront TMG

2.2. Cai dat Forefront TMG Server 7
2.3. Cau hinh Auto Discovery & trién khai Forefront TMG Client

Noi dung chi tiét, phan b thai gian va hinh thuc giang day cua bai 9

Thot gian (gl({f) Hinh
| Thehann T
Muc/Tieéu muc/.... T4 Lyi thi ”nghlgm, KT* | gidng
thuyét | thao luan, day
bai tap :
1. Tong quan vé Forefront TMG 0.5 0.5
2. Cai dat Forefront TMG Server 8 2
3. Cau hinh Auto Discovery &trién | 165 | 2.5 1
khai Forefront TMG Client
Tong so 25 5 1

IV. PIEU KIEN THUC HIEN MON HOQC:
1. Phong hoc chuyén mén héa/nha xudng

- Phong hoc ly thuyét va phong thuc hanh du diéu kién dé thuc hién mé dun.
- Phong thuc hanh ¢6 day da may PC cho sinh vién thuc hanh.

2. Trang thiét bi may mac

- Liét ké cac trang thiét thi, may moc dé dam bao du diéu kién hoc tap cua HSSV,
giang day cua gido vién.
- Nghién ctru thém danh muc thiét bi day nghé toi thieu cua Bo LBDTBXH da ban

hanh
- Tinh I6p cho 25 sinh vién.
- Mau thuc hién:
TT | Ten thiétbi | PO™ | SO Y&u ciu su pham Yeu cau ky thuat co
vi lwgng ban cuaa thiet bi
Str dung thiét bi cho giang | Loai c6 céac théng s6
1 | May vi tinh Bo 25 | day, hé trg minh hoa cac | ky thuat thong dung
bai giang tai thoi diém mua sam
e aee bk ik s Loai ¢ cac théng s6
2 | May Server Bo 1 Ca.l dathé dieu hanh ky thuat thdng dung
Windows Server C ol 4iR 2
tai thoi diém mua sam
3 Phlén vmém B6 19 | Sitdung dé cai dat va gia Phién‘ .bérkmc'yi nhétv’
may ao 1ap mang 4o tai thoi diém mua sam
Hé diéu
4 | hanh Bo | 2 |Stdungdécaidatvacau | phign han phd bién
Windows hinh trén may tinh server
Server
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Hé diéeu s

5 | hanh Bo 19 | Dung cai datvao may tinh | phien ban phé bién
Windows tram

6 |Phanmem | gy | 19 | Sirdungdécaidtvacu | phign ban phd bién
T™MG hinh trén may tinh server

3. Hoc liéu, dung cu, nguyén vat liéu, phoi li¢u

-Xay dung dinh muc ki thuat cho mén hoc ddi véi tirng hoc sinh sinh vién (muc
t6i thiéu)

- Tinh I6p cho 25 sinh vién.

- Mau thyc hién:

S6 | Solweng
Tén Pon | lwong | chollép
TT Tén bai nguyén Vi chol 25 sinh
vat ligu | tinh sinh vién
vién
Bai 1: Chuyén doi, Sap nhap va Chinh | Tai liéu .
1 sura Active Directory hoc tap Tap 1 25
5 Bal 2 Qu‘an ;[n tai kh(?gn flgu:crl dung | Tai |If_:u Tap 1 o5
cao cap va ho tro nguoi dung hoc tap
3 Bai 3: Ao hoa may chu véi Hyper-V | Tai |If_:u Tap 1 o5
hoc tap
4 Bai 4: Quan ly may ao Tai Ilf_:u Tap 1 o5
hoc tap
5 Ba} 5: Ce}l dat, sir dung, va Dich vu Til Ilqiu File 1 o5
quan tri tr Xa dién t
Bai 6: Giam sat cua Windows Server | Tai liéu .
° | 2012R2 hoctap | P 1 25
7 Bai 7: Quan ly ban va loi Tal Ilf_:u Tap 1 o5
hoc tap
8 Bai 8: Sao luu va bao tri Active | Tai liéu File 1 o5
Directory Windows Server 2012 R2 | di¢n tu
Bai 9: Threat Managermet Gateway | Tai liéu .
¥ | (T™mG) hoctap | | 2P 1 25

4. Nang lyc giao vién
- Y&u cau vé ning luc, trinh d6 cua Gido vién dé giang day mén hoc
5. Khac....
V. NOI DUNG VA PHUONG PHAP PANH GIA:
1. N6i dung
- Kién thuc:
+ Trinh bay duoc Access Control dong trong hé diéu hanh Windows Server;
+ M6 ta duoc cac thanh phan va chirc niang ctia mot chinh sach nhom;
+ Trinh bay dugc thudc tinh ctia may in;
+ M0 ta dugc cong cu quan tri Server tir Xa;
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+ Trinh bay vai tro cua Web Server bang Service Manager;
+ Trinh bay dugc cach thic lam viéc cua Direct Access;

+ Trinh bay vai tro, chirc nang cua TMG.
- K§ nang:
+ Thuc hién duoc truy cap chia sé tap tin, may in trong Windows Server;

+ Kiém soat may chu tir xa (RSA); Két néi tir phong 1am viéc ra ngoai: VPNSs;

+ Cai dat va cau hinh dinh tuyén véi Windows;
+ Cai dat, cau hinh va quan tri mét Direct Access;

+ Cai dat, cau hinh va quan tri TMG;
- Nang luc tu chu va trach nhiém:

+ Panh gia y thuc, t chte, chap hanh noi quy hoc tap, tuan thii cac quy dinh vé
an toan lao dong

2. Phuong phap

+ S bai kiém tra thuong xuyén: téi thiu 1 bai;

+ S bai kiém tra dinh ky : 2 Bai;
+ Hinh thie danh gia: Chuyén can, phat biéu & thao luan, kiém tra thuong ky, bai
tap vé nha, thuc hanh / thuc té, kiém tra giira ky, bai tap ca nhan, bai tap nhom, tric
nghiém, tu luan.

NGi dund t4 S6 S6 diém yéu cau
TT oL aung Hinh thic thi diém | can phai dat dwoc
chirc thi % PR
toi da | doi véi tirng phan
1 |Phanlythuyét |Viét, trac nghiém 4 2
2 |Phan thyc hanh | Thuc hién trén may tinh 6 3
Piém tong cong 10

* Néu ngueoi hoc thi chwa dat yéu cau ¢ phan ndo thi phdi thi lai phan dé

- COng cu danh gia:
+ Heé thong ngan hang bai tap thuc hanh;
+ Hé théng cac bai kiém tra.
VI. HUONG DAN THU'C HIEN MON HOQC:
1. Pham vi 4p dung mé dun: Chuong trinh mé dun duoc sir dung dé giang day cho
trinh d¢ cao dang nghé Quan tri mang may tinh.

2. Huéng dan vé phuong phap giang day, hoc tap mé dun

cac sinh vién trao doi véi nhau, trinh bay theo nhém.

bi diy du cac diéu kién thuc hién dé dam bao chat luong giang day.

- Pbi voi giao vién, giang vién: St dung phuong phép phat van, phan nhém cho

- Doi Vi nguoi hoc: Thuc hién céc bai tap theo trinh ty mot cach day du.
3. Nhirng trong tdm can cha y: ‘ W
Giao vién trudc khi giang day can phai can cir vao ndi dung cua tirng bai chuan

4. Tai liéu can tham khao:

[1]. Mariann Barsolo, Mastering Windows Server 2012 R2, John Wiley & Sons, Inc.,
Indianapolis, Indiana, 2014.

[2]. Kevin Greene, Windows Server And System Center, Sybex, 2012.

[3]. VL. Comp, Huong dan tu hoc Microsoft Windows Server 2012, Nha xuat ban tir
dién bach khoa, 2012.
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CHUONG TRINH MON HQC HE PIEU HANH MA NGUON MO

Tén mon hec: Hé diéu hanh ma nguén mé

Ma& mon hoc: MH24

Thai gian thuc hién mén hoc: 60 gior (Ly thuyét: 15 gio; Thuc hanh, thi nghiém, thao
luan, bai tap: 43 gio; Kiém tra: 2 gio)

I. VI TRI, TINH CHAT CUA MON HOQC:

- Vi tri: Mén hoc duoc bd tri sau khi sinh vién hoc xong cac mén hoc quan tri
mang, cau hinh quan tri thiét bi mang.

- Tinh chat: La mén hoc chuyén nganh; gitp sinh vién cé kién thic va ki ning
vé hé diéu hanh ma nguon mo.

Il. MUC TIEU MON HOQC:
- Vé kién thuc:

+Trinh bay duoc cac khéi niém co ban vé hé diéu hanh ma nguén mo;

+ M0 ta duoc ciu triic co ban va chirc ning cua cac thanh phan trong hé diéu
hanh ma ngudn ma;
- Vé k¥ ning:

+ Cai dit duoc cac hé diéu hanh ma ngudn mé thdng dung;

+ Lwa chon cac ttng dung ma ngudn mé dé cai dat trén nén hé diéu hanh ma
nguon ma;

+ Cai dit va cau hinh duoc céc dich vu trén hé diéu hanh ma nguon ma;

+ Thuc hién dugc cac cong viéc quan tri hé thdng, bao gdm: quan ly hé théng tap
tin va thu muc, quan tri tai khoan, phan chia quyén han ngudi ding trén hé thong;

+ Quan tri hé thong qua giao dién Web bang @ng dung Webmin;

- V& ning lyc ty cha va trach nhiém
I11. NOI DUNG MON HOQC:
1 Ngi dung téng quét va phan bé thoi gian:

Thai gian (gio)

sé Thuc hanh, Ki&m
Tén bai trong mén hoc Tong | Ly | thinghiém,
T ) X . n tra
so |thuyet | thao luan,
bai tap

1 | Bai 1: Tong quan vé hé diéu hanh | 15 | 1.5
Linux

1. Lich st phét trién Unix va Linux
2. Cé4c dong san pham

3. Cac dac tinh co ban

4. Kién trGc cua Linux

5. Uu khuyét diém

2 | Bai 2: Cai dat hé diéu hanh Linux | 10 3 7
1. Yéu cau dbi vai hé thong
2. Qua trinh cai dat

3. Cau hinh thiét bi

4. Str dung hé théng
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5. Cai dat cac gdi phan mém

3 Bai 3: Thao tac véi tap tin va thu | 10 3 7
muc

1. Céu trdc hé théng tap tin & thu
muc

2. Thao tac vai tap tin, thu muc

3. Quyén truy cap, so hiru dbi voi
tap tin va thu muc

4. Lién két tap tin

5. Luu trir tap tin

4 | Bai 4: Giao dién d6 hoa X 55 | 15 4

1. Gidi thiéu X Windows

2. Moi truong lam viéc KDE

3. Trung tam diéu khién

4. Cac trinh tién ich

5 Bai 5: Quan tri nguoi dung va| 13 2.5 9.5 1

nhom

1. Théng tin cta nguoi dung

2. Quan ly nguoi dung

3. Nhom nguoi dung

6 Bai 6: Cai dat dich vu trén may cha | 11 2.5 8.5

Linux

1. Dich vu Samba

2. Dich vu DNS

3. Dich vu DHCP

4. Dich vu Web

7 | Bai 7: Quan ly may chi Linux bang | 9 1 7 1

Webmin

1. Gidi thiéu

2. Cai dat Webmin

3. C4u hinh Webmin
Cong 60 15 43 2

* Ghi chi: Thoi gian kiém tra ly thuyér diroc tinh vao gio Iy thuyét, kiém tra thuc hanh
dworc tinh vao gio ,th@rc hanh.
2. Ngi dung chi tiet:

Bai 1: Tong quan vé hé diéu hanh Linux Thoi gian: 1.5 gio
1. Muc tiéu cua bai:
- Trinh bay duogc lich st phat trién ctia Linux;
- Nim duoc céc dic tinh co ban caa hé diéu hanh;
- Thuc hién céc thao tac an toan voi may tinh.
2. Noi dung bai:
2.1. Lich st phat trién Unix va Linux
2.1.1. Giéi thiéu
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2.1.2. Tai sao Linux phét trién?
2.2. Céc dong san pham

2.3. Cac dac tinh co ban

2.3.1. Pa tién trinh

2.3.2. Téc d6 cao

2.3.3. Bo nhd ao

2.3.4. Str dung chung thu vién

2.3.5. Str dung cac chuong trinh xtr Iy van ban

2.3.6. Str dung giao dién cira s6

2.3.7. Network Information Service (NIS)
2.3.8. Lap lich hoat dong chuong trinh, tng dung

2.3.9. Cac tién ich sao luu dix liéu

2.3.10. H tro nhiéu ngdn ngit 1ap trinh

2.4. Kién tric cua Linux

2.5. Uu khuyét diém

2.5.1. Linux cong sinh véi Windows
2.5.2. Thuong mai hoa Linux

Noi dung chi tiét, phan bo thoi gian va hinh thirc giang day cua bai 1

Muc/Tiéu muc

Thot gian (gio)

T.S6

Ly
thuyét

Thuc hanh,

thi nghiém,

thao luan,
bai tap

KT*

Hinh
thac

giang
day

1. Lich s phat trien Unix va Linux
1.1. Gidi thiéu
1.2. Tai sao Linux phat trién?

0.25

0.25

LT

2. Céc dong san pham

0.25

0.25

LT

3. Céac dac tinh co ban

3.1. Pa tién trinh

3.2. Toc do cao

3.3. Bo nhd ao

3.4. Str dung chung thu vi¢n

3.5. Str dung cac chuong trinh xur
1y van ban

3.6. St dung giao dién ctra 6

3.7. Network Information Service
(NIS)

3.8. Lap lich hoat dong chuong
trinh, tng dung

3.9. Cac tién ich sao luu dir liéu
3.10. Hd tro nhiéu ngbn ngir lap
trinh

0.5

0.5

LT

4. Kién trc cua Linux

0.25

0.25

LT

5. Uu khuyét diém

0.25

0.25

LT
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5.2. Thuong mai hoa Linux

5.1. Linux cong sinh v&i Windows

Tong so

1.5 1.5

Bai 2: Cai dit hé diéu hanh Linux

1. Muc tiéu cua bai:

Thoi gian: 10 gio

- Nam yéu cau doi véi h¢ thong cai dat hé dieu hanh Linux;
- Thuyec hién viéc cai dat h¢ diéu hanh 1én may tinh;

- Thuyc hién ciu hinh thiét bi;
- Cai dat cac géi phan mém;

- Thuc hién cac thao tac an toan vo1 may tinh.

2. No6i dung bai:

2.1. Yéu cau ddi véi hé théng
2.2. Qua trinh cai dat

2.3. Cau hinh thiét bj

2.3.1. B6 nhé (RAM)

2.3.2. Vi tri luu trir tai nguyén
2.3.3. Ho trg USB

2.3.4. Network Card

2.3.5. Cai dat modem

2.3.6. Cai dat va cau hinh may in
2.4. St dyng hé théng

2.4.1. bang nhap

2.4.2. Mot s6 lénh co ban
2.4.3. Str dung trg giup man
2.5. Cai dat cac goi phan mém
2.5.1. Chuong trinh RPM
2.5.2. bac tinh cua RPM
2.5.3. Lénh rpm

Noi dung chi tiét, phan b thoi gian va hinh thac giang day cua bai 2

Thai gian (gio)

3.1. Bo nhd (RAM)

3.2. Vi tri luu trix tai nguyén
3.3. H6 tro USB

3.4. Network Card

3.5. Cai dat modem

3.6. Cai dat va cau hinh may in

9 Thuc hanh, 'fh'ﬂf
Muc/Tieu muc Tsé LyA' thlonghlgm, KT* | giang
thuyet | thao luan, day
bai tap -
1. Y&u cau dbi vai hé thong 025 | 0.25 LT
2. Qua trinh cai dat 2.5 0.5 2 LT+TH
3. Cau hinh thiét bj 2.0 1 1 LT+TH
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4. Str dung hé thong 2.5 1 1.5 LT+TH
4.1. Bang nhap

4.2. Mot s6 1énh co ban

4.3. Su dung tro giup man

5. Cai dat cac g6i phan mém 2.75 | 0.75 2 LT+TH

5.1. Chuong trinh RPMETrror!
Bookmark not defined.

5.2. Bac tinh caa RPM.Error!
Bookmark not defined.

5.3. Lénh rpm

Tong so 10 3 7

Bai 3: Thao tac vei tap tin va thw muc Thoi gian: 10 gio

1. Muc tiéu cua bai:
- Trinh bay cac khai ni¢ém co ban v¢é h¢ théng tap tin va thu myc cua Linux;
- Tao va quan ly tap tin & thu muc;
- St dung cac 1énh lién quan dén tap tin va thu muc;
- Thuc hién cac thao tac an toan voi may tinh.

2. Noi dung bai:

2.1. CAu trdc hé thong tap tin & thu muc

2.1.1. Hé thong tap tin

2.1.2. Hé thong thu muc

2.2. Thao tac vai tap tin, thu muc

2.2.1. Thao tac trén thu muc

2.2.2. Tap tin

2.3. Quyeén truy cap, s hitu ddi véi tap tin va thu muc

2.3.1. Quyén han

2.3.2. Lénh chmod, chown, chgrp

2.4. Lién két tap tin

2.5. Luu trir tap tin

2.5.1. Lénh gzip/gunzip

2.5.2. Lénh tar

Noi dung chi tiét, phan bé thoi gian va hinh thirc giang day cua bai 3

Thot gian (gio)

9 Thuc hanh, 't"h'lrl‘,i‘
Muc/Tiéu muc/.... TSé LyA' thlonghle;:m, KT | giang
thuyet | thao luan, day
bai tap :
1. CAu tric hé thong tap tin & thy 0.5 0.5 LT
muc
1.1. Hé thong tap tin
1.2. Hé thong thu muc
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2. Thao tac vai tap tin, thu muc
2.1. Thao tac trén thu muc
2.1.1. Puong dan twong ddi va
tuyét doi

2.1.2. Lénh pwd

2.1.3. Lénh cd

2.1.4 Lénhls

2.1.5. Lénh mkdir

2.1.6. Lénh rmdir

2.2. Tap tin

2.2.1. Lénh cat

2.2.2. Lénh more

2.2.3. Lénh cp

2.2.4. Lénh mv

2.2.5. Lénhrm

2.2.6. Lénh find

2.2.7. Lénh grep

2.2.8. Lénh touch

2.2.9. Lénh dd

LT+TH

3. Quyeén truy cap, so hiru doi
Vai tap tin va thu muc

3.1. Quyén han

3.2. Lénh chmod, chown, chgrp
3.2.1. Lénh chmod

3.2.2. Lénh chown

3.2.3. Lénh chgrp

2.5

1.5

LT+TH

4. Lién két tap tin

1.0

0.25

0.75

LT+TH

5. Luu trir tap tin
5.1. Lénh gzip/gunzip
5.2. Lénh tar

1.0

0.25

0.75

LT+TH

Tong soé

10

7

Bai 4: Giao dién do hoa X
1. Muc tiéu cua bai:

Thot gian: 5.5 gio

- Phan biét va chuyén doi gitta cac giao di¢n KDE, GNOME;

- Thao tac trong giao dién dd hoa KDE;
- Cau hinh maéi truong lam viéc;

Str dung céc trinh tién ich;

- Thuyc hién cac thao tac an toan v4i may tinh.

2. Noi dung bai:
2.1. Gigi thiéu X Window
2.1.1. Gigi thiéu

2.1.2. Khai dong hé théng X Window

2.2. Méi truong lam viéc KDE
2.2.1. Gidi thiéu




2.2.2. Khoi dong KDE

2.3. Trung tdm diéu khién KDE

2.3.1. Gi6i thigu

2.3.2. Khoi dong trung tam diéu khién KDE
2.4. Cac trinh tién ich

Noi dung chi tiét, phan bo thoi gian va hinh thirc giang day cua bai 4

Thoi gian (gio) Hinh
Muc/Tiéu muc/.... < | Ly Th"r(ihanh’ ,,th' t.h,,'rc
T.S50 £ nghiém, thao | KT* | gidng
thuyét A on
luan, bai tap day
1. Gidi thiéu X Window 125 | 0.25 1 LT+TH
1.1. Gidi thiéu
1.2. Khoi dong hé théng X
Window
2. Méi truong lam viéc KDE| 1.0 0.25 0.75 LT+TH
2.1. Gidi thiéu
2.2. Khoi dong KDE
3. Trung tim diéu khien KDE 1.0 | 0.25 0.75 LT+TH
3.1. Gidi thiéu
3.2. Khai dong trung tam diél
khién KDE
4. Cac trinh tién ich 2.25 0.75 1.5 LT+TH
Tong sé 5.5 1.5 4
Bai 5: Quan tri ngwoi dung va nhom Thoi gian: 13 gio

1. Muc tiéu cua bai:
- Xac dinh co ché quan 1y nguoi dung trong hé diéu hanh Linux;
- Thuc hién viéc tao lap, quan Iy nguoi dung.

2. Noi dung bai:

2.1. Thdng tin cua nguoi dung

2.1.1. Superuser

2.1.2. User

2.2. Quan ly nguoi dung

2.2.1. Tao tai khoan nguoi dung

2.2.2. Thay dbi thong tin cua tai khoan

2.2.3. Tam khoa tai khoan nguoi dung

2.2.4. Huy tai khoan

2.3. Nhom nguoi dung

2.3.1. Tao nhom

2.3.2. Thém nguoi dung vao nhém

2.3.3. Hay nhdm

2.3.4. Xem thong tin vé user va group

Noi dung chi tiét, phan bé thoi gian va hinh thirc giang day cua bai 5
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Thoi gian (gio)
Thuc hanh,
Ly thi nghiém,
thuyét | thao luan,
bai tap

Hinh
thic
KT* | giang
day

Muc/Tieu muc/.... TSé

1. Théng tin cta nguoi dung | 2.25 1 1.25 LT+TH
1.1. Superuser

1.2. User

1.2.1. Tap tin /etc/passwd
1.2.2. Username va UserlD
1.2.3. Mat khau ngudi ding
1.2.4. Group ID

1.2.5. Home directory

2. Quan 1y ngudi dung 5.75 1 4.75 LT+TH
2.1. Tao tai khoan nguoi
dung

2.2. Thay doi théng tin cua
tai khoan

2.3. Tam khoa tai khoan
nguoi dung

2.4. Huy tai khoan

3. Nhém nguoi dung 5.0 0.5 3.5 1 LT+TH
3.1. Tao nhdm

3.2. Thém nguoi dung vao
nhom

3.3. Huy nhom

3.4. Xem thong tin vé user
va group

Tong sé 13 2.5 9.5 1

Bai 6: Cai dat dich vu trén may chia Linux Thoi gian: 11 gio

1. Muc tiéu cua bai:
- Xéc dinh cach thirc hoat dong ctia cac dich vu Samba, DNS, DHCP, Web;
- CAu hinh céc dich vu Samba, DNS, DHCP, Web trén may chu Linux;
- Thuyc hién cac thao tac an toan vd1 may tinh.

2. Noi dung bai:

2.1. Dich vu SAMBA

2.1.1. Cai dat SAMBA

2.1.2. Khoi dong SAMBA

2.1.3. Cau hinh SAMBA

2.1.4. Str dung SAMBA SWAT

2.2. Dich vu DNS

2.2.1. Gi6i thiéu vé DNS

2.2.2. Céch phan bé dir liéu quan 1y Domain Name
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2.2.3. Co ché phan giai tén

2.2.4. So sanh Domain Name — Zone
2.2.5. Phan loai Domain Name Server

2.3. Dich vu DHCP

2.3.1. Mét s6 luu y trén DHCP
2.3.2. Uu diém cua DHCP
2.3.3. CAu hinh DHCP Server
2.3.4. Khoi dong DHCP

2.4. Dich vu Web

2.4.1. Web Server

2.4.2. Apache

2.4.3. CAu hinh Web Server

Noi dung chi tiét, phan b thoi gian va hinh thic giang day caa bai 6

Thoi gian (gio)

Muc/Tiéu muc/....

T.S6

Ly
thuyét

Thuc
hanh, thi
nghiém,

thao luan,
bai tap

KT*

Hinh
thirc

giang
day

1. Dich vu SAMBA
1.1. Cai dat SAMBA

1.2. Khoi dong SAMBA

1.3. Cau hinh SAMBA

1.4. Str dung SAMBA SWAT

3.0

0.5

2.5

LT+TH

2. Dich vu DNS

2.1. Gigi thiéu vé DNS

2.2. Céch phan bé dir lidu quar
ly Domain Name

2.3. Co ché phan giai tén

2.4. So sanh Domain Name -
Zone

2.5. Phan loai Domain Namé
Server

2.75

0.75

LT+TH

3. Dich vu DHCP

3.1. Mot s6 luu y trén DHCP
3.2. Uu diém cua DHCP

3.3. C4u hinh DHCP Server
3.4. Khoi dong DHCP

2.75

0.75

LT+TH

4. Dich vu Web

4.1. Web Server

4.2. Apache

4.3. CAu hinh Web Server

2.5

0.5

LT+TH

Tong so

11

2.5

8.5
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Bai 7: Quan ly may chi Linux bang Webmin Thot gian: 9 gio
1. Muc tiéu cua bai:
- Cai dat va st dung Webmin;
- Str dung webmin dé quan 1y c4u hinh hé thong;
- Thuyec hién cac thao tac an toan v41 may tinh.
2. No6i dung bai:
2.1. Gidi thiéu
2.2. Cai dat Webmin
2.2.1. Cai dat tur file nhi phan
2.2.2. Cai dat tur file nguon *.tar.gz
2.3. Cau hinh Webmin
2.3.1. bang nhap Webmin
2.3.2. Cau hinh Webmin
2.3.3. Cau hinh Webmin qua Web Browser
2.3.4. Quan ly Webmin

Noi dung chi tiét, phan b thai gian va hinh thic giang day cua bai 7

Thet gian (gio)

Thuc Hinh
2 . hanh, thi thac
Muc/Tieu muc/.... T.Sé thLy;t nghiém, KT* | giang
uye thao luan, day
bai tap
1. Gidi thiéu 025 | 0.25
2. Cai dat Webmin 3.25 0.25 3

2.1. Cai dat tu file nhi phan
2.2. Cai dat tir file nguon *.tar.gz
3. Cau hinh Webmin 5.5 0.5 4 1
3.1. Bang nhap Webmin
3.2. Cau hinh Webmin
3.3. Cau hinh Webmin qua Web
Browser
3.4. Quan ly Webmin
3.4.1. Quan ly Webmin User
3.4.2. Webmin cho Users
(Usermin)
3.4.3. Str dung Usermin

Tong sé 9 1 7 1

IV. PIEU KIEN THUC HIEN MON HOQC:
1. Phong hoc chuyén mén hdéa/nha xudng
- Phong hoc ly thuyét va phong thuc hanh da diéu kién dé thuc hién mén hoc.
- Phong thue hanh c6 day da may PC cho sinh vién thuc hanh.
2. Trang thiét bi may moc
- Liét ké céc trang thiét thi, may moc dé dam bao du diéu kién hoc tap cua HSSV,
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giang day cua gido vién.

- Nghién cau thém danh muc thiét bi day nghé téi thiéu cia B6 LDTBXH d3 ban

hanh
- Tinh I6p cho 25 sinh vién.
- Mau thyc hién:
TT | Tenthiétbi | P°™ | S® | veuchuswpham | YoU C4U K¥ thuit co
Vi lwong ban caa thiét bi
Sg:ung:h'eth%l ctr;((; Loai c6 cac théng sb k¥
1 |Mayvitinh | By | 25 |9aN9 Gay, NO WO o thong dung tai thoi
minh hoa cac bai| _.; .
., diém mua sam
giang
o e vn ah x| Loai €O cac thong so Ky
2 | May Server Bo 1 Ca.l dat h¢ dieu hanh thuat thong dung tai thoi
Windows Server 2 P
di€ém mua sam
Hé diéu 7 : . +e. | Phién ban pho bién nhu:
3 | hanh Linux Bo 25 S}I du‘ng de,cal datva Redhat, Ubuntu,
cau hinh may server
Server Fedora,...
Hé diéu q 2 .. +er.» | Phién ban pho bién nhu:
4 |hanhmay | Chidc | 25 |Srdunsdecaidatvalp o Ubuntu,
cau hinh may tram
tram Fedora,...
Phan mém Str dung dé cai dat | Cac phan mém ang dung
5 ung dung B6 o5 cac tng dung trén hé | ma nguén mg théng
m& nguon ' diéu hanh ma nguon | dung  (Open  Office,
mé mo FireFox,...)
6 Phan mém Bo 19 | Strdung décaidatva | Phién ban méi nhat tai
may a0 ‘ gia 1ap mang 4o thoi diém mua sam

3. Hoc liéu, dung cy, nguyén vat liéu, phoi liéu ’
-Xay dyng dinh mirc ki thuat cho mon hoc doi véi tirng hoc sinh sinh vién (muc

t6i thiéu)

- Tinh I6p cho 25 sinh vién.

- Mau thyc hién:

Ten | oo S6 lwong | SO lwong
TT Tén bai nguyén f chol cho 1 lop 25
O tinh . A . L
vat liéu sinh vién | sinh vién
Bai 1: Tong quan vé hé dieu | Tai lieu R
L | hanh Linux hoctap | P L 25
5 B_al 2: Cai dat hé dieu hanh | Tai “?u Tap 1 o5
Linux hoc tap
3 Bai 3: Thao tac véi tap tin va | Tai I|A¢u Tap 1 o5
thu muc hoc tap
4 Bai 4: Giao dién d6 hoa X Tai I|A¢u Tap 1 o5
hoc tap
5 Ba! 5: Quan tri nguoi dung va TEI |I¢:u File 1 o5
nhom dién tu
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6 Be}1 6: WCal- dat dich vu trén Til |I€_‘:U File 1 o5
may chua Linux dién tu
Bai 7: Quan ly may chu Linux | Tai liéu i

! bang Webmin dién tir File ! 25

4. Nang luc giao vién
- Yéu cau vé nang lyc, trinh d6 ctua Gido vién dé giang day mon hoc
5. Khéc: Nhiét tinh, dam mé, yéu nghé, hét 10ng, tan tdm véi sinh vién
V. NOI DUNG VA PHUONG PHAP PANH GIA:
1. N6i dung
- Kién thuc:
+ Trinh bay dugc cac khai niém co ban, cau tric, chirc ning cic thanh phan trong
hé diéu hanh Linux;
Giai thich dugc cac khai niém co ban cua hé diéu hanh Linux;
Mo ta duogc cau trac, chie nang cua cac thanh phan trong hé diéu hanh Linux;
Xéac dinh duoc cac quyén ddi voi tap tin va thu muyc;
Xay dung dugc co ché hoat dong cua cac dich vu trén server;
T6 chirc va quan 1y cac loai tai khoan trén server.
- K§ nang:
+ Cai dat va sir dung hé diéu hanh ma ngudn md;
+ Thuyec thi dugc cac thao tac tap tin, thu muc, quan ly nguoi dung;
+ Cai dat va cdu hinh cac dich vu mang;
+ Cai dat, cau hinh va st dung tng dung Webmin dé quan tri hé théng.
- Nang luc tu cha va trach nhiém:
2. Phuong phap
+ S bai kiém tra thudng xuyén: téi thiéu 1 bai;
+ S bai kiém tra dinh ky : 2 Bai;
+ Hinh thirc danh gia: Chuyén can, phat biéu & thao luan, kiém tra thuong Ky, bai
tap vé nha, thuc hanh / thuc té, kiém tra giira ky, bai tap ca nhan, bai tap nhém, tric
nghiém, tu luan.

+ + + + +

;| SO diém yéu cau

Néi dung to S0 can phai dat

TT toL Hinh thaec thi diem PP

chirc thi £ dwoc doi voi

toi da L A
tirng phan
1 |Phanlythuyét |Viét, trac nghiém 4 2
2 |Phan thuc hanh | Thuc hién trén may tinh 6 3
Piém tong cong 10

* Néu nguweoi hoc thi chira dat yéu cau ¢ phan ndo thi phdi thi lai phan dé

- Cong cu danh gia:

+ Hé théng ngan hang bai tap thuc hanh;

+ Hé théng cac bai kiém tra.
VI. HUONG DAN THUC HIEN MON HQC:
1. Pham vi 4p dung mén hoc: Chuong trinh mén hoc dugc st dung dé giang day cho
trinh d¢ cao dang nghé Quan tri mang may tinh.
2. Huéng dan vé phuong phap giang day, hoc tap mon hoc

- P6i véi gido vién, giang vién: Sir dung phuong phap phat van, phan nhém cho
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cac sinh vién trao doi véi nhau, trinh bay theo nhom.
- Béi vé6i ngudi hoc: Thuc hién cac bai tap theo trinh ty mot cach day du.
3. Nhitng trong tdm can cha y:
Gi4o vién trudce khi giang day can phai can ctr vao noi dung cua tirng bai chuan
bi dy du cac diéu kién thuc hién dé dam bao chét luong giang day.
4. Tai liéu can tham khao:
[1]. Trung tdm Tin hoc, Pai hoc Khoa hoc Tu nhién thanh phé H6 Chi Minh - Huéng
dan giang day Quan tri mang Linux, 2011.

[2]. Phan Vinh Thinh - Ty hoc stz dung Linux, 2011.

[3]. Trudng Pai hoc cdng nghé, Dai hoc quéc gia Ha Noi - Gido trinh hé diéu hanh
Unix — Linux, 2004.

[4]. VSIC Education Corp - Tai liéu Linux Fundamentals & Lan management.
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CHUONG TRINH MON HQC PO AN TOT NGHIEP

Tén mé dun: PO AN TOT NGHIEP

Ma mé6 dun: MDb25

Thai gian thwc hién mé dun: 225 gio (Ly thuyét: 5 gio; Thuc hanh, thi nghiém, thao
luan, bai tap: 217 gio; Kiém tra: 3 gio)

l. VI TRI, TINH CHAT CUA MON HQC:
- Vitri: L§1 m6 dun dugc pé tri trong hoc ky 5. ‘ ,
- Tinh chat: La mo dun dé thuc hién mot trong nhitng do an thuec te.

I1. MUC TIEU MON HOQC:
- Vé kién thac:
+ Lya chon mot cha dé nghién ciu va thuc hanh riéng cho chuy@n nganh Quan
tri mang;
+ Xac dinh yéu cau cua dé tai, cac diéu kién vé ky thuat, tai chinh, han ché;
- Vé k¥ nang:
+ Xay dung ké hoach thuc hién db an;
+ Str dung cac ky thuat da hoc dé thuc hién do an;
+ Viét duoc bao céo d6 an;
+ Ghi hinh lai qué trinh thuc hién;
+ Trinh bay béo cao;
+ Bo trf 1am viéc khoa hoc ¢am bao an toan cho ngudi va phuong tién hoc tap;
- V& ning lyc tu cha va trach nhiém:
+ Nghiém tc, tich cuc téng hop kién thire di hoc dé thyc hién do an.
+ Tich cuc thyc hién bai tap, chi dong tim kiém tai liéu lién quan.
I11. NOI DUNG MON HOC:
1 Ngi dung tong quéat va phan bé thoi gian:

Thai gian (gio)

S6 Tén cac bai trong 2 , Thl'rc hinh’ Kiém
TT mb dun Tong Ly | thinghiém, |
SO thuyet thao luan,
bai tap
1 | Do an 1: Xay dung va 225 5 217 3
quan tri Windows
Server 2012
2 Db an 2: Cai dit va 225 5 217 3
cau  hinh  TMG
firewall, truy cap
Internet theo phuong
thac ching thyc User
trén AD
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3 | Pd an 3: Trién khai 225 5 217 3
cac dich vu trén h¢
théng mang Windows
Server 2012

4 IPd an 4: Trién khai | 225 5 217 3
mang vlan va cau hinh
ACL (access control

list)

5 |pdans: Quantrithu| 225 5 217 3
dién tir bang
Microsoft Exchange

6 | Db an6: Xay dung va 225 5 217 3

quan tri Web Server,
trién khai dich vu FTP
cho mang Client —
Server

7| Pdan7: Cong nghg| 225 5 217 3
a0 hoa VMWare

* Ghi chi: Thoi gian kiém tra Iy thuyér dwroc tinh vao gio ly thuyét, kiém tra thuc hanh
duwoc tinh vao gio‘}h@rc hanh.
2. Ngi dung chi tiet:

Po an 1: Xay dwng va quan tri Windows Server 2012 Thoi gian: 225 gio

1. Muc tiéu caa db an:
- Thiét 1ap, cai dat va quan tri cac dich vu co ban cua Windows Server;
- C6 k¥ ning thuc hién dd 4n theo yéu cau;
- Thuc hién cac thao tac an toan voi hé théng may tinh.
2. Noi dung do an:
2.1. Co so ly thuyét
2.2. Xay dung ké hoach thyc hién db an
2.3. Noi dung thuc hién
2.3.1. Cai dat hé diéu hanh Windows Server
2.3.2. Nang cap Domain Controller tich hop DNS server
2.3.3. Cai dat va cau hinh DHCP
2.3.4. Thiét lap NTFS trén thu muc
2.3.5. Thiét lap GPO trén Domain Controller
2.4. B4o cao két qua thuc hién
Noi dung chi tiét, phan bo thoi gian va hinh thirc giang day cua bai 1
Thai gian (gio)

" TS6| Ly Thuc hanh, thi | KT* | Hinh thic
Muc/Tieu muc £ e s .,
: : thuyet nghiém, thao giang day
luan, bai tap
1. Co s ly thuyét 5 5 LT
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2. Xay dung ké hoach | 10 9 1 LT+TH
thuc hién do an
3. Noi dung thuc hien | 200 199 1 TH
3.1. Cai dat hé diéu 39 TH
hanh Windows Server
3.2. Nang cap Domain 40 TH
Controller tich  hop
DNS server
3.3. Cai dat va cau hinh 40 TH
DHCP
3.4. Thiét lap NTFS trén 40 TH
thu muc
3.5. Thiét 1ap GPO trén 40 TH
Domain Controller
4. B4o céo két qua thuc | 10 9 1 LT+TH
hién

Tong so 225 5 217 3

D6 an 2: Cai dit va cau hinh TMG Firewall, truy cap Internet theo phwong thic
chwng thuc User trén AD Thoit gian: 225 gio

1. Muc tiéu cua do an:
- Thiét lap, trién khai md hinh hé théng;
- Cai @it va cau hinh hé théng;
- Thuec hién cac thao tac an toan véi hé thong may tinh.
2. Noi dung d6 an:
2.1. Co so ly thuyét
2.2. Xay dung ké hoach thyc hién d6 an
2.3. Noi dung thuc hién
2.3.1. Cai dat hé thong
2.3.2. Thiét 1ap chinh sach bao mat

Noi dung chi tiét, phan b thoi gian va hinh thac giang day cua bai 2

Thoi gian (gio)
. T.S6 Lyi Th,l_rC hinh, KT* | ioh thic
Muc/Tiéu muc thuyet | thinghiém, o
thao Iuan, ging day
bai tap

1. Co s6 ly thuyét 5 5 LT
2. Xay dung ké hoach thyc | 10 9 1 LT+TH
hién do &n
3. Noi dung thuc hién 200 199 1 TH
3.1. Cai dat hé thong 59 TH
3.2. Thiét lap chinh sach 140 TH
bao mat

159



4. B4o céo két qua thuc hien | 10 9 1

LT+TH

Téng sb 225 5 217 3

P an 3 : Trién khai céc dich vu trén hé théng mang Windows Server 2012
Thoi gian: 225 gio

1. Muc tiéu cua bai:
- Trién khai, cai dat va quan tri hé théng mang Windows Server;
- Trién khai va quan tri cac dich vu trén Windows Server;
- Thuyec hién cac thao tac an toan v4i may tinh.

2. Noi dung bai:

2.1. Co so ly thuyét

2.2. Xay dung ké hoach thyc hién do an

2.3. Noi dung thuc hién

2.3.1. Cai dat hé diéu hanh mang

2.3.2. Nang cap hé thdng thanh Domain Controller
2.3.3. Két ndi client vao Domain Controller

2.3.4. Quan tri User va Group

2.3.5. Backup Domain Controller

Noi dung chi tiét, phan bo thoi gian va hinh thirc giang day cua bai 3

Thot gian (gio)
TS6| Ly Thuc hanh, | KT*| . .
Muc/Tiéu muc/.... thuiét thl'.nghiém, H.'f‘h thirc
thao luan, giang day
bai tap
1. Co s ly thuyét 5 5 LT
2. Xay dung ké hoach thuc | 10 9 LT+TH
hién db an
3. No6i dung thuc hién 200 199 TH
3.1. Cai dat hé diéu hanh mang 39 TH
3.2. Nang cap hé thong thanh 40 TH
Domain Controller
3.3. Két ndi client vao Domain 40 TH
Controller
3.4. Quan tri User va Group 40 TH
3.5. Backup Domain 40 TH
Controller
4. B&o céo két qua thuc hién 10 9 LT+TH
Tong sé 225 5 217

P an 4: Trién khai mang VLAN va cau hinh ACL (access control list)

Thoi gian: 225 gio
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1. Muc tiéu cua bai:
- Thiét lap va trién khai hé thong mang 4o;
- Xéc dinh danh sach truy cap chuin va mé rong;
- Thiét 1ap, cai dat va c4u hinh Access list;
- Thuyec hién cac thao tac an toan v41 may tinh.

2. No6i dung bai:

2.1. Co so ly thuyét

2.2. Xay dung ké hoach thuc hién do an
2.3. Noi dung thuc hién

2.3.1. Xay dung mo6 hinh

2.3.2. Cai dit va cau hinh VLAN

2.3.3. Pinh tuyén VLAN

2.3.4. Cai dat va cau hinh ACL

Noi dung chi tiét, phan bo thoi gian va hinh thirc giang day cua bai 4

Theot gian (gio)
T.S6 Ly Thuc hanh, | KT*| . .
Muc/Tiéu muc/.... thuiét thl’.nghiém, H.'f‘h thic
thao luan, gidng day
bai tap
1. Co s ly thuyét 5 5 LT
2. Xay dung ké hoach thuc | 10 9 1 LT+TH
hién d6 &n
3. Noi dung thuc hién 200 199 1 TH
3.1. Xay duyng mo hinh 29 TH
3.2. Cai dat va cau hinh 50 TH
VLAN
3.3. Pinh tuyén VLAN 50 TH
3.4. Cai dat va cau hinh 70
ACL
4. Béo céo két qua thuc hién | 10 9 1 LT+TH
Tong sb 225 5 217 3

Do an 5: Quan tri thw dién tir bang Microsoft Exchange
Thoi gian: 225 gio

1. Muc tiéu cua bai:

- Xay dung hé théng Mail server;

- Str dung cong cu Exchange Server dé quan 1y;

- Thiét 1ap co ché bao mat va ma hoa bao vé dir liéu;

- Chéng spam mail;

- Thuec hién cac thao tac an toan vi hé thong may tinh.

2. N¢i dung bai:
2.1. Co so ly thuyét
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2.2. Xay dung ké hoach thyc hién d6 an

2.3. Noi dung thuc hién

2.3.1. Cai dat va ciu hinh Domain va DNS
2.3.2. Xay dung cady DNS

2.3.3. Gui va nhan mail qua SMTP va POP3
2.3.4. Gidi han dung lugng mdi mail

Noi dung chi tiét, phan bé thoi gian va hinh thirc giang day cua bai 5

Thai gian (gio)
T.S6 Ly Thuc hanh, | KT* | .
Muc/Tiéu mucl... thui//ét thi nghiém, Hinh thic
thao luan, gidng day
bai tap
1. Co s¢ ly thuyét 5 5 LT
2. Xay dung ké hoachthuc | 10 9 1 LT+TH
hién d6 an
3. Noi dung thuc hién 200 199 1 TH
3.1. Cai dit va cau hinh 39 TH
Domain va DNS
3.2. Xay dung cay DNS 50 TH
3.3. Guri va nhan mail qua 50 TH
SMTP va POP3
3.4. Gidi han dung lugng 60 TH
maoi mail
4. Béo cao két qua thyc| 10 9 1 LT+TH
hién
Tong sb 225 5 217 3

Do 4n 6: Xay dwng va quan tri Web Server, trién khai dich vu FTP cho mang Client
— Server
Thot gian: 225 gio

1. Muc tiéu cua bai:

- Xay dung Web server;

- Thiét 1ap Domain, DNS, IIS;

- Trién khai dich vu FTP trén hé théng mang;

- Thuyc hién cac thao tac an toan voi may tinh.

2. Noi dung bai:

2.1. Co so ly thuyét

2.2. Xay dyng ké hoach thuc hién do an

2.3. Noi dung thuc hién

2.3.1. Xay dung trang web (PHP, MySQL,...)

2.3.2. Trién khai va quan ly Web nai bo (gdom cac thdng tin sau: Thong bao, lich cong tac,
biéu mau,...)

2.3.3. Sir dung dich vu FTP thuc hién truyén dit liéu qua hé théng mang
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Noi dung chi tiét, phan bé thoi gian va hinh thic giang day cua bai 6

Theoi gian (gio)
T.S6 Ly Thuc hanh, | KT* . .
Muc/Tiéu muc/.... thuzét thi nghiém, Hinh thirc
thao luan, gidng day
bai tap
1. Co s¢ ly thuyét 5 5 LT
2. Xay dung ké hoachthuc | 10 9 1 LT+TH
hién do &n
3. Noi dung thuc hién 200 199 1 TH
3.1. Xay dung trang web 1 1 TH
3.2. Trién khaivaquanly | 10 3 6 1 TH
Web ndi bo
3.3. Str dung dich vu FTP 9 2 7 TH
thuc hién truyén dix liéu
qua hé théng mang
4. Bao cao két qua thyc | 10 9 1 LT+TH
hién
Tong so 225 5 217 3
P6 an 7: Cong nghé a0 hda VMWare Thoi gian: 225 gio

1. Muc tiéu cua bai:

- Xéc dinh cong nghé 4o hoa trén VMWare;

- St dung cac cong cu 4o hoa trén VM Ware;

- CAu hinh, quan tri 1 hé théng 40 hoa trén nén tang VM Ware
- Thuc hién cac thao tac an toan voi may tinh.

2. N§i dung bai:
2.1. Co sd ly thuyet

2.2. Xay dung ké hoach thyuc hién do an

2.3. Noi dung thuc hién

2.3.1. Cai dat va cu hinh VMWare ’
2.3.2. Cai dat, cau hinh va quan tri mot hé thong ao hoa trén VMWare

Noi dung chi tiét, phan b thoi gian va hinh thac giang day caa bai 7

Thoi gian (gio)

hién do &n

] T.S6 Ly | Thuchanh, | KT* | .
Muc/Tiéu muc/.... thuyet | thi nghiém, -
thao luan, giang day
bai tap
1. Co s6 ly thuyét 5 5 LT
2. Xay dung ké hoachthuc | 10 9 1 LT+TH
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3. Noi dung thuc hién 200 199 1 TH
3.1. Cai dat va cau hinh 39 TH
VMWare
3.2. Cai dat, cau hinh va 160 TH
quan tri mot hé théng ao
hoa trén VMWare
4. Bao céo két qua thuc LT+TH
hién

Téng sb 225 5 217 3

IV. PIEU KIEN THU'C HIEN MON HQC:
1. Phong hoc chuyén mon hoéa/nha xudong

- Phong hoc ly thuyét va phong thuc hanh da diéu kién dé thuc hién mon hoc.

- Phong thue hanh ¢6 day du may PC cho sinh vién thuc hanh.
2. Trang thiét bi may moc

- Liét ké cac trang thiét thi, may moc dé dam bao du diéu kién hoc tap cua HSSV,
giang day cua gido vién.

- Nghién ciru thém danh muc thiét bi day nghé tdi thiéu cua Bo LDTBXH di ban
hanh
3. Hoc liéu, dung cu, nguyén vat liéu, phoi liéu

-Xay dyung dinh muc ki thuat cho mén hoc déi véi tirng hoc sinh sinh vién (muc
t6i thiéu)

- Tinh 16p cho 25 sinh vién.

4. Nang lyc giao vién
- Yéu cau vé ning luc, trinh d6 ctua Gido vién dé giang day mén hoc
5. Khac....
V. NOI DUNG VA PHUONG PHAP PANH GIA:
1. Noi dung
- Kién thuc:
+ Yéu cau cua d6 an, ndi dung, hinh thtrc;
+ Céc phuong phap luan va cac k§y thuat can co;
+ Céch 1ap ké hoach, phan b6 thoi gian hop 1i;
+ Céch chuén bi tai liéu, tai nguyén phuc vu cho dd 4n;
+ Céch trinh bay béo cao, qui trinh, cac thong sé vé font, size;
- Ky néang:
+ Lam bao cdo dd an (k¥ ning phén tich, thiét ké, cai dat, khai thac, danh gia giai
thuat va ing dung);
+ Khai thac, str dung cac cong cu hd tro cho gidi phap cong nghé ;
+ Nghién ctru tai liéu;
- Nang luc ty chu va trdch nhiém:
2. Phuong phép
+ S bai kiém tra thuong xuyén: téi thiéu 1 bai;
+ S6 bai kiém tra dinh ky : 2 Bai;
+ Hinh thirc danh gia: Chuyén can, phat biéu & thao luan, kiém tra thuong ky, bai
tap vé nha, thuc hanh / thuc té, kiém tra giira ky, bai tap ca nhan, bai tap nhém, tric
nghiém, tu luan.
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« | S diém yéu cau

Néi dung to S0 can phai dat

TT e Hinh thwc thi diem e

chuec thi Z. dwgce doi voi

toi da L A
tirng phan
1 |Phanlythuyét |Viét, trac nghiém 4 2
2 |Phan thuc hanh | Thuc hién trén may tinh 6 3
Piém téng cong 10

* Néu ngueoi hoc thi chira dat yéu cau ¢ phan ndo thi phdi thi lai phan dé

- Cbng cu danh gia:
+ Hé thong ngan hang bai tap thuc hanh;
+ Heé thdng cac bai kiém tra.
VI. HUONG DAN THUC HIEN MON HQC:
1. Pham vi &p dung mé6 dun: Chuong trinh md dun dugc sir dung dé giang day cho trinh
do cao dang nghé Quan tri mang may tinh.
2. Hudng dan vé phuong phap giang day, hoc tap mé dun
- Béi véi giao vién, giang vién: Str dung phuong phap phat van, phan nhém cho
cac sinh vién trao doi v6i nhau, trinh bay theo nhom.
- B6i v6i ngudi hoc: Thuc hién cac bai tap theo trinh ty mot cach day du.
3. Nhitng trong tdm can cha y:
Giao vién truéc khi giang day can phai can cir vao noi dung cia tirng bai chuan
bi day du cac diéu kién thuc hién dé dam bao chat luong giang day.
4. Tai liéu can tham khao:

[1]. TS BUi Hitu Loc, Pai hoc can tho, Bai gidng cdc chuyén dé CNTT, 2005.
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CHUONG TRINH MON HQC THUC TAP TOT NGHIEP

Té&n mon hec: THUC TAP TOT NGHIEP
Ma& mon hoc: MH26
Thoi gian thye hién mon hoc: 320 gio; (Ly thuyét: 0 gio; Thuc hanh, thi nghiém, thao
luan, bai tap: 290 gio; Kiém tra: 30 gio)
I. Vi tri, tinh chat ciia mén hoc:

1. Vi tri: Thuc tap tét nghiép 1a mén hoc duoc hoc sau khi hoan thanh cac mon chung,
mon hoc, moén hoc co so; Cac mdn chuyén mén nghé va mon hoc, mén hoc tu chon.

2. Tinh chét: La mon hoc bit budc cua chuong trinh dao tao Cao dang Cong nghé
thong tin (tng dung phan mem).
II. Muc tiéu mon hoc:

1. V¢ kién thuc:

Khai quat duoc tinh hinh co ban cua don vi thuc tap. Qua d6, biét dugc nhing
hoat dong chuy&n mén gan lién véi kién thic nghé ngoai thuc tién;
Lién hé ly thuyét da hoc véi thuc té, 1am quen véi thuc té san xuat, kinh doanh;

2. Vé k¥ ning:

Van dung céc kién thirc, Ky nang thuc hanh dé khao sat, danh gia dugc tinh trang
rng dung phan mém tai don vi. Bé xuat duoc giai phap khic phuc nhugc diém;
Van dung céc kién thtc, k§ ning thuc hanh dé tham gia khai thac cac phan mém
da co;

Thuc hién duoc chuyén dé phét trién va quan tri hé théng phan mém ¢ng dung
cho chuy&n mén nghiép vu quan ly, san xuat, kinh doanh tai don vi;

Viét dugc bao céo thuc tap ding qui dinh vé cau trac, dap ing dugc cac yéu cau
cu thé vé chuyén mén;

Thiét ké dugc phan mém demo cho chuyén dé thyc tap;

3. Vé ning lyc ty cha va trach nhiém:

C6 kha nang tu nghién ctru, ty hoc, tham khéo tai liéu lién quan dén mén hoc dé
van dung vao hoat dong hoc tap.

Van dung duoc cac kién thirc tw nghién ciru, hoc tap va kién thirc, k§ nang da
duoc hoc dé hoan thién cac k¥ nang lién quan dén mon hoc mét cach khoa hoc,
ding quy dinh.

I11. Noi dung moén hoc:
1. Nbi dung tong quét va phan bo thoi gian:

Thoi gian (gio)
Thuwc hanh,
STT Tén chwong, muc Tong | Ly | thinghiém, | Kiém
so | thuyét | thao luan, tra
bai tap
1 | Bail:Tong quanvédonvithuctip | 20 0 20 0
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11 yig tri, dac diém, tinh hinh caa don 10 0 10
12 | Co cﬁg to churc bd may quan ly caa 10 0 10
don vi
2 Bé‘l 2: Tinh trang ng dung phén 20 0 20 0
mém tai don vi ‘ ‘
o1 | Quy mo ung dung phan mém tai 5 0 5
' don vi
2o | Danh gia so bo 5 0 5
53 | Lap ke hoach thyc tap 10 0 10
3 Bai 3: Giai phap chung dé khac
phuc cac nhuge diém trong ung 20 0 20 0
dung phan méem
31 | Giai phap chung 5 0 5
3.2 Nang cap, tbay theA cac phan mém 5 0 5
ung dung da lac hau
3.3 Xay dung cac tng dung mai 10 0 10
4 Bai 4: Cac chuyén dé thl}’C tép tét 200 0 170 30
nghiép
41 |Phuong huéng va cac giai phap
' hoan thi¢n nhiing van dé ton tai | 30 0 30
thugc pham vi chuyén dé thuc tap
4.2 | Phan tich hé théng/ Ung dung 50 0 50
4.3 | Thiét ké hé théng/ Ung dung 20 0 20
4.4 | Vietphan mem/ Ung dung 70 0 70
45 Kiém tra/ Panh gia 30 0 0 30
5 Bai 5: B4o céo thuc tap t6t nghiép 60 0 60 0
51 |DPatvande 15 0 15
5.2 | Trinh bay tong quan vé don vi thuc| 1 0 10
tap
5.3 | Trinh bay chi tiét vé chuyén dé thyc 15 0 15
tap
5.4 | Panh gia vé két qua thu dugc 10 0 10
5.5 | Hudng phat trién tiép cua dé tai 10 0 10
Céong 320 | 0 290 30
2. Noi dung chi tiét:
Bai 1: Tong quan vé don vi thuc tap Thoi gian: 20 gio

1. Muc tiéu cua bai:
— Xac dinh duoc cac thong tin chung vé don vi nhu vi tri, ddc diém, co cau td chuc
quan ly, san xuat, kinh doanh, cac phuong thirc hoat dong chuyén mén,...cta don vi;
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— M@ ta duogc cau tric, qui mé, qui trinh tng dung phan mém trong hoat dong quan
ly, san xuat, kinh doanh tai don vi;

— Thu thap duoc céc s6 liéu, tai liéu lién quan;

— Lap duoc hd so khao sat khai quat vé qui trinh hoat dong cua doanh nghiép;

— Nghiém tdc, tich cuc tim hiéu. Trung thuc, hoa nh trong giao tiép.
2. Noi dung bai:
2.1. Vi tri, ddc diém, tinh hinh caa don vi
2.2. Co céu td chuc bo may quan ly cua don vi
Bai 2: Tinh trang &ng dung phan mém tai don vi Thai gian: 20 gio
1. Muc tiéu cua bai:

— M0 ta duoc chi tiét vé thuc trang tng dung phan mém trong cac linh vuc quan
ly, hoat dong chuyén man,.. ctia don vi;

—  Xac dinh duoc quy mé ttng dung phan mém, cac cdng nghé sir dung, cac
phuong thuc xur ly;

— Nhan xét va danh gia duoc vé hé théng phan mém tai don vi thuc tap trén mot
sb linh vuc;

— Nghiém tdc, tich cuc tim hiéu. Khi danh gia can sang tao, can than va tu duy
khéch quan.

2. No6i dung bai:

2.1. Quy mé ung dung phan mém tai don vi

2.2. Dénh gia so bo

2.3. Lap ké hoach thuc tap

Bai 3: Giai phap chung dé khic phuc nhwge diém trong ing dung phan mém tai
don vi Thai gian: 20 gio
1. Muc tiéu cua bai:

— Trinh bay duoc mot s6 nguyén tic, cau trdc hoat dong cua cac hé thong thdng
tin;

— Xac dinh dugc cac phuong phap xtr ly thong tin hiéu qua;

— Phan tich chi tiét vé cac md hinh ang dung phan mém;

—  Xaéc dinh dugc tinh ning, cong dung, cach st dung cua mot so6 phan mém ung
dung;

— Dua ra dugc giai phap khic phuc (tr phuong thire xu 1y dén cong ngh¢ ap dung)
dya vao can ctr vao cac danh gia, tong két duoc cac nhugc diém cua heé thong
ng dung phan mém dé Chi tiét hon véi giai phap nang cap cac phan mém cii
khéng con phil hop, xay dung phan mém méi cho céc hoat dong con xu ly thi
cong;

— Viét duoc dé cuong so bo;

— Tich cuc tim hiéu, phan tich. Sang tao, ty tin dua ra cac giai phap;

— Ling nghe, tham khao cac y kién déng gop.

2. Noi dung bai:

2.1. Giai phap chung

2.2. Nang cép, thay thé cac phan mém ung dung da lac hau

2.3. Xay dung cac ung dung mdéi

Bai 4: Cac chuyén dé thuc tap tét nghiép Thei gian: 200 gio
1. Muc tiéu cua bai:
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— Xac dinh dugc ¥ nghia ciia chuyén dé thuc tap;
— Xac dinh dugc cac yéu cau chinh cua chuyén dé thyc tap;
— Tap hop céac sb liéu, cong thire, qui trinh xu 1y,... da khao sat duoc, két hop vai céc
kién thuc da hoc dé thyuc hién chuyén dé thuc tap mang tinh cu thé hoa;
— Thiét ké duoc san pham demo cho chuyén dé;
— Viét duoc bao cdo so bo dung cau trac, dap tng dugc yéu cau chuyén mén;
— Ren luyén tinh tich cuc, nghiém tdc trong qua trinh thuc hién thyuc tap. Cha dong
tim kiém céc ngudn tai liéu hd trg cho chuyén dé;
— Chu dong hoan thién, loai bo sai s6t trong b&o co, san pham demo. Thudng xuyén
tham van y kién ctia nguoi huéng dan.
2. No6i dung bai:
2.1. Phuong huéng va cac giai phap hoan thién nhiing van dé ton tai thudc pham vi
chuyén dé thuc tap
2.2. Phan tich hé théng
2.3. Thiét ké hé thong
2.4. Viét phan mém
2.5. Kiém tra
Bai 5: B&o céo thuc tap tot nghiép Theti gian: 60 gio
1. Muc tiéu cua bai:
— Xac dinh dugc cau tric chung cia bao cdo, noi dung chi tiét caa mdi phan cia bao
cao;
— Xac dinh nhirng noi dung sé duoc trinh bay trong bao céo;
— Xay dung san pham demo/ Ung dung;
— Xir ly dit liéu, thong tin da thu thap duoc tai don vi dé minh hoa cho chuyén dé thuc
tap;
— Hoan thién dén muc chi tiét béo cdo va san pham demo;
— Chuan bi day du cac diéu kién dam bao dé béo céo thuc tap;
— Reén luyén tinh nghiém tudc, chu dong, tich cuc thuc hién.
2. No6i dung bai:
2.1. Dat van dé
2.2. Trinh bay tong quan vé don vi thuc tap
2.3. Trinh bay chi tiét vé chuyén dé thyc tap
2.4. Panh gia vé két qua thu duoc.
2.5. Huéng phat trién tiép cua dé tai.
IV. Piéu kién thuc hién mon hoc:
1. Phong hoc chuyén mén hoa/ nha xuong: Thuc tap tai co so thuc tap
2. Trang thiét bi may madc: May tinh
3. Hoc liéu, dung cu, nguyén vat liéu: Noi dung thuc tap, dé cuong thuc tap, gi4o &n, tai
lieu tham khao; Cac phan mém can thiét
V. N§i dung va phwong phap danh gia:
1. Noi dung:
- Kién thuc:
+ Xac dinh dugc nhitng hoat dong chuyén mon gan lién véi kién thic nghé ngoai
thuc tién;
+ Lién hé ly thuyét da hoc véi thuc té, 1am quen véi thuc té san xuat, kinh doanh;
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- Ky néng: Két qua cua péo cdo thuc tap tét nghiép véi trong tam 1a thuc hién chuyén
de tot nghiép véi san pham demo hoac (ng dung.
- Néng lyc ty chu va trach nhiém: Van dung dugc cac kién thirc ty nghién ctru, hoc tap
va kién thuc, k§ nang da duoc hoc dé hoan thién cac k¥ nang lién quan dén mon hoc
mot cach khoa hoc, dung quy dinh.
2. Phuong phép:
- Phuong phap danh gia:
- Thoi gian: 30 gio.
* Kiém tra dinh ky:

+ Nhan xét, danh gia cia dai dién don vi thyuc tap;
* Kiém tra két thdc mon hoc:

+ Hinh thtre: Trinh bay bao cao san pham demo/ Ung dung hoic bao cao danh
gié cbng viéc thuc te duoc phan cong tai doanh nghiép.

+ Thoi gian: 15 phat — 30 phat/ 1 sinh vién.
VI. Huéng din thuc hign moén hoc:
1. Pham vi 4p dung mdn hoc: Chuong trinh 4p dung cho sinh vién hé cao dang Cong
nghé thong tin (tng dung phan mem).
2. Huéng dan vé phuong phap giang day, hoc tap mén hoc:
- Béi Vi gido vién, giang vién: Giao vién huong dan phuong phap, sinh vién thyc tap
cu thé tai noi thyc tap; Giao vién can co chuong trinh huéng dan cuy thé, chi tiét. Cac noi
dung thuc tap can can clr vao bai huéng dan nay va thyc té noi thuc tap; Khi thuc tap,
gido vién hudng dan hoac nho cac can bo noi thuc tap hudng dan; Giao vién can giam
sat dinh ky dé chinh stra, dinh hudng cho sinh vién.
- Poi Vi nguoi hoc: Panh gia bang so gio tham gia thuc tap tai doanh nghigp, y thirc
chap hanh noi quy hoc tap, thuc tap va cac quy dinh vé an toan lao dong.
3. Nhitng trong tdm can chu y:
Bai 4: Cac chuyén dé thuc tap tot nghiép
4. Tai liéu tham khao:
[1] Céc tai liéu vé san xuét kinh doanh, vé hé thong phan mem g dung cua céc don vi
kinh doanh san xuat. o
[2] Céac giao trinh ve ngdn ngit 1ap trinh, quan tri co s¢ dit liéu, phan tich va thict ke h¢
thong.
[3] C?éc tai liéu hudng dan thyc tap tét nghiép cua cac Truong, Trung tam day nghé.
[4] Céc tai liéu tham khao khac.
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CHUONG TRINH MON HQC PHP & MySQL

Tén mon hoc: PHP & MySQL
Ma mén hogc: MH27

Thoi gian thue hién: 75 gio (Ly thuyét: 20 gid; Thyc hanh: 52 gio; Kiém tra: 3 gio).

I. VI TRi, TINH CHAT CUA MON HQC
— Vi tri: Hoc sau khi hoc vé Lap trinh PHP co ban
— Tinh chét: Pay 1a moé dun chuyén mén nganh bat budc

I1. Muc tiéu mon hoc:
1. Vé kién thiic:
+ Mo ta dugc y nghia m6 hinh MVC
+ Li¢t ké dugc cac phuong phép bao mat cho website
+ Xéac dinh dugc cach thirc giri mail trong PHP
2. Vé kj ning:
+ XAy dung dugc website theo m6 hinh MVC
+ Bao mat duoc cho website
+ Tao dugc churc ndng gui email
+ X4y dung dugc chirc nang quan 1y va upload file, hinh anh
3. Vé ning lyc tw chii va trach nhi¢m:
+ Chiju trach nhiém véi két qua cong viéc ciia ban than va nhém trude gido vién
va ndi quy nha truong. o .
+ Co kha nang giai quyét cong viéc, van dé phuc tap trong di€u kién lam viéc
thay doi
I1I. N§i dung mé dun:
1. Nji dung tong qudt va phin bé thoi gian:

Thoi gian (gi0)
] Thuc
So . \ . .
Tén cac bai trong mon hgc Tong Ly hanh; thi T,h;"
TT b | thuvét nghiém, Kiém
YU! thao luan, | tra
bai tap
1 | Bai 1. Lap trinh website theo mo | 25 7 17 1
hinh MVVC
1. Gidi thi€u mo6 hinh MVC 5 2 3
2. Xay dung chtrc ndng dang nhap . 5 3
theo m6 hinh MVC
15 3 11 1
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3. Ap dung MVC xay dyng mot
g dung thyc té
2 | Bai 2: Cac ky thuéat 1ap trinh 20 7 12 1
MySQL véi PHP néng cao
1. Két nd1 va truy van co s¢ dir
li¢u st dung PDO 10 3 7
2. Két ndi va truy van co so dit
liéu s dung MySQL.i 10 4 5 1
Bai 3: Bio mat cho website 10 2 8
3 1. Giao thirc bao méat SSL 3 1 2
2. Ma hoa trong PHP / 1 6
Bai 4: Gwi thw dién tr cho| 5 1 4
4 | Wwebsite
1. Gidi thiéu 2 1 1
2. Chu hinh gui thu dién to trén | 2 1 1
localhost 1 1
3. Lap trinh chirc nang giri email
Bai 5: Tai file va hinh anh Ién 5 1 4
website
5 1. Gui file va hinh danh don 1én 3 1 2
website
S . 2 1 1
2. Gui nhiéu file va hinh anh lén
website
Bai 6: Xay dung website thuong 10 2 7 1
mai dién tir theo m6 hinh MVC
6 1. Gi6i thi€u bai toan 2 0,5 1,5
2. Phan tich bai toan 2 0,5 15
3. Lap trinh céc chirc nang 6 1 5 1
Cong 75 20 52 3

2. Ngi dung chi tiét
Bai 1: Lap trinh website theo mé hinh MVC Thoi gian: 25 gio
1. Muc ti€u cua bai:
Xay dung dugc mét ung dung web theo mo hinh MVC
2. NOi dung bai:
2.1 Gi6i thi¢u m6 hinh MVC
2.2 Xay dyng chirc ning dang nhap bang MVC
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2.3 Ap dung MVC xay dung mét ung dung thuc té

Bai 2: Cac k¥ thuit lp trinh MySQL v6i PHP nang cao  Thoi gian: 20 gio
1. Muc tiéu cua bai:
Két ndi dugc co so dit liéu bang PDO, MySQLIi
2. Noi dung bai:
2.1 Két ndi va truy van co so dir liéu st dung PDO
2.2 Két ndi va truy van co so dit liéu st dung MySQLi

Bai 3: Bao mét cho website Thoi gian: 10 gio
1. Muc tiéu cua bai:
- Céu hinh dugc giao thirc bdo mat SSL cho website
- Su dung duogc cadc ham ma hda trong PHP
2. No6i dung bai:
2.1 Giao thirc bao mat SSL
2.2 M& hoa trong PHP
Bai 4: Chirc nang giri thuw dién tir cho website Thoi gian:5 gio
1. Muc tiéu cua bai:
Gui duoc thu dién tir cho website
2. Noi dung bai:
2.1 Gidi thi¢u
2.2 Cau hinh guri thu dién tir trén localhost
2.3 Lap trinh churc nang guri mail

Bai 5: Tai file va hinh anh 1én website Thoi gian: 5 gio
1. Muc ti€u cua bai:
Gui duoc file va hinh anh 1én website
2. N1 dung bai:
2.1 Gui file va hinh anh don 1én website
2.2 Guri nhiéu file va hinh dnh 1én website

Bai 6: Xay dung website thwong mai di¢n tir theo mé hinh MVC
Thoi gian:10 gio

1. Muc ti€u cua bai:

Xay dung dugc mot website thuong mai dién tur sit dung mo6 hinh MVC
2. Noi dung bai:
2.1. Gidi thi¢u bai toan
2.2. Phan tich bai toan
2.3. Lap trinh céc chiric nang
IV. Piéu kién thue hién mé dun

1. Phong hoc chuyén moén hoa/nha xuong , ’
Phong hoc thuc hanh may tinh dat chuan, hé thong may tinh dugc n6i mang.
2. Trang thiét bi may moc
— May chiéu (néu co)
—  Gidy A4, céc loai gidy
— May vi tinh

173



— Phan mém soan thao code, PHP Server

3. Hoc li¢u, dung cy, nguyén vat li¢u
— Gido trinh mén hoc.

Tai liéu huéng dan bai hoc va bai tap thuc hanh mé dun.
— Cé&c hinh vg, vi du minh hoa.
— Phan mém.

4. Cac diéu kién khac:
— Phong hoc ly thuyét ding tiéu chuan va phong thuc hanh du diéu kién thuc
hanh.

— Phong may tinh day du cac phan mém tng dung.

V. Noi dung va phuong phap danh gia

1. Ngi dung:
— Kién thic:
Puoc danh gia qua bai kiém tra trén may dat duoc cac yéu cau sau:
+ Trinh bay dugc mo hinh MVC
+ Trinh bay dugc cac cach thirc bao mat, ma hoa, gui thu trong PHP
— Ky nang:
Danh gia ky nang thyc hanh cua sinh vién trong bai thyc hanh dat duoc cac yéu
cau sau:
+ Xay dung dugc mot website thuong mai dién ti béng mo hinh MVC

— Nang luc tu chu va trach nhiém:

+ Chiu trach nhiém véi két qua cong viéc cua ban than va nhém trudc gido
vién va ndi quy nha truong.
+ C6 kha nang giai quyét cong viéc, van dé phtrc tap trong diéu kién lam viéc
thay d6i
2. Phwong phap:
— Phat vin céc cau hoi.
— Cho sinh vién thuc hién cac cau l1énh trén may tinh va dat cac cau hoi dé
sinh vién tra 101
— Phan nhom cho cac sinh vién thuc hién tinh todn trén may tinh
VI. Huéng din thue hién mon hoc
1. Pham vi ap dung mon hoc:
Chuong trinh mén hoc duoc sir dung dé giang day cho trinh d6 Cao déng
2. Hudng dén vé phwong phdp giing day, hoc tdp mén hoc:
—  Déi véi gido vién, giang vién:
+ Phat van cac cau hoi
+ Cho sinh vién thyuc hién cdc cau I¢nh trén may tinh va dat cac cau hoi dé sinh
vién tra loi
+ Phan nhom cho cac sinh vién thyuc hi¢n tinh toan trén may tinh
—  Doéi véi nguoi hoc:
+ Sinh vién trao d6i v&i nhau, thuc hién cc bai thuc hanh va trinh bay theo nhom
+ Thuc hién céc bai tap thuc hanh duogc giao.
3. Nhiing trong tam can chii y:
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Gi4o vién trude khi giang day can phai can ctr vao ndi dung cta timg bai hoc chuan bi
day du cac diéu kién thuc hién bai hoc dé dam bao chat luong giang day.

4. Tai li¢u tham khdo:

[1]. Lap trinh web bang PHP 5.3 va co s¢ dir lieu MySQL 5.1 — NXB Phuong Dong
[2]. SO tay PHP va MySQL — NXB Lao dong xa hoi
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i CHUONG TRINH MON HQC
XAY DUNG WEBSITE SU DUNG FRAMEWORK

Tén mon hoc: XAY DUNG WEBSITE SU DUNG FRAMEWORK

Ma& mon hoc: MH28

Thoi gian thye hién mén hoc: 75 gio (Ly thuyét: 20 gio; Thyc hanh. Thi nghiém,

thao luan, bai tap: 52 gid; Thi, kiém tra: 3 gio).

I. Vi tri, tinh chat ciia mén hoc:

- Vj tri: Hoc sau khi hoc vé Lap trinh PHP nang cao

- Tinh chdt: Day 13 mon hoc chuyén mén nganh bit budc

II. Muc tiéu mon hoc:
1. Vé kién thirc:

+ Trinh bay duoc cach thirc t6 chirc file va thu muc trong mét framework.

+ Mo ta dugc y nghia cac file va thu muc trong codeigniter.

2. Vé kj néng:

+ Van dung duoc m6 hinh MVC va lap trinh hudng ddi twong dé xay dung

mot Gmg dung web bang framework.
+ Tao dugc mot tng dung web bang framework Codeigniter.

3. Vé nang luc tw chu va trach nhiém:
+ Chiu trach nhiém voi két qua cong viéc cua ban than va nhém trude gido

vién va ndi quy nha truong.

+ C6 kha nang giai quyét cong viée, van dé phuc tap trong diéu kién lam

viéc thay doi
III. N§i dung mon hoc:

1. Nji dung tong qudt va phin bé thoi gian:

Thoi gian (gio)
S6 Thwe hanh,
Tén cac bai trong mén hoe | Tong Ly thi nghiém, Thi,
T £ £ - A yas . X
i} thuyét | thdo luan, bai | Kiém tra
tap
1 | Bai 1. Gioi thiéu 5 2 3
Codeigniter
1. Tong quan 1 1
2. Cai dat Codeigniter 2 1 1
3. Tao ung dung dau tién 2 2
v&i codeigniter.
2 | Bai 2: M6 hinh MVC 12 2 10
trong Codeigniter
1. Tong quan vé MVC 2 1 1
trong codeigniter
4 1 3
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2. Tao controller
3. Tao view
4. Tao model

Bai 3: Cac thanh phan
trong Codeigniter
1. Application

Controller

Model

View

Config

Helper

Libraries

Céc thanh phan khac

O N o O WD

N
w

WwWww~NPNDWN P

e

16

NNNOOEFELEDN PP

Bai 4: Lam viéc véi
database trong
codeigniter

1. Céu hinh va sir dung co

s¢ dir ligu trong
codeigniter

2. Truy van dit liéu trong
codeigniter

2.1 Lya chon dur liéu

2.2 Thém dur liéu

2.3 Cap nhat dir liéu

2.4 Xoba dir liéu

18

17

13

13

Bai 5: Tao ung dung
trong Codeigniter

1. Gidi thiéu bai toan

2. Phan tich cac chuc nang

3. Lap trinh chtrc nang

14

11

10

H

Kiém tra

Cong

75

20

52

2. Ngi dung chi tiét
Bai 1. Gidi thi¢u Codeigniter
1. Muc ti€u cua bai

- Cau hinh va khéi tao dugc website trén nén codeigniter

2. No1 dung bai:
2.1. Tong quan
2.2. Cai dat Codeigniter
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2.3. Tao ung dung dau tién véi codeigniter.
Bai 2: M6 hinh MVC trong Codeigniter Thoi gian: 12 gio
1. Muc tiéu cua bai
- Str dung duogc controller, view, model dé viét code theo md hinh MVC
2. Noi dung bai: ‘
2.1. Tong quan vé MVC trong codeigniter
2.2. Tao controller
2.3. Tao view
2.4. Tao model
Bai 3: Cac thanh phin trong Codeigniter Thoi gian: 23 gio
1. Muc tiéu cua bai
- Trinh bay dugc y nghia cac file va thu muc trong codeigniter
- Ap dung dugc céch tao file va viét code theo dung quy dinh cta codeigniter
2. NoOi dung bai:
2.1 Application
2.2 Controller
2.3Model
2.4View
2.5 Config
2.6 Helper
2.7Libraries
2.8 Cac thanh phan khac
Bai 4: Lam viéc véi database trong codeigniter Thoi gian: 18 gio
1. Muc ti€u cua bai
- CAu hinh duoc co so dit liéu trong codeigniter
- Ap dung duogc cac ham truy véan trong codigniter dé truy van dit liéu
2. Noi dung béi:
2.1. Cau hinh va st dung co s¢ dir liéu trong codeigniter
2.2. Truy van dir liéu trong codeigniter
2.2.1. Lua chon dir liéu
2.2.2. Thém dir li¢u
2.2.3. Cap nhat dir liéu
2.2.4, Xoa dir liéu
Bai 5: Tao wrng dung trong Codeigniter Thoi gian: 14 gio
1. Muc ti€u cua bai
- Xay dung duoc website st dung codeigniter
2. Noi dung bai:
2.1. Gidi thiéu bai toan
2.2. Phan tich cac churc nang
2.3. Lap trinh chtrc nang

IV. Piéu kién thue hién mén hoc
1. Phong hoc chuyén mon héa/nha xuong
— Phong hoc thuc hanh may tinh dat chuan, hé thong may tinh dugc ndi mang.
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2. Trang thiét bi may moc
+ May chiéu (néu co)
+ Gidy A4, cic loai gidy
+ May vi tinh
+ Phan mém soan thao code, PHP Server
3. Hoc li¢u, dung cy, nguyén vat li¢u
— Giéo trinh mon dun.
— Tai liéu huéng dan bai hoc va bai tap thyc hanh mon hoc.
— Cac hinh vg, vi du minh hoa.
— Phan mém.
1. Céc diéu kién khac:
- Phong hoc 1y thuyét dung tiéu chuan va phong thyc hanh du diéu kién thuc
hanh.
- Phong may tinh day du cac phan mém tng dung.
V. Noi dung va phuong phap danh gia
1. Noi dung:
- Kién thire: Puoc danh gia qua bai kiém tra trén may dat duoc cac yéu cau sau:
+ Trinh bay duoc cach thirc t6 chirc file va thu muc trong mét framework.
+ Mo ta dugc y nghia céc file va thu muc trong codeigniter.
- K¥ ndng: Déanh gi4 k¥ nang thyc hanh cta sinh vién trong bai thuc hanh dat dugc
cac yéu cau sau:
+ Van dung duoc mé hinh MVC va 1ap trinh huéng ddi twong dé xay dung
mot ing dung web bang framework.
+ Tao dugc mot ing dung web bang framework Codeigniter.
- Nang lyc ty chu va trach nhiém:
+ Chiu trach nhiém véi két qua cong viéc cua ban than va nhom trude giao
vién va ndi quy nha truong.
+ C6 kha nang giai quyét cong viée, van dé phirc tap trong diéu kién lam
viéc thay doi
2. Phwong phap:
- Phit van céc cau hoi.
- Cho sinh vién thyc hién c4c cau 1énh trén may tinh va dat cac cau hoi dé sinh
vién tra loi
- Phan nhém cho céac sinh vién thuc hién tinh todn trén may tinh
VI. Huwéng din thuc hién mon hoc
1. Pham vi ap dung méon hoc:
- Chuong trinh mén hoc dugce str dung dé giang day cho trinh d6 Cao dang
2. Hudng din vé phwong phdp gidng day, hoc tdp mén hoc:
- Poi véi gido vién, gidng vién:
+ Phat van cac cau hoi
+ Cho sinh vién thuc hi¢n cac cau I¢nh trén may tinh va dat cac cau hoi dé sinh
vién tra 1o
+ Phan nhom cho céc sinh vién thyc hi¢n tinh toan trén may tinh
- P6i v6i nguedi hoc:
+ Sinh vién trao d6i v6i nhau, thuc hién céc bai thyc hanh va trinh bay theo nhm
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+ Thuc hién céc bai tap thuc hanh dugc giao.
3. Nhiing trong tim can chii y:
- Gi4o vién trudc khi giang day can phai cin ctr vao ndi dung cua ting bai hoc chuan
bi day du cac diéu kién thuc hién bai hoc dé dam bao chit luong giang day.
4. Tai liéu tham khdo:
[1] https://www.codeigniter.com/user_guide/
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CHUONG TRINH MON HQC PAO TAO LAP TRINH TRUC QUAN
(VB.NET/ C#NET)

Tén mdn hec: Lap trinh truc quan (VB.NET/ C#.NET)
Ma so mon hoc:  MH29 ’ 7
Thoi gian mon hec: 75 gior (Ly thuyét 20 gio; Thuc hanh 52 gio, Kiém tra 3 gio)

I.

VI TRi TINH CHAT CUA MON HOC:
Vi tri: Mon hoc duoc bd tri sau khi sinh vién hoc xong cac mon hoc chung, cac mon
hoc co s chuyén nganh dao tao chuyén moén nghé.
Tinh chat: Mén hoc chuyén mon nghé tuy chon.

II. MUC TIEU CUA MON HQC

Mo ta dugc vai tro ciia cong nghé 1ap trinh tryc quan;

Phan tich xac dinh nhiém vu chuong trinh (phai 1am gi), xac dinh ddi tugng diéu
khién dit liéu, dit liéu va ciu tric dit liéu cta hé théng pht hop voi ngdn ngir di chon
dé xdy dung cac ing dung.

Thiét ké tim giai phap k¥ thuat (1am thé ndo) ddi voi nhiing cong viéc da xac dinh
trong giai doan phan tich;

Mo ta hing va bién dung trong chwong trinh, Trinh bay duogc cdu trac, ct phap, quy
trinh va yéu cau khi str dung cac cau lénh;

Van dung diéu kién, trg gitp mdi trudng ctia ngdn ngit 1ap trinh, chang han: trinh
bién tap ma I¢nh;

Véan dung tdt cac d6i tuong co sd, co s& dir liéu cua ngdn ngtr 1ap trinh : thudc tinh
(properties), phuong thirc (Method), su kién (Event).

B6 tri 1am viéc khoa hoc dam bao an toan cho ngudi va phuong tién hoc tap.

I11. NOI DUNG CUA MOPUN

1. Ngi dung téng quéat va phan phai théi gian :
Sb Tén cac bai trong mdn hoc w Thai gian 7
T Tong L)’/’ Thuc | Kiém
SO thuyét | hanh tra*
1 | Téngquanvé C# 4 2 2
2 | Lam viéc vai Visual C#.Net 5 2 3
3 | Chuong trinh C# 7 2 5
4 | Nén tang cua C# 14 3 11
5 | Cac d6i twong diéu khién cua C# 7 2 5
6 | File va registry Operation 4 2 2
7 | P6 hoa va mot sb xu ly nang cao 8 1 7
8 | Truy xuét dir liéu véi ADO.NET 12 4 8
9 | Xay dung wng dung tong hop 14 2 9 3
TONG CONG 90 20 52 3

* Ghi chi : Thei gian kiém tra dwoc tich hep gid@a Iy thuyét véi thwe hanh dwoc tinh
vao gio thuc hanh.
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2. Néi dung chi tiét:

Bai 1: Téng quan vé C# Thoi gian : 4 gio

Muc tiéu :

- Liét ké duoc cac thanh phén chinh cia .NET Framework;

- Trinh bay moi1 truong lam viéc cua .NET Framework;

- Liét ké cac phién ban Visual Studio 2008;

- K& tén cac loai tng dung dung C#;

- Trinh bay dugc cAu tric chuong trinh C#;

- Trinh bay céu trac thu muc cta tng dung dung ngdn ngit C# dé xay dung;
- Thuyec hién cac thao tac cai ddt, an toan v41 may tinh.

- Thuyc hién cac thao tac an toan véi may tinh.

Tong quan vé .NET Framework.

Gié6i thiéu vé Visual Studio .NET 2008.

Céac loai wng dung dung C#.

Céau truc chwong trinh C# 2008.

Céu tric thw muc cia chwong trinh C# 2005.

AN

Bai 2: Lam viéc véi Visual C#.Net Thei gian : 5 gio
Muc tiéu:

- M5 ta duogc cac thanh phan chinh cua giao dién Visual C#.net;

- Quan ly dugc cac Solution, Cac Project va File;

- Trinh bay céch thuc 1ap trinh hé thong.

- Thuyec hién cac thao tac an toan v6i may tinh.

Cira s6 Solution

Cira 56 thugc tinh cia Project
Cira so Properties

Ciua s6 Options

Hp cong cu

Ciia s6 danh sach doi twong
Thuwe don Refactor

NoOR~RWNME

Bai 3: Chuong trinh C# Thei gian : 7 gio

Muc tiéu:
- Bién dich va thuc thi chuong trinh trong C#;
- Phan biét dugc cac khong gian té€n thuong st dung;
- Sir dung c4c dang phuong thitc Main trong mdi chuong trinh C#;
- Phan biét cac dang két qua trinh bay trén man hinh.
- Thuc hién céac thao tac an toan véi may tinh.

1. Bién dich va thwe thi chwong trinh

2. Giai thich cac khdng gian tén
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Céac dang cua phwong thirc Main

Pinh dang két qua cia cira s6 man hinh
Chu thich trong chwong trinh C#

Khai béo chi thi Region

Bai 4: Nén tang cua C# Thoi gian : 14 gio

Muc tiéu:

Phén biét dugc cac kiéu dit liéu, trinh bay pham vi, cac phép toan trén céac kiéu dir
liéu;

Phén biét Kiéu dir liéu mang va Arraylist.

Khai bao dugc bién va dbi twong co kiéu dit liéu trude khi sir dung;

Trinh bay duogc céng dung, ci phap cta cic phat biéu : Phat biéu 1& nhanh, phat
biéu vong ldp, phat biéu kiém tra Using, Phét biéu nhay.

St dung dung cu phap cac cau lénh diéu kién, vong lap, st 1y 15i;

Kiém soat duoc cac 16i trong chuong trinh

Kiém soat duoc cac 16i phat sinh trong chuong trinh;

Str dung thanh thao debugger.

Thuc hién céc thao tac an toan véi may tinh.

Céc kiéu dir liéu
Kiéu dir liéu mang
Phat biéu If

Phat biéu Switch...
Phéat biéu vong lap
Try... catch

Swr dung debugger

NoabkowdE

Bai 5: Cac dbi tuong diéu khién cua C# Thei gian : 7 gio

Muc tiéu:

Mo ta dugc cac thanh phan chinh cia giao dién Visual C#.net
C6 kha nang quan ly dugc cac doi tugng va lap trinh trén cac doi tugng.
Thuyc hién céc thao tac an toan véi may tinh.

Gioi thiéu Windows Forms.

Forms va cac dinh dang Forms.

Piéu khién thong thuong.

Piéu khién dic biét.

Piéu khién dung dé xay dwng Menu.

Piéu khién chira dung diéu khién khéac.

Piéu khién Dialog va phwong thirc Messagebox.
Lam viéc véi diéu khién in an.

Piéu khién do ngwoi dung tao ra.

©COoNOO A~ WDE
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Bai 6: File va registry Operation Thai gian : 4 gio

Muc tiéu:
- Nim dugce cac thanh phan chinh cua giao dién Visual C#.net;
- (0 kha nang quan ly duoc cac Solution, Cac Project va File;
- Néam duoc cach thirc 1ap trinh hé théng.
- Thuyc hién cac thao tac an toan véi may tinh.
1. Khong gian tén System.1O
2. Poi twong Directory
3. Péi twong File
4. Quan ly File
Bai 7: D6 hoa va mot s6 xtr Iy nang cao Thoi gian : 8 gio
Muc tiéu:
- Thiét 13p duogc toa do, cac thudc tinh cua cac doi tuong dd hoa;

- V& duogc cac doi tuong do hoa.
- Thuyec hién cac thao tac an toan véi may tinh.

Khong gian tén System.Drawing, System.Drawing3D
Cic dinh nghia vé toa d9, don vi trong C#

V& cac doi twong co ban : Line, Arc, Rectange, Cricle...
Cac d6i twong d6 hoa nang cao

el e

Bai 8: Truy xuat dit liéu véi ADO.NET Thei gian : 12 gio

Muc tiéu:
- M0 ta dwoc cach thac lap trinh véi Database
- Sir dung c6ng cu DataConnection dé noi két dir liéu.
- Xay dung dwoc cac phan mém &ng dung dwa trén hé quan tri co sé dir liéu
co san.
- Thuwec hién cac thao tac an toan véi may tinh.

Gioi thiéu 1ap trinh co sé dir ligu.

Poi twong SQLConnection.

Poi twong Oledbconnection.

Péi twong SQLCommand va Oledbcommand.

Poi twong SQLParameter va Parameters Collection.
Poi twong SQL Datareader

ok ownE

Bai 9: Xay dung tng dung tong hop Thei gian : 14 gio
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Muc tiéu:

Van dung cac kién thire da hoc dé xay dwng bai toan theo yéu ciu;

Cai dat cac ma Iénh;

Phan tich va kiém thi 18i phat sinh;

Xay dung dwoc cac phan mém &ng dung dwa trén hé quan tri co sé dir liéu
co sén.

Thuyc hién cac thao tac an toan véi may tinh.

Gioi thiéu bai toan.

Phan tich va thiét ké theo yéu cau.
Thiét ké céc giao dién.

Cai dat cac ma Iénh.

Kiém thir chwong trinh.

Trién khai — Cai @it chwong trinh.

S A

IV. PIEU KIEN THU'C HIEN MON HOQC:

V.

Dung cu va trang thiét bi:

+ Phan, bang den

+ May chiéu Projector

+ May tinh

+ Dia CD - ROM MICROSOFT SQL Server, Visual Studio 2008
Hoc liéu:

+ Cac slide bai giang

+ Tai liéu huéng din mon hoc vé quan tri hé théng SQL Server, C#
+ Gido trinh mon hoc 1ap trinh C#

Ngudn lyc khac: Phong hoc 1y thuyét va phong thuc hanh du diéu kién dé thuc hién
mon hoc

PHUONG PHAP VA NOI DUNG PANH GIA:

1. Phwong phap danh gia

Hinh thirc kiém tra hét mon c6 thé chon mot trong cac hinh thurc sau:

+ Ddi vi ly thuyét :Viét, van dap, trac nghiém

+ Ddi vé6i thue hanh : Bai tap thyc hanh.

Thoi gian kiém tra:

+ Ly thuyét: Khong qué 150 pht

+ Thyc hanh: Khong qua 4 gio

Thuc hién theo diing qui ché thi, kiém tra va cong nhén t6t nghiép trong day nghé hé
chinh qui & quyét dinh 14/2007/BLDTB&XH ban hanh ngay 24/05/2007 cua Bo
truong Bo LD-TB&XH.

2. Noi dung danh gia

Vé kién thirc: Puoc danh gia qua bai kiém tra viét, tric nghiém dat dugc cac yéu
cau sau:
+ Trinh bay va phan biét dugc cac kiéu dit liéu trong C#
+ St dung duogc cac ddi tuong
+ Van dung céc thudc tinh va ma I¢énh dé diéu khién d6i tuong
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+ Phan tich, Thiét ké, cai dat dugc mot chuong trinh theo yéu cu

- Vé k¥ ning: Panh gia k¥ ning thuc hanh cia HSSV trong bai thuc hanh cic chuong
trinh theo yéu cau ctia bai toan cho trude.

- Vé thai d6: Can than, tu giac.

VI. HUONG DAN THU'C HIEN MON HOQC:

1. Pham vi &p dung chwong trinh:

- Chuong trinh mon hoc duge st dung dé giang day cho trinh d6 cao dang nghé va
trung cép nghé Quan tri mang may tinh.

2. Hwong ddn mét sé diém chinh vé phwrong phdp giing day mon hec:

Trinh bay ly thuyét va phat van cau hoi

- Y&u cau sinh vién thyc hanh va lam cac bai tap nhom (cac chuyén dé)

3. Nhiing trong tim chwong trinh can chi y:

- Céc kiéu dit lidu.

- Cac dbi tuong : thudc tinh, su kién, cach viét ma 1énh.

- G& 1r0i hé théng khi cai dat.

- Céc thao tac truy cap, truy van dir liéu d6i voi hé thdng MS SQL Server.

- Gi4o vién trude khi giang day can phai cin cr vao ndi dung cia timg bai hoc chuan
bi day du cac diéu kién thuc hién bai hoc dé dam bao chat lugng giang day.

4. Tai ligu can tham khdo:
[1]. Pham Hiru Khang, Lgp trinh #ng dung chuyén nghi¢p SQL Server 2000, Nha

Xuat ban Gido duc, 2002.

[2]. Pham Hitu Khang, C# 2008 (tap 1->6), Nha xuat ban Lao dong X& hoi, 2009.

[3]. Nguyén Vin Lén, Ldp Trinh Co So Dit Liéu Véi C# - M6 Hinh Nhieu Tang, Nha
xuat ban Lao dong Xa hoi, 2009.
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CHUONG TRINH MON HQC LAP TRINH WEB (ASP.NET)

Tén mon hec: Lap trinh Web (ASP.NET)
M& mon hoc: MH30 , 7
Thoi gian mén hec: 90 gio (Ly thuyét: 75 gio; Thuc hanh: 52 gio; Kiém tra: 3)

I. VI TRI, TINH CHAT CUA MON HQC:

La mén hoc &p dung cho chwong trinh dao tao nghé Céng nghé théng tin (tng dung
phan mém), duogc b tri sau cdc mén hoc chuyén nganh ung dung tin hoc.

M6n hoc nay cung cap nhitng kién thirc va K niang quan trong dé hoan thanh 1 website
c6 gia tri thuc té, doi hoi sinh vién phai c6 ky ning that sy.

I1. MUC TIEU MON HOQC:

— Hiéu nhu cau quang b4, kinh doanh cua cong ty di véi website;

— Hiéu duoc cac tién trinh thiét ké va xuit ban mot website;

— Trinh bay dugc Kién tric ha tang .NET.

— Van dung duogc cu phap cua ngodn ngir lap trinh ASP.NET.

— Sir dung dugc phuong phap 1ap trinh hudng ddi twong trong ngdn ngit 1ap trinh
ASP.NET.

— Khai thac duoc cac tinh ning tién tién trong ASP.NET.

— Tao duogc céc tng dung web két ndi véi co so dir liéu.

— Tao duogc bao céo.

— Biét mot s6 ¢ong cu, dich vu dé xay dung website;

— Xac dinh duoc cac nhu cau, chuan bi day da cac vat liéu, ndi dung s& xuat ban;

— Thiét ké duoc céc trang than thién va logic;

— Lya chon tén mién ky guri website va cong cu xuat ban phu hop véi quy md bai
toan;

— C6 thai do can than nghiém tuc, sng tao, khoa hoc, tinh than 1am viéc doc lap va
theo nhom.

l1I. NOI DUNG MON HOC:
1. Ngi dung tong quét va phan bé thoi gian:

sé ] Thot gian ]
T Tén cac bai trong mon hec Tong Ly, Thuc Kiem
SO thuyet hanh tra*
1 Moi truong lap trinh ASP.NET 11 3 8 0
Co ban vé ASP.NET 7 2 5 0
Nhiing tinh ning tién tién trong
3 ASP.NET > 2 3 0
Truy cap va xu ly co so dir li¢u
4 VOI.NET 9 3 6 0
5 Lam viéc vai tap tin 5 2 3 0
6 Lap bao cao vai crystal report 11 2 8 1
7 Mbt s6 cdng cu xay dung website 10 2 8 0
8 Cac md-dun bo sung chirc nang 5 1 4 0
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cho website
9 Quan ly noi dung cua website 10 2 6 2TH
10 | Xuat ban website 2 1 1 0
Cong 75 20 52 3

* Thoi gian kiém tra: 10 gio thuc hanh
* Thoi gian kien tap : 50h
2. Ngi dung chi tiet:

Bai 1: Méi trwong lap trinh ASP.NET Thoi gian: 11 gio
Muyc tiéu cua bai:
Str dung duoc cdng cu phét trién tng dung web MS Visual Studio.NET.
Str dung duoc tat ca cac cong cu trong ToolBox .
T6 chtic va quan 1y duoc ung dung web.
Ngi dung cua bai:
1. St dung MS Visual Studio.NET
2. Tao vaquan ly ng dung web
3. Cac ddi tuong diéu khién cia ASP.NET

Bai 2: Co ban vé ASP.NET Thoi gian: 7 gio
Muc tiéu cua bai:
Trinh bay duoc kién tric cua .NET.
Trinh bay dugc quan hé gitta ASP.NET va kién trdc .NET
Trinh bay dugc cac 16p trong .NET Framework.
Str dung dugc ngdn ngit lap trinh ASP.NET.
Quan 1y dugc chuong trinh boi khdng gian tén.
Ngi dung cua bai:
1. Kién trac .NET
MAbi quan hé gitra ASP.NET va kién tric .NET
Céc lop .NET Framework
Tao itng dung ASP.NET
CAu trlic tong quat ciia mot chuong trinh ASP.NET
Bién va Hang
Dir liéu kiéu tri va kiéu qui chiéu
Céc cau lénh diéu khién
Mang
Céc phép toan
An toan kiéu
Kiéu liet ké
Cac khong gian tén
Str dung céc chu thich
Tu dinh danh va tir khoa
Kiém tra

©COoNOOA~ WD
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Bai 3:Nhirng tinh niing tién tién trong ASP.NET Thoi gian: 5 gio
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Muc tiéu cua bai:
Bit duoc céc 16i do nguoi st dung gay ra.
Quan ly dugc bo nho.

Ngi dung cua bai:

L&i va xir i biét 18

Céc su kién

Thudc tinh

. Quan ly bo nhd bén dudi

=

~wn

Bai 4: Truy cap va xi ly co so dir liéu voi.NET Thoi gian: 9 gio
Muc tiéu cua bai:
Str dung cac ddi tugng ADO dé thuc hién cac thao tac tim kiém, thém, sira,
x0a c4c ban ghi trong co s¢ dir lidu.
Ngi dung cua bai:
1. Tong quan vé ADO.NET
2. Céc cong cu két ndi dir licu
3. Hién thi dit liu
4. Thao tac vai dir liéu
* Kiém tra

Bai 5:Lam viéc véi tap tin Thoi gian: 5 gio

Muyc tiéu cua bai:
Viét dugc cac ung dung web quan Iy tap tin, thu muc trén Server va tap tin
upload.

Ngi dung cua bai:

1. Quan Iy hé thdng tap tin

2. Di chuyén, Sao chép, Huy File

3. Boc va viét vao File

4. Quan ly tap tin upload

Bai 6:Lap bao cao véi Crystal Report Thoi gian: 11 gio

Muc tiéu cua bai:
Xuit duogc dit lidu tir co s dit liéu Access hodc SQL Server ra cong cu Crystal
Report dé phuc vu cho béo céo.

Ngi dung cua bai:

1. Gidi thiéu cong cu Crystal Report

2. Gan két dix liéu vao bao céo

3. Xay dyng va trién khai bao céo

Bai 7:Mét s6 cong cu xay dwng website Thoi gian: 10 gio
Muc tiéu cua bai:

Xac dinh dugc chirc ning ciia mot s cdng cu xay dung website nhu WordPress,
Vbulletin, DotNetNuke ...;
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Phén tich x4c dinh duoc chirc ning ctia website dé lya chon cong cu phd hop;
Than trong, ti mi trong qua trinh lam viéc;
Xac dinh dwoc cdng cu xay dung website can ding dua trén chic ning cia website
can xay dung;
Cai dat duogc cong cu (trng dung web) trén may chu web cuc bo;
Tay chinh duoc céc théng sb co ban cua cdng cu cho pht hop véi thdng tin cua website
can xay dung;
Than trong, ti mi trong qua trinh lam viéc;
Ngi dung cua bai:
1. Quy trinh tong quat dé xay dung website
2. Cac cong cu xay dung website
3. Chon cbng cu va phién ban
4. Cai dat cong cu I1én may chu web cuc bo
5. Tuy chinh c4c thdng s6 co ban

Bai 8:Cac mo-dun bo sung chie ning cho website Thoi gian: 5 gio
Muc tiéu cua bai:

Xéc dinh duoc danh sach chiic nang cung cap san cua cong cu xay dung website dang
dung;

Phan tich xac dinh dugc danh sach chire nang cua website;

Tim kiém va xéac dinh duoc cac md-dun bo sung chire ning cho cong cu;

Cai dat tich hop duoc cac md-dun bd sung chirc nang vao cong cu;

Than trong, ti mi trong qua trinh lam viéc;
1. Danh muc chuc nang ctuia website
2. M6-dun bo sung chic ning
3. Tich hop cac mb-dun bd sung chic ning vao website

Bai 9:Quan ly ngi dung caa website Thoi gian: 10 gio
Muc tiéu cua bai:
Pua duoc cac ndi dung can thiét vao website;
Quan 1y dugc cac mo-dun thong tin (mo- -dun b sung chuc nang) trén website;
Thay d6i duoc giao dién website theo yéu cau thiét ké;
Than trong, ti mi trong qua trinh lam viéc;
1. Lam viéc vai hé quan tri cua website
2. Quan ly cac mo-dun thong tin
3. Tao giao dién mai cho website
* Kiém tra

Bai 10: Xuat ban Website Thoi gian: 2 gio
Muc tiéu cua bai:

Biét duoc mot sé cong cu xuit ban Website;

Biét dugc mot sé dich vu va cach dang ky tén mién;

Xuat ban dugc website 1én thu muyc cuc b, kiém tra tong thé cac chiic nang cua site;

Lwa chon dugc may chu, t&n mién phu hop;

Xuét ban thanh cong site 1én internet;

Thai d6 1am viéc nghiém tdc, tinh than trach nhiém cao.

1. Chon va dang ky tén mién cho
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website

2. Chon va dang ky may
chu

3. Chon ¢6ng cu xuit
ban

4. Xuat ban

Website

IV. PIEU KIEN THUC HIEN MON HOC:
1. Phong hoc chuyén mén héa/nha xudng
Phong thie hanh dat chuan an toan méi trudng vé sinh lao dong.
C6 may tinh cho gido vién, c6 may chiéu, bang.
C6 may tinh thuc hanh cho sinh vién, t6i da 2 sinh vién / may tinh.
2. Trang thiét bi may moc
May tinh c6 cau hinh téi thiéu: CPU 2GHz, RAM 1GB, 6 dia ciing tréng it nhat
500MB, c6 két ndi mang noi bo va internet, c6 cai trinh soan thao van ban thuan
(Notepad++, EditPlus, ...) c6 cai phan mém cong cu thiét ké va quan tri website
(KompoZer, DreamWeaver, ...), ¢6 cai phan mém xt ly hinh anh, c¢é cai phan mém FTP
(FireZilla), c6 cai phan mém MS Visual Studio .NET, c6 cai hé quan tri CSDL MS SQL
Server va phan mém MS SQL Server Management Studio.
3. Hoc liéu, dung cu, nguyén vat liéu
Giao an, gido trinh, tai liéu tham khao, tai liéu phat tay.
But viét bang, phan viét bang.
Ban thiét ké website, tai liéu noi dung, am thanh, hinh anh can dua 1én website.
4. Khac
Tai khoan web hosting.
Tai liéu huéng dan str dung web hosting.
Tai liéu hudng dan sir dung cac phan mém.
Tai liéu huéng dan str dung cong cu xay dung website
V. NOI DUNG VA PHUONG PHAP DANH GIA:
1. NGi dung
Vé kién thuc:
MBoi trudng phét trién va hoat dong ciia website;
Cong dung, cl phap va cac tham sb cua cac thé HTML;
Thiét ké trang web bang cong cu phan mém;

Vé ky nang:
+ Str dung cdng cu dé xay dung va quan tri website;
+ Tim kiém, cai dit tich hop va quan 1y cac md-dun bd sung chic
nang;
+ Str dung cac tinh nang ctia phan mém cdng cu dé thiét ké va chinh
stra giao dién;
+ Ping ky host, xudt ban va thao tac quan tri site.

Thai d6: danhgia ¥ thirc, to chire, chap hanh noi quy hoc tap, tuan tha cac quy dinh vé
an toan lao dong.
2. Phuong phép

Thuc hanh tryc tiép trén may tinh.

Thai do: Panh gia bang sb gio tham gia hoc tap mén hoc, y thac chap hanh noi quy
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hoc tap va cac quy dinh vé an toan lao dong.
VI. HUONG DAN THUC HIEN MON HOQC:
1. Pham vi &p dung chuong trinh mén hoc:

Chuong trinh médun duoc sir dung dé giang day cho trinh d6 cao dang nghé cong nghé
thong tin.

2. Huéng dan mot sb diém chinh vé phuong phéap giang day mén hoc dao tao:

Gi4o vién trudc khi giang day can phai can ctr vao noi dung cua ting bai hoc chuan bi
day du cac diéu kién thuc hién bai hoc dé dam bao chat luong giang day.

Thyc hién mon hoc nay bang phuong phap thuyét trinh, dam thoai. Str dung cac ngudn
tal nguyen soan trén phan mém day hoc, giang day st dung may tinh va may chiéu. Chu
yéu thao tac mau khi thuc hién xay dung cac (ng dung ban dau.

Gido vién c6 thé lya chon mét trong hai ngén ngit C#.NET hoic VB.NET dé giang day
lap trinh ASP.NET theo nhu cau cua thi truong, khuyén khich sir dung C#NET dé sinh
vién dé tiép can vai cac ngbn ngit 1ap trinh ho C khac nhu PHP, Java, ...

3. Nhitng trong tim chwong trinh mén hoc can chi y:
Bai 2: Co ban vé ASP.NET
Bai 4: Truy cap va xir 1y co so dir liéu voi.NET
Bai 6: Lap bao céo vai Crystal Report
Bai 7: Mot s6 cong cu xay dung website
Bai 8: Cac mo-dun bd sung chirc ning cho website
Bai 9: Quan ly noi dung cua website

4. Tai liéu can tham khao:

[1] VN-Guide (2004), Thiét ké trang web véi HTML, NXB Thong ké Ha Noi;

[2] VN Guide (1995), Internet toan tdp, NXB Khoa hoc k¥ thuat;

[3] SCC Technology (2004), Thiét ké website véi Macromedia Dreamweaver;

[4] Nguyén Truong Sinh (2006), Thiét ké website véi FrontPage, NXB Théng keé;

[5] Khuat Thiy Phuong (2007), Lap Trinh Ung Dung Web Véi PHP, NXB Théng ké;
[6] Maricopa Center for Learning and Instruction (1999), Writing HTML Tutorial,

[7] Mediaspace Club (2004), Macromedia DreamweaverMX.

[8] http://www.php.net/manual/

[9] Céc tai liéu, bai tap PHP trén internet;

[10] Tai liéu huong dan sir dung (rng dung web lam cong cu xay dung website.

[12] Pham Hiru Khang (chu bién) (2005), Ldp trinh ASP.NET 2.0, NXB Lao dong - X&
hoi.

[13] Duong Quang Thién (bién soan) (2005), Lap trinh Web dung ASP.NET Va C#,
NXB Téng Hop TP. Ho Chi Minh,

[14] Cac tai lieu tham khao kh&c trén mang.
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CHUONG TRINH MON HQC AN TOAN VA BAO MAT THONG TIN

Tén mén hoc: AN TOAN VA BAO MAT THONG TIN

M& mon hoc: MH31

Thoi gian thye hién mén hoc: 75 gio (Ly thuyét: 20 gid; Thyc hanh, thi nghiém, thao
ludn, bai tap: 52 gio; Kiém tra 3 gio)

I. Vi tri, tinh chat ciia mén hoc:

1. Vi trl':,MO,n hoc dugc hoc sau cdc mon hoc chuyén mén: Hé diéu hanh Windows
Server, Thiét ké va quan tri website.

2. Tinh chat: mon hoc An toan va bao mat thdng tin Ia mén hoc thuoc nhdom cac mon
hoc chuyén mén nganh, thudc trinh d6 Cao dang Céng nghé théng tin.
I1. Muc tiéu mon hoc:

1. Vé kién thuc:

- Trinh bay cac khai niém co ban vé an toan thdng tin va mat ma;

- Trinh bay quy trinh thyc thi an toan théng tin trong hé thng;

- Trinh bay vé ching thyc dién tir va mot sé giai phap bao mat khéc;

- Van dung duoc cac phuong phap ma hoa déi xtng va co sé ha ting khoa cong khai;

2. Vé k¥ ning:

- Thuc hién duoc cac quy trinh thuc thi an toan théng tin hé théng;

- Cau hinh hé théng dam bao an toan dix liéu, chéng tan céng thAm nhap tréai phép;

- Thiét ké duoc ha tang co so an toan thong tin cho hé thng;

- Xay dung duoc m6 hinh bao mat, toan ven dit liéu trén hé théng khoa céng khai

- Phuc hdi su ¢ trong hé thong;

- Quan tri va phan quyén trén hé thong;

3. V& ning luc ty chu va trach nhiém:

- C6 kha nang tu nghién ctru, ty hoc, tham khao tai liéu lién quan dén mon hoc dé van

dung vao hoat dong hoc tép.

- Van dung duoc cac kién thirc tu nghién ctru, hoc tip va kién thirc, k§ nang di duoc

hoc dé hoan thién cac k¥ nang lién quan dén mon hoc mot cach khoa hoc, dang quy

dinh.

I11. N§i dung mén hoc:

1. Noi dung téng quét va phan bo thoi gian:

Thoi gian ( gio)
Thuc
STT Tén chwong, muc Tong Ly han hl thi Kiém
s0 | thuyét nghi¢m, tra*
thao luan,
bai tap
1 | Bai 1: Cac khai niém co ban vé
an toan thong tin 3 3 0 0
1. Thé nao 1 an toan théng tin 0.5 0.5 0 0
1.1. Pinh nghia
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1.2. Vai tro cua an toan thong tin:
Yeéu t6 con nguoi , cong nghé
1.3. Céc chinh sach vé an toan
thong tin

2. Kiém so6at truy cip

2.1. Khai niém

2.2. Cac phuong thirc truy cép hé
thong

2.3. MAC/DAC/RBAC

3. Xac thuc

3.1. Kerberos

3.2. CHAP

3.3. Chirng nhan

3.4. Username/Password

3.5. Tokens

3.6. Multi-Factor ( Da thanh phén)
3.7. Mutual Authentication (
Chirng thuc twong hd)

3.8. Biometrics ( Sinh tric hoc)
4. Nhiing dich vy va phuong thire
khong thiét yéu

4.1. Cac giao thirc x0a bo nhing
hé thong

4.2. Chuong trinh khong can thiét.
5. Céc topo mang an toan

5.1. Cac vung an toan

5.2. VLANs

5.3. NAT

5.4. Tunneling

6. Xac dinh rai ro

6.1. Xac dinh tai nguyén

6.2. Banh gié rti ro

6.3. Xac dinh mdi de doa

6.4. Cac diém yéu

Bai 2: Nhirng djém yéu va
phwong phap tan cong vao hé
thong

1. Cac kiéu tan cong

1.1. DOS/DDOS - tir choi dich vu
1.2. Back Door — ctra sau

1.3. Spoofing — gia mao

1.4. Man in the Middle

1.5. Replay

1.6. TCP/IP Hijacking

1.7. Social Engineering
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1.8. Password Guessing — Doan
mat khau

2. Malicious Code — Cac ma doc
hai

2.1. Viruses

2.2. Trojan Horses

2.3. Logic Bombs

2.4. Auditing — Logging, system
scanning

3. Social Engineering

4. Auditing — Logging, system
scanning

Bai 3: Ha ting co sé an toan
thong tin

1. Truy cap tu xa

1.1. 802.1x

1.2. VPN

1.3. RADIUS

1.4. TACACS/ +
1.5.L2TP/PPTP

1.6. SSH

1.7. IPSEC

1.8. Tinh d& bj t6n thuong

2. Email

3. WEB

3.1. SSL/TLS

3.2.HTTP/S

3.3. Tinh d& bj t6n thuong
3.4. Tinh dé bj t6n thuong

4. File Transfer

4.1.S/FTP

4.2. Blind FTP / Giau tén

4.3. Chia sé File

4.4. Tinh dé bi ton thuong
4.5. Packet Sniffing

5. Thiét b

5.1. Firewall

5.2. Router

5.3. Switch

5.4. Modem khong day

5.5. RAS

5.6. Telecomm / PBX

5.7. VPN

5.8. IDS

5.9. Chan doan / Theo ddi mang
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5.10. May tram

5.11. Server

5.12. Thiét bi di dong

6. Phuong tién truyén thong

6.1. Coax

6.2. UTP/STP

6.3. Fiber

6.4. Phuong tién truyén thong co
thé doi di duoc

Kiém tra

Bai 4: Mat ma cong khai mé
hinh ing dung

1. Attacks

1.1. Weak Keys

1.2. Mathematical

1.3. Birthday

2. Cac thuat giai (Algorithms)
2.1. Co so toan hoc

2.2. Hashing

2.3. Symmetric: RSA , Diffe-
Hellman

2.4. Asymmetric: DES , 3DES
3. St dung mat ma

3.1. Bao mat

3.2. Toan ven dir liéu

3.3. Xac thuc

3.4. Tinh khong chdi tir

3.5. Kiém soat truy cap ‘

4. M6 hinh PKI ( Co s¢ ha tang
khoda cong khai )

4.1. Chung nhan (Certificates)
4.2. Revocation — Thu hoi chung
nhan

4.3. Trust Models — Cac mo hinh
uy quyén

Kiém tra

Bai 5: Cac chinh sach va quy
trinh thyc thi an toan théng tin
trén h¢ thong

1. Phuc hdi sau su cb

1.1. Backups

1.2. Secure Recovery

1.3. Ké hoach huc hdi sau su ¢d
(Disaster Recovery Plan)

2. Tinh lién tuc trong kinh doanh
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(Business Continuity)

2.1. Cac tién ich

2.2. High Availability/Fault
Tolerance

2.3. Backups

3. Chinh sach va céac quy trinh
(Policy and Procedures) 5 2 3 0
3.1. Chinh sach an toan théng tin
(Security Policy)

3.2. Chinh sach phan tng trudc su
c¢b (Incident Response Policy)

4. Quan tri phan quyén (Privilege
Management) 6 1 5 0
4.1. Quan tri vai tro nguodi dung /
nhém (User/Group Role
Management)

4.2. Bang nhap don (Single Sign-
on)

4.3. Quan tri tap trung va phan tan
(Centralized vs. Decentralized)
4.4. Kiém tra (Auditing (Privilege,
Usage, Escalation))

4.5. MAC/DAC/RBAC

5. Kiém tra 1 0 0

Cong 75 20 52 3

2. Noi dung chi tiét:
Bai 1:Céac khai niém co ban vé an toan thong tin Thoi gian: 03 gio
1. Muc tiéu cua bai:
— Trinh bay nhitng khéi niém co ban vé an toan thdng tin, vai tro cia ching;
— Trinh bay mét sb dich vu va phuong thirc hay sir dung trén hé thdng thong tin;
— Trinh bay cac phuong thirc truy cap hé thong;
—  Xac dinh duoc rai ro va cac moi de doa trén hé thng;
— Rén luyén duoc tinh chu dong, khoa hoc, can than, ti mi, chinh xac.

N

2.1.

2.1.1.
2.1.2.
2.1.3.

2.2.

2.2.1.
2.2.2.
2.2.3.

2.3.

2.3.1.
2.3.2.
2.3.3.
2.3.4.

. N6i dung cua bai:

Thé nao 12 an toan thdng tin

Dinh nghia

Vai tro cua an toan thong tin: Yéu té con ngudi , céng nghé
Céc chinh séach vé an toan thong tin
Kiém soét truy cap

Khai niém

Céc phuong thirc truy cap hé thong
MAC/DAC/RBAC

Xac thuc

Kerberos

CHAP

Chtng nhan

Username/Password
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2.3.5. Tokens

2.3.6. Multi-Factor ( Da thanh phan)

2.3.7. Mutual Authentication ( Ching thuc tuong ho)
2.3.8. Biometrics ( Sinh tric hoc)

2.4, Nhitng dich vu va phuong thirc khong thiét yéu
2.4.1. CAc giao thirc x04 bo nhiing hé théng

2.4.2. Chuong trinh khong can thiét.

2.5. Cac topo mang an toan

2.5.1. Céac vung an toan

25.1.1. DMz
25.1.2. Intranet
2.5.1.3. Extranet

2.5.2. VLANS

2.5.3. NAT

2.5.4. Tunneling

2.6. Xac dinh rui ro
2.6.1. Xac dinh tai nguyén
2.6.2. Panh gia rai ro
2.6.3. Xac dinh méi de doa
2.6.4. Céc diém yéu

Bai 2: Nhirng diém yéu va phwong phap tian cong vao hé thong Thoi gian: 05 gio
1. Muc tiéu cua bai:

— Trinh bay cac kiéu tan cong vao hé thong thuong gap;
— Trinh bay cac loai ma doc hai tac dong dén hé thong;
— Kiém tra truy cap vao hé thong;

— Nghiém tac, khoa hoc, chinh xéc, can than.

2. Noi dung cua bai:

2.1. Céc kiéu tan cong

2.1.1.  DOS/DDOS - tir chdi dich vu

2.1.2. Back Door — ctra sau

2.1.3. Spoofing — gia mao

2.1.4. Man in the Middle

2.1.5. Replay

2.1.6. TCP/IP Hijacking

2.1.7. Social Engineering

2.1.8.  Password Guessing — Poan mat khiu

2.1.8.1. Brute Force

2.1.8.2. Dictionary

2.1.8.3. Software Exploitation

2.2. Malicious Code — Cac ma doc hai

2.2.1. Viruses

2.2.2. Trojan Horses

2.2.3. Logic Bombs

2.2.4. Worms

2.3. Social Engineering
2.4. Auditing — Logging, system scanning
Bai 3: Ha tang co sé an toan thong tin Thoi gian: 15 gio

1. Muc tiéu cua bai:
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N

Trinh bay vé ha tang co s& trong hé thong;
Trinh bay céc thiét bi, phuwong tién dugc sir dung trong hé thdng va cac phuong thic
dé truy cap dén hé théng;
Phan bi¢t va st dung dugc cac phuong tién, cong cu dung trong hé théng;
Céu hinh duogc cac phuong thic dé truy cdp vao hé thong;
Cén than, chinh xac, khoa hoc.
. Noi dung cua bai:

2.1. Truy cap tur xa

2.1.1. 802.1x

212. VPN

2.1.3. RADIUS

2.14. TACACS/+

2.15. L2TP/PPTP

2.16. SSH

2.1.7. IPSEC

2.1.8.  Tinh d& bj tén thuong
2.2. Email

2.3. WEB

2.3.1.  SSL/TLS

2.3.2. HTTP/S

2.3.3.  Tinh dé bj tén thuong
2.3.3.1. Spam

2.3.3.2. Danh Irra

2.3.4.  Tinh d& bj tén thuong
2.3.4.1. Java Script

2.3.4.2. ActiveX

2.3.4.3. Tran bd dém

2.3.4.4. Cookies

2.3.4.5. Signed Applets
2.3.4.6. CGI

2.3.4.7. SMTP Relay

2.4. File Transfer

24.1. S/FTP

2.4.2.  Blind FTP/ Giau tén
2.4.3. Chiasé File

2.4.4.  Tinh dé bi ton thuong
2.4.5.  Packet Sniffing

2.5. Thiét bi

2.5.1. Firewall

2.5.2. Router

2.5.3.  Switch

2.5.4.  Modem khong day
255. RAS

2.5.6. Telecomm/PBX
25.7. VPN

2.5.8. IDS

2.5.9.  Chan doan / Theo ddi mang
2.5.10. May tram
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2.5.11.
2.5.12.
2.6.
2.6.1.
2.6.2.
2.6.3.
2.6.4.
264.1

2.6.4.2.
2.6.4.3.
2.6.4.4.
2.6.4.5.
2.6.4.6.
*

Bai 4: Mat ma céng khai m6 hinh wng dung

Server

Thiét bi di dong

Phuong tién truyén théng
Coax

UTP/STP

Fiber

Phuong tién truyén théng co thé doi di duoc

Bang tur
CD-R

O cung
Pia

Flash Card
SmartCard
Kiém tra

1. Muc tiéu cua bai:
— Trinh bay cé4c giai thuat vé mat ma;

— Trinh bay md hinh khoa cong khai trong hé thong;
— Thiét ké duoc co s& ha téng khoéa cong khai;

— Chinh xac, can than, ti mi, khoa hoc.

2. No6i dung cua bai:

2.1.
2.1.1.
2.1.2.
2.1.3.
2.2.
2.2.1.
2.2.2.
2.2.3.
2.2.4.
2.3.
2.3.1.
2.3.2.
2.3.3.
2.34.
2.3.5.
2.4,
2.4.1.
2.4.2.
24.3.
*

Attacks

Weak Keys

Mathematical

Birthday

Cac thuat giai (Algorithms)
Co so toan hoc

Hashing

Symmetric: RSA , Diffe-Hellman
Asymmetric: DES , 3DES
Stur dung mat ma

Bao mat

Toan ven dir liéu

Xac thuc

Tinh khong chéi tir

Kiém soat truy cap

M® hinh PKI (Co s& ha tang khoa cong khai)

Chung nhén (Certificates)
Revocation — Thu hoi chirng nhan

Trust Models — Cac md hinh uy quyén

Kiém tra

Thoi gian: 30 gio

Bai 5: Céc chinh sach va quy trinh thwc thi an toan thong tin trén hé théng

Thoi gian: 22 gio

1. Muc tiéu cua bai:

— Sao luu va phuc hoi duoc néu hé théng gap su cd;

— Quan tri va phan quyén nguoi dung;

— Chinh xéc, can than, khoa hoc, sang tao, linh hoat.
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2. No6i dung cua bai:

2.1.

2.1.1.
2.1.2.
2.1.3.

2.2.

2.2.1.
2.2.2.
2.2.3.

2.3.

2.3.1.
2.3.2.

2.4.

2.4.1.
2.4.2.
2.4.3.

2.4.4.
2.4.5.
*

Phuc héi sau su ¢d

Backups

Secure Recovery

Ké hoach huc héi sau su ¢ (Disaster Recovery Plan)
Tinh lién tuc trong kinh doanh (Business ontinuity)
Cac tién ich

High Availability/Fault Tolerance

Backups

Chinh sach va cac quy trinh (Policy and Procedures)
Chinh sach an toan thdng tin (Security Policy)
Chinh sach phan tng trude su ¢ (Incident Response
Policy)

Quan tri phan quyén (Privilege Management)

Quan tri vai tro nguoi dung / nhom (User/Group Role
Management)

Dang nhap don (Single Sign-on)

Quan tri tap trung va phan tan (Centralized vs.
Decentralized)

Kiém tra (Auditing (Privilege, Usage, Escalation))
MAC/DAC/RBAC

Kiém tra

IV. Piéu kién thwc hign mén hec:
1. Phong hoc chuyén mén hoa/ nha xuong:
- Phong thuc hanh may tinh cd mang internet.
2. Trang thiét bi may mac:
- May tinh, card mang, Switch, Modem, May chiéu Projector.
3. Hoc liéu, dung cu, nguyén vat li¢u:
- Pia CD hé diéu hanh Windows Server, day cable mang LAN
- Gido trinh, tai liéu An toan va bao mat thong tin, tai liéu tham khao
4. Cac diéu kien khac:
V. Nogi dung va phwong phap danh gia:
1. Noi dung:
- Kién thuc:
+ Kiém tra thuc hanh két hop trac nghiém vai cac noi dung di hoc c6 lién hé voi

thuc tién;

+ Ha ting co s& an toan thdng tin trong hé thng;
+ Chinh sach va quy trinh thyc thi an toan théng tin trén hé thong;
+ Co s ha tang khoa cong khai;
+ Céc phuong phap tin cdng vao hé théng va cach phong tranh.
- K¥ nang:
+ Cau hinh bao vé hé thong thdng tin;
+ Thiét ké ha ting co s& an toan cho thong tin hé thng;
+ Xay dung md hinh bao mat, toan ven dit liéu trén hé théng khoa cong khai;
+ Phuc hdi su cd;
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+ Quan tri va phan quyén trén hé théng.
- Nang lyc ty chu va trach nhi¢m: dénhgia y thirc, to chirc, chap hanh noi quy hoc tap,
tuan thu cac quy dinh vé an toan lao dong.
2. Phuong phap:
- Kiém tra dinh ky:
+ S6 bai: 4 bai kiém tra dinh ky.
+ Thoi gian: 45 phat/ bai.
+ Hinh thirc: tw luan, tric nghiém hozc thuc hanh
- Kiém tra két thdic mén hoc:
+ Hinh thac: thuc hanh.
+ Thoi gian: tir 90 phat dén 150 phut.
VI. Huéng din thuc hign moén hoc:
1. Pham vi ap dung mon hoc: Chuong trinh mon hoc dugc st dung dé giang day cho
sinh vién cao dang Cong ngh¢ thdng tin. Tong thoi gian thuc hién mon hoc la 45 gio,
gido vién giang céc tiet ly thuyet két hop véi thuce hanh dan xen.
2. Huéng dan vé phuong phap giang day, hoc tap mén hoc:
- B4i véi gido vién, giang vién:
+ Hinh thirc giang day chinh caa mén hoc: Ly thuyét két hop voi thuc hanh va thao
luan nhom, hoac két hgp vaéi doanh nghiép dao tao Céng nghé thdng tin & bén ngoai.
+ Gido vién trudc khi giang day can phai can ctr vao ndi dung cia ting bai hoc chuan
bi day du cac diéu kién thuc hién bai hoc dé dam bao chat lugng giang day.
- Bdi véi ngudi hoc:
+ Lam bai tap theo yéu cau cua gido vién
3. Nhitng trong tdm can chu y:
- Bai 3: Ha tang co s& an toan thong tin
- Bai 4: Mat ma céng khai mé hinh ung dung
- Bai 5: Cac chinh sach va quy trinh thyc thi an toan thong tin trén hé thong
4. Tai liéu tham khao:
[1] Andrew S. Tanenbaum (2003), Computer Networks, Prentice Hall, New Jersey,
Fourth Edition.
[2] Man Young Rhee, Wilay (2003), Internet Security - Cryptographic Principles,
Algorithms and Protocols.
[3] William Stallings (1999), Network Security Essentials: Applications and Standards,
Prentice Hall, New Jersey.
[4] William Stallings (2000), Network Security Essentials.
[5] Wasim.E. Rajput (2000),Commerce Systems-Architecture & Application.
[6] Douglas R. Stinson, Cryptography Theory and Practice, University of Nebraska-
Lincoln;
[7] Thai Hong Nhi, Pham Minh Viét (2004), An toan théng tin, Nha xuat ban Khoa hoc
& Ky thuat. ’ .
[8] Nguyen Ngoc Tuan (2005), Cong ngh¢ bao mat World Wide Web, Nha xuat ban
thong ke. , N
[9] Nguyen Tien, Bang Xuan Huong, Nguyen Van Hoai, Bao mat mang (2000), Nha
Xuat ban Thong ké.
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CHUONG TRINH MON HQC PAO TAO BAO TRI HE THONG MANG

Tén Mon hec: Béo tri hé théng mang
Ma so mon hoc:  MH32 ’ q
Thoi gian mon hec: 75 gior (Ly thuyét: 20 gio; Thuc hanh: 52 gio; Kiém tra: 3)

|

.VI TR, TINH CHAT CUA MON HOQC:

Vi tri : Mén hoc duge bd tri sau khi sinh vién hoc xong mén hoc, mén hoc: Cong
ngh¢ mang khong day, Quan tri mang nang cao.
Tinh chat: La mon hoc chuyén nganh bat budc

II. MUC TIEU MON HQC:

Xac dinh duoc cac sy ¢b thuong xay ra d6i véi cac thiét bi phan ctng cua mot hé
thong mang nhu: Card mang, ngudn dién, day dién thoai, phan cung vo tuyen

Kiém tra va dinh c4u hinh cho cac thiét bi mang néu cac thiét bi gip su cd.

Thiét 1ap cac ché do quan 1y ngudi sir dung trén hé théng mang.

Quan 1y viéc truy cap mang ciia ngudi sir dung, kiém tra, xi 1y su cb chia sé tai
nguyén mang nhu cac tap tin, may in. Khic phuc céac 18i ciia may in mang.

Khic phuc cac 16i ctia hé thong tudng lira, bao vé cho hé thdng mang tranh bi nhiém
cac loai virus 1ay lan trén mang. Béo tri sy an toan cho mang kong day.

Sao luu va phuc hoi cac thong tin trén mang.

Nang cap hé théng mang dang hoat dong.

B6 trf 1am viéc khoa hoc dam béo an toan cho ngudi va phuong tién hoc tap.

III. NOI DUNG MON HQC:

1.

Ngi dung téng quat va phan phai thoi gian :
sé 7 Thoi gian 7
TT Tén cac bai trong modn hoc Tong Ly’ Thyc hanh | Kiém
so |thuyet| Baitap tra*
1 | Phan ciing 14 5 9
2 | Phan mém 14 5 9
3 | Truy cap mang, may in mang 15 4 11
4 | Mang Internet dung chung 14 4 10
Bao mat, bao tri 3
5 18 2 13
Cong 75 20 52 3

*

Ghi chi: Thei gian kiém tra dwec tich hep gida Iy thuyét véi thiee hanh dwoc tinh

vao gio thec hanh

1. Ngi dung chi tiét:
Bai 1: Phan ciing Thoi gian : 8 gio
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Muc tiéu :

- Xac dinh duge su cb vé phén cung

- Xac dinh dugc nguyén nhan gay ra su cd

- Xu ly duogc kip thoi cac su cd

- Thuyec hién cac thao tac an toan véi may tinh.

Sw 6 card mang

Sw ¢6 phan cieng Ethernet

Sw c6 phan cirng day dién thoai
Sw c6 phan cirng dién

Sw ¢6 phan cieng vo tuyén

K¥ thuét va xi Iy sw cd

S e o

Bai 2: Phan mém Thoi gian : 8 gio
Muc tiéu:
- Xac dinh dugc céc 161 do phan mém gay ra cho h¢ thong;
- Dinh lai dugc cac cau hinh phan mém cho thiét bi.
- Thuyc hién cac thao tac an toan véi may tinh.

Pinh cau hinh card mang

Pinh cau hinh bd dinh tuyén

Pinh cau hinh va quan 1y nguéi dung

Pinh cau hinh man hinh nén

Sw 6 vé phan mém hd tro gay ra cho hé théng

Ok W=

Bai 3: Truy cap mang va may in mang Thai gian : 9 gio

Muc tiéu :

- Xac dinh duoc cac su cd két ndi mang;

- Stra chira cac dugc cac su cb do;

- Quan 1y hoat dong in va khéc phuc duoc céc su ¢ cua may in dung chung trén
mang.

- Thuyc hién cac thao tac an toan véi may tinh.

Xir Iy su co két ndi mang

Don dep My Network Places
Sw ¢b trong may in dung chung
Quan ly hoat dong in mang

Xir ly sw cd may in mang

g own =

Bai 4: Mang internet dung chung Thei gian : 8 gio
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Muc tiéu :

- Trinh bay duoc cac nguyén tic ciia nha cung cip dich vu Internet;

- Kiém tra, khic phuc cac su cd két ndi Internet bang quay s, bang thong rong.
- Thuyec hién cac thao tac an toan voi may tinh.

1. Céc nguyén tic ciia nha cung cap dich vu Internet
2. Sw cb trong dung chung két ndi quay sé

3. Swcéd vé bing rong ding chung

4. Ky thuat bang rong

Bai5: Bao mat va bao tri Thei gian : 12 gio
Muc tiéu :

- Phat hién duoc cac su cd vé tuong Itra va van dé cin bao mat trén hé théng mang;
- Kiém tra va quét cac loai virus may tinh xdm nhap vao mang;

- Sao luu va phuc hoi dit liéu thuong xuyén, c6 dinh ky;

- Nang cap mo rong hé théng mang dang sir dung.

- Thuc hién cac thao tac an toan voi may tinh.

Sw 6 vé bire twdng lira

Virus

Nhirng van dé vé bao mat vo tuyén
Ghi tai ligu

Sao luu thong tin

Nang cap mang

o m A wN e

IV. PIEU KIEN THU'C HIEN MON HQC:
- Dung cu va trang thiét bi:
+ Phén, bang den.
+ May chiéu Projector.
+ May tinh.
+ Thiét bi mang: card mang, Access Point, B§ dinh tuyén, Hub, Switch, May in.
+ Phan mém: H¢ diéu hanh WINDOWS.
- Hoc liéu:
+ Céc slide bai giang
+ Tai liéu huéng dan mén hoc Bao tri hé théng mang
+ Gido trinh Bao tri hé thong mang
- Ngudn lyc khac: Phong hoc Iy thuyét va phong thuc hanh du diéu kién thyuc hién mon
hoc

V.PHUONG PHAP VA NOI DUNG PANH GIA:
- Vé kién thuc:
+ Nim duoge cac su cb thuong xay ra ddi voi cac thiét bi phén cung cua mét hé
thé)ng mang nhu: Card mang, nguén dién, day di¢n thoai, phén cung vo tuyén.
+ Kiém tra va dinh ciu hinh cho cac thiét bi mang néu céc thiét b 'Qiy bi su ¢d, thiét
1ap cac ché d6 quan Iy nguoi str dung trén hé thong mang.
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+ Quan 1y viéc truy cap mang cua ngudi st dung, kiém tra, xir 1y su ¢b chia sé tai
nguyén mang nhu cac tip tin, may in. Khic phuc cac 16i cia may in mang.

+ Khic phuc céc 16i cua hé théng tuong Itra, bao v¢ cho hé théng mang tranh bi
nhiém cac loai virus lay lan trén mang. Bao tri su an toan cho mang khong ddy.

+ Sao luu céc tai liu, thong tin trén mang. Nang cip hé théng mang dang hoat
dong.

- Vé k¥ ning: Danh gia k¥ ning thyc hanh cia sinh vién:

+ Nhan biét dugc cac hong hoc do cac phan cing, phan mém mang gay ra.

+ Kiém tra va khic phuc duoc cac 1i cta tudng lira va phong chong, diét cac loai
virus trén hé thong mang.

+ Thao tac phuc hdi, sao luu céc tai liéu, thong tin mang.

- Vé thai do: Can than, thao tic nhanh chuén xéc, tu giac trong hoc tap.

VI. HUONG DAN THU'C HIEN MON HOQC:

1. Pham vi &p dung chwong trinh:

- Chuong trinh mdn hoc dugc str dung dé giang day cho trinh d6 cao dang nghé va
trung cap nghé Quan tri mang mdy tinh.

2. Hwéng ddn mét sé diém chinh vé phwong phdp giang day mon hoc:

- Phét véan c4c cau hoi.

Sinh vién trao doi véi nhau, thue hién céc bai thyc hanh va trinh bay theo nhém.

Thuc hién cac bai tap thuc hanh dugc giao.

3. Nhiing trong tim chwong trinh can cha y:

Gi4o vién truéc khi giang day can phai cin cir vao nodi dung cua tirng bai hoc

chuan bj day du cac diéu kién thuc hién bai hoc dé dam bao chat lwong giang day.

4. Tai ligu can tham khdo:
[1]. Nguy@n Nam Thuan, Thiét ké & céc gidi phap cho mang khdng day, Giao thdng
VAN tai, Nam 2004,

[2]. Tong hop va bién dich VN-GUIDE, Gidi Phéap Bdo Tri Mang Ngi Bg, Théong ké
- Nam 2002.
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